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e AlmaLinux 8 (x86-64)

* Rocky Linux 8 (x86-64)

212 \—FROx7EH

Y7 b7 BAFCEHED OS BEIET 2 A RDON— PV = 7ERIEDRET T,
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— osstech-openldap-python-scripts
— osstech-openldap-servers-perl
e Berkeley DB »%v 7 — (RHELS BRIETIZ G ENEHA)
— osstech-db5.3
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2.3 Red Hat Enterprise Linux lR/INY 77— D1 X =)L

DTFDOSBRETD Ry r =3 DA YA b= VJFEIZDOWTEEH L F7,

* Red Hat Enterprise Linux 8 / CentOS 8 / AlmaLinux 8 / Rocky Linux 8
* Red Hat Enterprise Linux 7 / CentOS 7

¢ Amazon Linux 2

2.3.1 #{&

NRor—=IDA4 YA b —iUFroot T—HF —DAIZHFRAIINTVET, sua~v>rF, LI sudoa~vwr K
T root T—H—IZkH FT,

$ su -
Password: root M/NXT—R%Z AN (BEICIFRRINEEA)

HW T, OpenlLDAP Xy 77— —REA Y A M —LERAFDIEEDT 4 L7 PVICERLES,

ARKEF 2 X2 bDOEITHITIX. /srv/iosstech/software/RPMS (BRI L7-Z 2 ZRitE LCRld L £ 3,

23.2 IkGENYT—

OSSTech OpenLDAP (& Nt OS Sy o — P 2 FH L £ 5,

libtool-1tdl

* openssl

* perl

* python3 (osstech-openldap-python-scripts S v 7 — % 4 ¥ 2 b —L§ 355
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WRZVMRIFT B8y = Ry r—I T 2186EH (— B 244, APL#A. APIN—2 a2 72 8) 12K
FTB R0 r—IUBFEL. ZOEEDIRITET,

233 Ny T—=SD1VA M=
BEH AR D OpenLDAP 2.4 /% v 7 — 13 Jopt/osstech 7 4 L' 7 t VEL RICHIHA A b —LEh T,

/srv/osstech/software/RPMS 128 IR D S & — =K a ¥ —X N TWB L 2R L E T,

# cd /srv/osstech/software/RPMS

# tar xfz osstech-openldap-2.4.58-176.el8.tar.gz
# cd osstech-openldap-2.4.58-176.el18

# 1s

doc install.sh x86_64

install.sh A< Y REETTEZ LT, 4 VAP —IVICRBERIKFESRy F—=I DXy a—F, £ YA b=,
B, ¥4 OpenLDAP Ry 7 — P —RW A4 Y A =L Z3NF T, KESy r =%, @BF 0S TREXh
TV yum LRI PURS Ry P —FZRHTERLE T2, yum 232 F Ty & — Y DEUFATE R0
P —N—BREOEE, FANZ OS X7 14 7HETHE Sy r =Y %2 AF L, rppm a7 Y RTKEv =T DA
VAR =AEFETLTBOWTLEEY,

# ./install.sh

installsh I~ > F2FETT 2L, 4 YA = VILHEMRFEITS I, KF Sy 7 — 0 B X OpenLDAP < »
T—=IDA YA —APITORE T,

MTFotinmsniud, Ry r—yn4 YA F—=VE5%ETTT,

SSTYLELE! (BLLIE Complete!)

BT, OpenLDAP24 %y & —I D4 YR = UISET TT,
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Ry =907 v 7F7— MEFEE root T—HF —TITRVET,

$ su -
F%wwwrwt@NZU—F%Aﬂ(Eﬁ[ﬁ%ﬁéhiﬁh) ]

Ry r—=3D7 v 77— MZ OpenLDAP OEFEHE 7 7 A VDN 77 v TRITIZNVE T, cp ATV PR
ETTZ7ANDNy 77y TREIGLTLZE W,

N 2Ty THRTAVI Y FALZ M VIAENS T — &

/opt/osstech/etc/openldap OpenLDAP DFET 7 4 L. AF =T 7 A NKRY
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OpenLDAP +—VY A% {ZIEL ¥ 7,

[# systemctl stop osstech-slapd ]

slapcat A~ > FEFHAL T, HFHREINTWBLDAP Y Y —D LDIF ERD ANy 77 v 72EBELE T,
) A7 a 77 ANAEIRETLZIET, X" 7 v 7774 VOERIEIEETEE T,

[# sudo -u ldap /opt/osstech/sbin/slapcat -1 backup-20210601.1dif ]

Fon T, BEAHARE D EHID OpenLDAP Ry 7 —I—KE A Y A b —VERZX FOEEDOT 4 L2 bV ICE
BIL %3, & RF a2 X bk Tld/srv/osstech/software/RPMS Bt NI T 2 RHECaiBA L £ 9,

# cd /srv/osstech/software/RPMS

# tar xfz osstech-openldap-2.4.58-176.el8.tar.gz
# cd osstech-openldap-2.4.58-176.el18

# 1s

doc install.sh x86_64

ERXNZT 4 L7 PVIZEENS installsh A~ Y RIZT, R r—SD7 v 75— 2T 2T
x%7,

o, BEIGUT, MESY F—Y DA YA P—ABEMLET, KFASY =@ yum LR PY LD
BRLES, )
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L. 7y T PRROY —N=Hyum a7 ¥ F Ty F =Y 2R TERVWREOSE, HIC OS X
T4 TETHE Ny r =V AF L, 1pm A7 Y FRETH = N—IZA YA = Z{ToTLIZEW,

[# ./install.sh

installsh 3= ¥ FZ2FETT 2. 4 YA = VILMENETE I, KFE Ry 7= B X OpenLDAP % v
T DA YR P—ABITORET,

Moz oniiud iy r =207 v 77— MITT T,

[%ET LELE! (BLLIE Complete!) ]

OpenLDAP +— VY 2% EEIL £ 7,

[# systemctl start osstech-slapd ]

UET7y 77— R T T,

3.2 RINFIRA—BRET Y 77— MFIE

2B LD ILF AR —RERRED OpenLDAP 2.4 Ry 7 —I D7 v 77— FFIHZROFIETEML TL 72
SV,

AREF2XYFTIE, 2HBDVILFTRAR—IEKD OpenLDAP ¥ —N—%2FICF#K L 3, LDAP 1 S0
AR b4 % 1dapl. LDAP2 B D F R b % 1dap2 & L CHIHAL £55

3.2.1 LDAP 1 SO 7 v 77— FFIE

ldapl @ OpenLDAP #— b 2% {21 L £3,

[[root@ldam]# systemctl stop osstech-slapd ]

slapcat A~ > FEFHL T, HHREINTWBLDAP T Y —D LDIF ERD ANy 77 v 7EEELE T,
Ly 72 a T 7ANEEBETZILET, NI 7y T 774 VOAFIEIEETEE T,

[[root@ldapﬂ# sudo -u ldap /opt/osstech/sbin/slapcat -1 backup-20210601.1dif ]

BT, AR O FEHILD OpenLDAP Xy 77— —RA%E A Y A b —AERZ FDEEDT 4 L7 FVICE
BILEd, & FFa X b Tld/srv/osstech/software/RPMS Bt FIZ R4 2 RIHECTHAL £ 3,
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[root@ldap1]# cd /srv/osstech/software/RPMS

[root@ldap1]# tar xfz osstech-openldap-2.4.58-176.el8.tar.gz
[root@ldap1]# cd osstech-openldap-2.4.58-176.¢el8

# 1s

doc install.sh x86_64

EHENT 4 L7 FVIZEENS installsh 2= Y FIZT, BNy r—SD7 v 77—+ 2175 2D T
EEI

Fh. BREZIGU T, KESY =Y DA VAPV EMLE T, (KFSy 7 —JEyum LAEI MY KD
BRLETS, )

bL, 7y 7T = bPHROF—N—yum A< F TRy 7 —IFFIGFTERVWERRDEES. FHR1IZ OS X
T4 TETHRF Ry 7T —I%AFL, rpm A< Y RRETH —N—IZA VA P =L &[T TL IV,

[root@ldap1]# ./install.sh

install.sh 3= > RZFETT 2L, 4 VA P —NVUEBRETI N, KERY 7 —, B X OpenLDAP < v
=Y DA YA M=AIPITDONET,

LUR o518 5 h iU, LDAP 1 SHED Ry =2 D7 v 77— MISE T TT,

[%Tbibt!(%b(@CmnmmD ]

OpenLDAP +— VY 2% EEIL £ 7,

[[root@ldap1]# systemctl start osstech-slapd ]

LDAP 1 507 v 75— + D5E T, LDAP OREIAMZE 21T\ 5, LDAP1 S#¥. LDAP 2 S#T.
contextCSN 23[F CMHICH > TWB Z e BHER L F 3,

[root@ldap1]# /opt/osstech/bin/ldapsearch \
-x \

W\

-D <EIEHE DN> \

-b <JL— b suffix> \

-s base \

contextCSN \

contextCSN: 20200925023414.1294327#000000#001#000000
[root@ldap2]# /opt/osstech/bin/ldapsearch \

-x \
-W \

© 2024 OSSTech Corporation 7



© 0SSTech

-D <EIEE DN> \

-b <JL— b suffix> \
-s base \
contextCSN \

contextCSN: 20200925023414.1294327#000000#001#000000

contextCSN DOfENFE UTHIUX, FHICHEEZD D FHADT, W TLDAP2 B0 7 v 77— MEEZE
ThuEd,

3.2.2 LDAP 2 SO 7 v 77— FFIE

ldap2 @ OpenLDAP #— b 2 &£ L 3,

[root@ldap2]# systemctl stop osstech-slapd

o T, BAARE D EHM D OpenLDAP %y 77— —HK%2 £ YA b= VERARX FOEEDOT 4 L7 PV ICE
BILF9, & FF 2 X b+ Tld/srv/iosstech/software/RPMS it R I12 RS 3R CTHAL £ 7,

[root@ldap2]# cd /srv/osstech/software/RPMS

[root@ldap2]# tar xfz osstech-openldap-2.4.58-176.el8.tar.gz
[root@ldap2]# cd osstech-openldap-2.4.58-176.¢el8
[root@ldap2]# 1s

doc install.sh x86_64

EHENT 4 L7 FVIZEENS installsh 2< Y FIZT, BNy r—SD7 v F7F— 2175 DT
SR

Fh. BREZIGU T, KESy =Y DA Y APV EMLE T, (KFSy 7 —JEyum LEAI MY KD
BRLES, )

HbL, 77T —FPHROF—N—Dyum a< > F TRy 7 —IRFIGFTERVWEREDE S, FER1IZ 0S X
F 4 TETHRESRyF—V%AFL, ipm a7 Y FRETH —N—1ZA YA M =L &[T TLEE W,

[root@ldap2]# ./install.sh

installsh 3= Y FZ2FETT 22, 4 YR P = VLENETEH, KFE <y 7= B XU OpenLDAP < v
=Y DA YA M=AIPITDONET,

UToltihn»Resniid, LDAP2 SOy 5y —2 D7 v 77— MIZET T,

SSTYLELRE! (BHLLIE Complete!)
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OpenLDAP +— VY A% EEIL £ 7,

[[root@ldapZ]# systemctl start osstech-slapd ]

LDAP2 5D 7 v 77— F DFET . LDAP ORI %2172 \\WE$, LDAP1 Sy, LDAP2 S# T,
contextCSN 23E CfHICH o TCWB Z e ZHER L F 3,

[root@ldap1]# /opt/osstech/bin/ldapsearch \
-x \
=W\
-D <EIEE DN> \
-b <JL— bk suffix> \
-s base \
contextCSN \

contextCSN: 20200925023414.1294327#000000#001#000000

[root@ldap2]# /opt/osstech/bin/ldapsearch \
-x \

=W\

-D <EIEE DN> \

-b <JL— b suffix> \

-s base \

contextCSN \

contextCSN: 20200925023414.1294327#000000#001#000000

contextCSN OMEDE U THhAUL, FHICHEEXD D EBADT, 7y F7— MEERZSET T,

33 NyTr—o7yFTr—rROYIDEL

RNy r—=V%7 v 77— WAHhSDHMHTLAION=Y a VITELZWEE, ROFIETITRVETS,

Yoy r—o—X2BEALET 4L 27 FUVND x86_64 74 L2 P VITHEIL $9,

[root@ldap]# cd /srv/osstech/software/RPMS

[root@ldap]# tar xfz osstech-openldap-2.4.58-171.el8.tar.gz
[root@ldap]# cd osstech-openldap-2.4.58-171.el8
[root@ldapl# 1s

doc install.sh x86_64

[root@ldapl# cd x86_64

BEA Y 2 P —ILIEAD OpenlLDAP v 7 — O R HER L £ 3,
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[root@ldap]# rpm -ga |grep osstech-openldap
osstech-openldap-2.4.58-176.e18.x86_64
osstech-openldap2.4-1ibs-2.4.58-176.e18.x86_64
osstech-openldap-servers-2.4.58-176.e18.x86_64
osstech-openldap-clients-2.4.58-176.e18.x86_64

MHEiORy 5= D5HB, A VAP =NFEADNy Fr =Y DH A=Y a2 VEEEL T, rpm 27 FOD
--oldpackage 7> a » B TA YA b—AEITHRVET,

[root@ldapl# rpm -Uhv --oldpackage \
osstech-openldap-2.4.58-172.e18.x86_64.rpm \
osstech-openldap2.4-1ibs-2.4.58-172.e18.x86_64.rpm \
osstech-openldap-servers-2.4.58-172.e18.x86_64.rpm \
osstech-openldap-clients-2.4.58-172.e18.x86_64.rpm

Ry r—=IDA VA b=IL5ET#, osstech-slapd ¥ — L RAOEREZ/THRV, VY —EANEEKE T2 %
MR L %79,

[root@ldap]# systemctl restart osstech-slapd
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(4 OpenLDAP 2.4 /N i — DL

¥24k8 OpenLDAP 2.4 »% v or —id/optlosstech 7 4 L' Z VB RIZA Y R b =L ENET,

o
Pak |

77 AN

LDAP 7 —E ~

LDAP 7547 a2—T4UT 4
ETHEE L DAP 21— 4 U T 4
OpenLDAP #—N—FE 7 7 A L
OpenlLDAP 7 54 7 ¥ b RET 7 4 )V
AF¥—<T7 74N

LDAP 7 — X714 L2 v U

LDAP Ny 7 7 v TRE

0 7 E

oru—7— MRE

BDB 2—7 4 U7 4

/opt/osstech/sbin/slapd
/opt/osstech/bin/ldapsearch 7% &
/opt/osstech/sbin/slapadd 7% &
/opt/osstech/etc/openldap/slapd.conf
/opt/osstech/etc/openldap/ldap.conf
/opt/osstech/etc/openldap/schema B
/opt/osstech/var/lib/ldap
/opt/osstech/etc/openldap/slapdbbackup.conf
/opt/osstech/etc/rsyslog.d/slapd.conf
/opt/osstech/etc/logrotate.d/syslog
/opt/osstech/sbin/slapd_db_recover 7% &
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5.1 LDAP H—/\—i&p%

OpenLDAP Z A L 7z LDAP %L F < A X — B 281 L X 3O T, EMICE L BB ZERLTLE
ISR

AL —E 2 LTOMMDGE, TIREEZZEREL T, 2680V F v RAX—BREH#EL 7,

5.1.1 X2 F7OVEK

OpenLDAP 75 | B2 OEAMK TS, 1 A TTF—ROEH - BREETRIFL LT, IIEELDHD XA
DT, BERRPI AT LDT v 75— FEREIZ LDAP — b X2 E LT 3RNHPE T F5,

OpenLDAP

Y AY—
H—/\—

B SR

K1 LDAP ¥ —n~— &> RF7n R

5.1.2 QILFIRX2—18RK

LDAP 4 —N— D EMZR LX B 372D, HEOD LDAP 4 — N—%HAZEL T, LDAP 57— & Z XA
MO T)r—2ay)TEHRTT, 2B OpenLDAP 3 —N—2Zzh2h~v AKX —F—"—¥ L THiE
£,

FEEROELEUEDBEILDD, B — FANF U F EHAGDETHET 2 L TERWIIRNEZHRT 2 2
EHRIRET T

T LDAP I A HEHMHIZ, 50— HDTRA X —HF—N—ZH L TOATIWKRE T2 2R
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LEd, A—ZY VI LU THRFCERBED Y —N—ICEHBTHONE ., WINLrOEFNENRET S
AREMEDI D D £5,

OpenLDAP OpenLDAP
T AY— YRy —
H—/\— H—/\—

2 LDAP ¥ —1— <)L F < 2 X —HER

51.3 YX%— « AL—T &R

— X O - WP AEE/ LDAP v A X —H—nN—¥ | SO AP AEE/ LDAP AL — 7 — N—%{l A

OB TR L ET, LDAP AL — 7H —N—3BMICEDLETEREZHLT Z 2 T, X7 22RO Rk
REDA FIZB2 D £5,

5

AN

=
e LDAP v 2 & —#—nN—Z, LDAP 0 nNf X —H—N—LMIN2ZZddHH £7T,
e LDAP AL — 7 —nN—lF, LDAP 2V a——H—N—YIHINBZZdDH D E7,

LDAP Y AR —H—N—% T FTAX—THER L. BDEIZJSELCTLDAP AL —7H —N—%BEMT2 ¥
T, BHRONENYE, SHEBRADZA 7 —1L 77 MIWHELE T,
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OpenLDAP OpenLDAP
YA — YAy —
H—/\— H—/\—

3 LDAP #—n— w2 X — + AL —THEK

5.2 MRIRK

ARF X2 FOMET S LDAP H— N — DOHEEBREIIRD@ED TT,

* OS
— Red Hat Enterprise Linux 8 / CentOS 8 / AlmaLinux 8 (x86-64)
— Red Hat Enterprise Linux 7 / CentOS 7 (x86-64)
e VT7bvxY
— OSSTech ik OpenLDAP 2.4
« KR+
— LDAP 1 B#%: l1dap1.example.com
— LDAP 2 5##: 1dap2.example.com

2BDLDAP H—N—I2 LBV NF AR —RERTREEL FT,

OpenLDAP
AL—7T
H—/\—
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5.3 BEFXRFEHNFTA—2—

MEMEEZITORNC, UFD AT AR —2REL X7,

5.3.1 LDAPDITH#271rv¥Y X

LDAPDIT D% 7 4 v 7 A (R—ADN) ZIREL T, ZHNIEREMERECHKETE TN, —INIEH
BDODNS FXA v&EDEL, Tde=) Ehv~ I,) TRYI->=ARIEHEHLET,

fde) ¥ 1%, Domain Component] ZEKLTWVWET,
o i

— fH#% D DNS F X 1 > %: example.com
— LDAPDIT %7 1 v 27 X: dc=example,dc=com

5.3.2 LDAP EEEE/ERNIERANZT—F

OpenLDAP #—N— D& Z FEITT 5720 D LDAP =Y b Y 2 ZD AV — RERELE T, AF¥a
AV PFTIE LRI X=X —%2ffio THAL £5,

NI A=K — BB

LDAPDIT %7 4 v 2 A® DN dc=example,dc=com

LDAP EHEF > b1 ® DN cn=admin,dc=example,dc=com
LDAP BEELY MY DAY —F admin-pass % 1

LDAP HE A + Y ® DN cn=replica,dc=example,dc=com

LDAP HHRH LY MV D/SRA7— K replica-pass ¥ 1

X 1EMY R 7 AT, TREERART - FEFRLTIZS W

© 2024 OSSTech Corporation 15



© 0SSTech

(6 LDAP 4 — \—BHEDIBE

ARF2XY FTIE ROEMD LDAP H—N—Z R L £ 7,

e LDAP(389/TCP). 3 X TF LDAPS(636/TCP) iZ & 54—t Rt
e syncrepl 7UZ & % LDAP 7 — & OEH#

6.1 OS RIRDHE

% LDAP #—N—"—T, 50 OS BMEDHREZITHRVET,

6.1.1 BZIRHDERE

OpenLDAP O x> + U OBEIIIRLIZFIFI L E 3, LDAP #— N —DIZNCOWTIE NTP 12 & 3 Rl &bt
EEML TN,

Red Hat Enterprise Linux (CentOS) T3, chrony % L <&, ntpd i X 2 RZIFRIHADERE 21T o T2 E W,

6.1.2 77177+ —ILDKRE

AERD 5 LDAP r— N—ADWEZR AT 272D, LDAP HOR— FRERITRWVWET, Fatld. 4555
LDAP(389/TCP). 3 XX, LDAPS(636/TCP) N\D@(E % ZF A F 5 7= OIEUEM IR ET T,

# firewall-cmd --permanent --add-service=ldap
# firewall-cmd --permanent --add-service=ldaps
# firewall-cmd --reload

6.2 LDAP t—N\—z&%E

#FE X Jopt/osstech/etc/openldap/slapd.conf 7 7 £ MZITHWVE T
slapd.conf 7 7 £ /L& OpenLDAP @ LDAP ¥ — ¥ 2 242t 3 3 slapd 7 —E > DFHKET 7 A LT,

OpenLDAP D=L F < 2 X — R D 721T, BEVBEIZFEARNL T X — 2 —FZRDED T,

* database
* suffix

* rootdn

* rootpw

¢ database
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* access

* overlay syncprov, syncprov-checkpoint
* serverld

* syncrepl

e mirrormode

OSSTech ik OpenLDAP Tik, 7> 7L — b ¥z % &ENA % optlosstech/etc/openldap/slapd.conf 7 7 £ LT
REFEAERO>TVETDT, ERIRXA—Z—%HABRICEDOETEHEL TIAMHL LI,

6.2.1 database /XS5 X—4&—

slapd.conf 7 7 £ /1%, database 8T X =X T 221 DD LDAP Y J — %8S 2 72D DR ERIT RV E T,
EHEIE. 1 HBD LDAP H— =121 20 LDAP ¥V VU — % A& L £ 353, I D database & E%X1TS Z & T,
2D LDAP > ) — 2% % 2 & AMHET T,

database 87 X — X —I2&, T—EXXR—ZADEEEZRTRD LS RMEEIBE TS ZLPA[RETT, (XL FH
ENBHDEHEHLTVET)

e wt
- —f%7% LDAP = bV 248 T % 72 D WiredTiger Ny 7 ¥ FEZEBKL 3, WiredTiger
T = AN—=R L MHEN S FHMERESKIEICH E LNy 72y REFIHTE £5,
- ERIZBOTUTORIFEL D D 5,
* slapd BEIHIT slapcat 2~ R TEHE LDAP 7— 42232 Z I3 TEEHA,
# DN 2Z #3523~ > F (MODRDN) iZBWT, RO POV Y —F Ry M UDBE
FNh3%5. DN Z2EETEEEA,
* bdb
- —f&M7% LDAP =¥ b U RIS T 2729 D Berkeley DB Ny 7TV REEKRL £33, K2 5F)
HENTELEBEOD 27— 2= AEATT,
* monitor
— LDAP OAAHKIL OMEHER R & 2N 272Dy 7 2> FOMMZERL 5,
e null

- TR OBMEATOSTRAIZ B THA L £35

B

[database wt ]

BNy T RDNRTA—R—IZOWTIE, Rl 3,
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6.2.2 suffix /NS X—H—

LDAPYV Y —D by FREKT 2L — 74 v 27 ZDDN ZIEELET,

[suffix "dc=example,dc=com” ]

ZDLDAP #—AN—DHEZY FVIE, OV 7 4 v 7 A RICEREINS Z Ik E5,

6.2.3 rootdn /XS X—4—

LDAP EFUHEH T b VD DN Z#E L %3, root T—% —EH LDAP OEER2ITS Z e 2RI T 572
», LLITO DN 2{5E L TL XV, Tt o@EE D DN 2 EHE L L TIEET 2546, suffix 85 X —
Z—ITHELZY FUE RO DN #I5E T 3 HERH D F7,

[rootdn "gidNumber=0+uidNumber=0, cn=peercred, cn=external,cn=auth” ]

rootdn 85 X — X —IZHE L2 —HF —13, LDAP #—N—DETOZY M) Z2EM - BT 3HEZ2HEL,
7R AFIRR T AT v ay VBN T AT r e 9,

6.2.4 rootpw /NTXA—R—

rootdn (23 H O DN ZI8E LA LDAP BHABEH LY FY DAY — RE2IEETEX E9,

[rootpw root-pass ]

rootpw 2X7 X — X —{Zi&, LDAP EHUBEHATY P Y DRAY — FEEXRZAT—F, L lE Ny afk
BEANAT — R TIHRETEE T,

LU, BE7 7 ANVICELTERED AT — FEFTHT 2 3EF L RVD, =Y b Y O
. rootpw DFEX AT — FOREIFHIFRS 2 Z e 2R L £5,

6.2.5 access /NS X—H —
LDAPDIT N7 7t AMERZHREL T3,

KEF2X MTREANZY 7 AMDOBGE L LT UNOEF 27 TREE LET,

o HHE T AT ME, &2TOLDAP = + VU OEM A HE
o« HEUWBEH 7w Y ME. £ TOLDAP =~ VU OSRaalfE

o 2 —H%—» LDAP DFEFHA]fE
o FAERITo TWHRWLZ—H —|ZLDAP = Y OB ARAlfE
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728, rootdn IZHEE XN/ > b VU id “manage” ¥ [AZFDHERS BB 52 E T,

AREHZT-T7 7 AEOREF. LIFTOAB LD T,
access to *
by dn="cn=admin,dc=example,dc=com” manage
by dn="cn=replica,dc=example,dc=com” read
by * break

access to attrs=userPassword
by anonymous auth
by * none

access to *
by * none

. J

userPassword J&IE®D by anonymous auth) OMERIZ, FEEE (BIND) OO 7z D16 FE L 72D %5,

6.2.6 VILFIRAE—ERAHRE

CNFIRARX R THRELITOIE. 1 85D LDAP —N— 37— X 2 HE LB T — &2 2 EHlT 3 < X
R—F—N—r LTOMEEL, hoEEEr 5T — X 2ZITWMY B —AN—DF — X2 EHTI2AL — T —
N—Y LTOHHEER 1 BOY—N— ETITRVE T,

LDAP v A X —H%—N— (HED) & L TOEBBBEZ AN T 572012, syncprov REE LI T DA TEHRE
L%,

overlay syncprov
syncprov-checkpoint 128 5

BRI A—R—FROBREFRL ET,

» syncprov-checkpoint [#R{EE{] [BFR (99)1]
- XEV ETHREFL TV S contextCSN 2 EHNIC 7 7 A VICEERT XA IV RIBELE T, 45
E L7 B0 OB TRbi s, TH (7)) PEHRT 2 F =y 7K ¥ bEIfEE LT,
77 ANNOHERLIFEAEL £T,
- 774NV PTRT =y 7KLY MTHRONER A,

LDAP 2L — 7 —nN— () ¥ LT, v 2AZX—%— =05 LDAP 7— X Z [T % 72912 syncrepl %
FTRX—=—R—, BLUBEEAATX—X—2RTELET,

e serverlD 8T X — X —X, HEEITSV—N—NTH—N—-—TII—EOREZIEEL T,
e mirrormode XT X —&X —{X, WA F VAR —MEREERNL T37291Z Ton) ODEEEELET,
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syncrepl FXEICIE. UTDRTI A =X —DREPRBREL D 5,
RTR—R— BEfE
rid 1 5D LDAP % — N—AT, syncrepl 287 X —& —Z 2 IZ—EOF#
provider Hefe st LDAP v 2 X —H# — 3 —d URI
type B85 (refreshAndPersist)
retry LDAP ¥ 2 & —H% — N— DI YIM S N 5E5D Y b Z A MR
keepalive LDAP ¥ R & —H — N—~DFHiD keepalive /&
searchbase 5 ¥ 5% LDAPDIT OV ) — D Btz b Y
scope searchbase 2> & D #IHiFH (#H 1% sub)
schemachecking #HHFOZY MY DRAF—<F = v 7 DHE GEFIX off)
binddn BRI DR T 77 > + D DN
bindmethod B DR O FRFE A X GEF X simple)
credentials BRI 7 7 > P DAY — F (EHEEDA)

LDAP 1 S0 EEMERE D REBNIRDED T,

-

serverID 1

syncrepl rid=1
provider=ldap://1ldap2.example.com/
type=refreshAndPersist
retry="5 10 30 +"
keepalive=600:5:60
searchbase="dc=example,dc=com”
scope=sub
schemachecking=off

binddn="cn=replica,dc=example, dc=com"
bindmethod=simple
credentials="replica-pass”

mirrormode on

; J

LDAP 2 SHDEEMEHEE DREFNIXDED T 5,

serverID 2

syncrepl rid=1
provider=ldap://1ldap1.example.com/
type=refreshAndPersist
retry="5 10 30 +"
keepalive=600:5:60
searchbase="dc=example,dc=com”
scope=sub
schemachecking=off
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binddn="cn=replica,dc=example,dc=com"
bindmethod=simple
credentials="replica-pass”

mirrormode on

BREEDINOREIZDOWTIE, LDAP 1 518 LDAP 2 SHETORENFIZEHEFU DD 7,

6.2.7 LDAP XL —T7H—N—DEHEE

CILFRAR =Y —N—TI37% <, LDAP AL — 7% —"—¥ L THN T 354, mirrormode /S5 X —&X —
Db D IZ updateref X7 XA — X —EFHEL T,

LDAP AL —T7H%—=N—id, 7747V P HLEHEREZRZITI o7 B —N—TT7—XDEHZITS
EMTERWZD, BEHEITI I TES LDAP ' —N—DEHAEERE 74 7Y MTRLET, Z
15D Z ¥ % Tupdateref] L M-ONE T,

D

updateref #Z M -7227 54 7 ¥ ME. ZOEHILICKD TEHY 7 X MEEELETHELDD £3,

B 21X LDAP 3 5% LT LDAP AL — 7% —N—%RET 255G, syncprov BHEDREIITET., HEFK
EL LTRONBEDNRTIA—X—%HELE T,

-

serverID 3

syncrepl rid=1
provider=ldap://1ldapl.example.com/
type=refreshAndPersist
retry="5 10 30 +"
keepalive=600:5:60
searchbase="dc=example,dc=com”
scope=sub
schemachecking=off
binddn="cn=replica,dc=example,dc=com”
bindmethod=simple
credentials="replica-pass”

updateref ldap://ldapl.example.com/

6.2.8 WiredTiger /X\v oI > K (wt) DERE

WiredTiger Nv 7 =¥ R 2RH T 258 OFERNIROMED TT,

database wt

suffix "dc=example,dc=com”

rootdn "gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth”
directory /opt/osstech/var/lib/ldap
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wtconfig cache_size=256M

wtconfig log=(enabled)

wtconfig checkpoint=(log_size=0,wait=3600)
idlcache on

* wtconfig cache_size
- WiredTiger 7— X RX—ZXANTHHT2HNEHx v v > a ¥ 4 XEEELET, @HEIX256M T+
T,
* wtconfig log
— enabled ZI8ET B TS Uy arua OS2 EMIL %3, slapd DEERTRICH
FoUH I arvueiIckh, BHNAEL LDAP 77— X R—RIZKT 5 Z L AA[REL 72 D £5,
* wtconfig checkpoint
- Fzv KAV MERIBT A0, b U avulONEE T 7 ANMCEESHL, AR
BolehZy¥rarnl7y A e HHCHIFRL $3,
- wWait ICHEE LM icF = v IR A U M EEEh E T,
- log_size IWHEE L7724 MIEEHT 220 CF v 7RS4V b E2EIIGLE TS, 0 Z48E LGS
W BEHARCEBF v 7KL Y MITROVERA
* idlcache
- MRMAEZ A LT 572D0F vy vy > a 7 —X2HHT25E on ZRELE T, 77 4V M off
T,

6.2.9 Berkeley DB /\'v 2 I > F (bdb) D&E

Berkeley DB Ny 7 =¥ R FHAT 258 OREFNIXDED TT,

database bdb

suffix "dc=example,dc=com”

rootdn "gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth”
directory /opt/osstech/var/lib/ldap
dbconfig set_data_dir .

dbconfig set_lg_dir .

dbconfig set_cachesize 1 0 1
dbconfig set_lk_max_objects 5000
dbconfig set_lk_max_locks 5000
dbconfig set_lk_max_lockers 5000
dbconfig set_flags DB_LOG_AUTOREMOVE

FRFA =R —DRERIERDED T,

e set_cachesize [FH/NA r] [/N1 ] [T XY M
— XAEVRZF X v aFT T ROV A XBXHNAL P AL PRI TH ¥ v > 2 DFEBEMKRT 2
IR MIRIEELE T,
- XHNA PEANAL POGFEH A XHBDB OF v v > a2t LTHHIN, slapd DEEEIRHCHELR X
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NEFT, K4 FHIANL PETHETEE T,
-2 AV MO, EE 1 RIELRLES. Fr v P aBHlBENRN 1 20X v PTHEZA
9,
» set_lk_max_objects [#UE]
- BDB Clin v 7 D7D FHAIREL $24 7Y = 7 MIDRKEZIEEL 9,
e set_lk_max_locks [Zif&]
- BDB T v 7 2AHAlfELn v 7 B OBRAEEIEEL £ 5,
+ set_lk_max_lockers [#{fE]
-BDB TRy 27 %2F (73254 7Y =7 PORKEEZIHEL 3,
o set_flags [/NTX—&—]
— BDB IZHRA IRHRREZ R E L £ 7
- DB_LOG_AUTOREMOVE
* BDB OAREICR -/ b TV F v arnr 7 > A Ve HETHIBRL £ 5,
e set_lg_regionmax [/\- k]
- T AR—RHHENL 7 7 AN E X 2 v > 2T DDA EYH A XEELET,
e set_lg_max [/NA1 K]
- NIUH I Taral I AND 1 DB DRRY A X% NNA MEATHEELE T,
e set_lg bsize [/NA k]
- bIUF I a u s EREF Y v 2 LTBLDDREYH A XE NS PR TIHREL £,

6.2.10 monitor /Ny 2 I KDRE
LDAP #— N— O FFIRIe. SHEREHERZ IS S % 7212, monitor Xy 7 Y REFRETE T,

monitor 2Ny 7 LY ROFREHFNIXDED TI,

database monitor

access to *
by dn="gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth” read
by dn="cn=admin,dc=example,dc=com” read

monitor 7 — X N— 2 IZIXBEINCEROPEEI SN ETOT, 77X %273 52 —% — (DN) IZ read Ma%
HZTLEE W,

6.2.11 null Ny I T2 FDEKE

null Xy 7TV FIZLDAP DT> bV & LTI AB M LAy 722 FTIH, rootdn 287 X —&X —IZ
EHEL—HF—Z2RETRI LT FED suffix KRELRZVWEHEL—VF—2/ERTEET,

Z OHBEIX. —EBDOREH LDAP 4 — B 20 6 OBTIRICHIC D Z e D D 5,
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database null

suffix ""

rootdn "cn=Directory Manager"”
rootpw {SSHAFXXXXXXXXXXXXXXXX

6.3 LDAP H—/N\—® TLS X

LDAP I3#E2 X TITo 720, v b7 =7 b2 2Rz EHEX N5 & LDAP {5 O NEDRH - X
BXh20lpeE03d b 5, ARETIX LDAP Oifif§ % TLS(Transport Layer Security) 12 & » TS 2%
FEr#HL £9,

LDAP O EALEISI21Z. LDAPS I & 33#{2 & LDAP + StartTLS I X 25@ED 2 LD b £ 3,

LDAPS Tld#{SH— T & LT LDAP @ 389/TCP T!37% < 636/TCP ZHAH L. WICHS(LEEZITRVET,
—77. StartTLS ZAIAH3 254E. #fE4R— b & LTLDAP ® 389/TCP ZFIH L £ 37, @EDQHRITH I
T—3a »%177%W, LDAP #— 3—23 TLS IZ8G LT 2355 I3 S LEE 21720 g 3,

6.3.1 BCERAEDIER

LDAP #— N—® TLS SJED 7212, F— N—FFHEBORENIDEL Y x5, AETIZ. HBEBLEZFHAL
A EDRBETFEICOWTH L 32, AWREHERICX 32— N—fHEZFHT 2 2 HHEET T,

HOBADMHEEZAER T 272HI121X, openssl A< FD req ¥ 7a~ > RIiZ-x509 & 7> a Y ZIEEL
9,

LURUE, 1dapl. K OF, 1dap2 O — N—TCEHAIRER B CREHE 7 » A L MER Y 7 A V2ERT 5~
¥ R TF, ldapl 22 1dap2 iICT, ZDa~< Yy REFETLTLZEW,

# (
cat /etc/pki/tls/openssl.cnf
echo '[v3_cal'
echo 'subjectAltName=@altnames'
echo '[altnames]’
echo 'DNS.1=1dap.example.com'
echo 'DNS.2=1dap1.example.com'
echo 'DNS.3=1dap2.example.com'
) | openssl req \
-config /dev/stdin \
-new \
-subj '/CN=ldap.example.com' \
-x509 \
-out ldap.example.com.crt \
-days 7300 \
-sha256 \
-newkey rsa:4096 \
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-keyout ldap.example.com.key \
-nodes \

FRlav Y REFTT2LUTOX v —IDFRREN, BABHAAHE 7 7 1 )L 1dapexample.com.crt, A%
# 7 7 4 ) 1dap.example.com.key 2VER XN E T,

Generating a 4096 bit RSA private key

writing new private key to 'ldap.example.com.key'

YERL & L7z FEIHE © M58 1dapl. 1dap2 DA TN DEFTICREL £,

* /opt/osstech/etc/openldap/certs/ldap.example.com.crt

* /opt/osstech/etc/openldap/private/ldap.example.com.key

openssl 2% FIZEZ 75 OERIIROMED TF

* req
- RNEBANDOBHENR (CSR) Z4EKT 7200 % 7Ta<w v F
* -x509
- BHEREZARETIC. HOBHADHFE DR Z IR
* -newkey rsa:4096
- BRT7 OEREIR, BLOROEE (RSA) L #EE (4096 &'y b) DIEE
* -nodes
- WEHRZE (L3I R EF
¢ -keyout ldap.example.com.key
- BT AMEROMNIED 7 7 AV (7 7 4 VZIITER)
e -out ldap.example.com.crt
- AT 2 HOBAAEHEOH 1D 7 7 A v (7 7 A VAIER)
e -days 7300
- BT 2 BB AAIE O AR (HE)
- A5 230HERDET,
e -subj "/CN=ldap.example.com”
- FEFAEICEEE SN2 T 4+ D#HI4% (DN, Ditinguished Name)
- —fi%% (CN, Common Name) DfEIZFR A AT E2RHENH D T5,
- PIAR=PTCORATH 2720, —RALSNDEIZEZETIEIDD FEA,

AFFHZE DA openssl A< RD x509 %7 a< > FCHERTE T,
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LIROFEATHID X 512, AEAZEDFITED [ssuer] OIS, FEIARRAS Subject) OMITREAN, FEHHED
BEhEARNE TValidity ] #d Not Before; ®HIFA 5 [Not After] DHFFETE 2D 3 (HAKRFE T34z <
EHFRRFCRRIN S FUTHERE LTI EE W),

$ openssl x509 -noout -text -in ldap.example.com.crt
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
8f:9b:33:9e:e2:81:ed:9d
Signature Algorithm: sha256WithRSAEncryption
Issuer: CN=ldap.example.com
Validity
Not Before: Oct 29 07:05:09 2018 GMT
Not After : Oct 24 07:05:09 2038 GMT
Subject: CN=ldap.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (4096 bit)

. A&, ..
X509v3 Subject Alternative Name:
DNS:1ldap.example.com, DNS:1dap@1.example.com, DNS:1ldap@2.example.co

. EB8. .

B, AR, BCHHEREBICERT 320027 PR EENTED £ 3., RdoFIEICT,
HORFHZERER T 5 Z L DIRET S,

M BIEIC & £ B osstech-support Sy 7 =% L Y A =L LET,

[# rpm -ih osstech-support-3.0-xxx.el7.x86_64.rpm ]

openssl-selfcert X 7V 7 M2k b, BCAFAZEZER L 3, a~ > Mo, fER 3 2iEHFD
subjectAltName ICE O /2 \WVWHRRA A ZERTHIEE L TL EE WV, KHEICHEE L AR MHHOAHFED CN
DL LTRESINET,

$ /opt/osstech/bin/openssl-selfcert \
ldap.example.com \
ldap1.example.com \
ldap2.example.com \

R

writing new private key to 'ldap.example.com.key'

e 1 alice users 2069 10 H 29 07:35 ldap.example.com.crt
SlaEEss 1 alice users 3272 10 H 29 07:35 ldap.example.com.key

;
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6.3.2 ¥ —/N\—3IAE L HERDKRE

IR D FINETIYER L 7= — N —FFHHE L %% LDAP | 584y LDAP 2 SfICHB L £3, SEIEM S D
J — RTHETE29 —N—JHEZHER L7272, FICLFEL 2 BTITRVWES,

DURDBATC, F— N—itiE E MERIRE SN TS 2 2R L £,

* /opt/osstech/etc/openldap/certs/ldap.example.com.crt

* /opt/osstech/etc/openldap/private/ldap.example.com.key

MER T 7 A VE, — -V —DBRTET, ldap T—F—DPBRTEZ LI v > a VEFREL
EJr

# chmod 640 /opt/osstech/etc/openldap/private/ldap.example.com.key
# chown root:ldap /opt/osstech/etc/openldap/private/ldap.example.com.key

#EWT. Jopt/osstech/etc/openldap/slapd.conf 7 7 4 LV OFEAHERED 5 X — X —ZFHEL E T,

TLSCACertificateFile /opt/osstech/etc/openldap/certs/ldap.example.com.crt
TLSCertificateFile /opt/osstech/etc/openldap/certs/ldap.example.com.crt
TLSCertificateKeyFile /opt/osstech/etc/openldap/private/ldap.example.com.key

TLSCACertificateFile (ZZ83F5 D EFAAE. TLSCertificateFile I2% — N—ZFIAEZZE L 3. SEOFIED
Ba, MERCEATL7 74 VEEELE T,

6.3.3 EHABHRDIEE DY —N\—FIRAERE

LDAP #— N — DB BT syncrepl FAEIC & 2 EE 21T 5155, B DiE(5 % LDAP(StartTLS) <> LDAPS
TEEEITD F20IiE, HEIBE D /2D — N —FFHENEYNCHREIN TV 2 HENDH D 75,

Y — B 2% UPKI 72 & THIT SN RN — ~N—GEAEZFA T 256, 21h2hd LDAP ¥ — 1 —
C TLSCertificateFile ¥ TLSCertificateKeyFile Z7%E3 % Z & T, BHOMBEDIHEILTETET,

HOBAMAZE LA T 256, syncrepl 87 X —X —%2FE T 22, EHiseD LDAP ¥+ —N—DHCE%
FEBHE %, TLSCACertificateFile \ZfSE 3 2V —N—FFHEF 7 » A VICED ZREDDH D 7,

i Z13X, LDAP | S44¥ LDAP2 SO~ F <2 X —HED%E&. LDAP | SO — N—FHE 7 » 4 L
% LDAP 2 E#£® TLSCACertificateFile 12325 L. LDAP 2 B0 — N—FAFE 7 » £ L% LDAP 1 B#D
TLSCACertificateFile IZF%ET 5 Z 222D £5,

CDEIH—N—GEHEFET 7 4 V2 BYNCHE - FRERK. syncrepl /87 X — & — D provider i E % LDAPS
WKEELET,
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* LDAP 1 B#® provider &

syncrepl
provider=ldaps://ldap2.example.com/

* LDAP 2 B#%® provider 3% &

syncrepl
provider=1ldaps://ldapl.example.com/

6.3.4 TLS 7Ok JILDIEE

TLS 2% ET 256, X2V 74 BNz 7 a s arORHAZET %728, SSL 3.0 D@ EI3ENCT 5
AR HEREINTE D, OpenL,DAP THHHAT 270 ba L L NV ERETEET,

OpenL.DAP T TLS 1.0 L{HETOIEE 7 v b 2 L2 E8b 3 2 729H1i2id. slapd.conf IZLL FORREZEBML F 3,

[TLSProtocolMin 3.2 ]

FELOFRE T, TLS 1.1 FEO@EHFFA & . TLS 1.0 FTLAMIEL TWRWS 54 7~ b & d TLS #@1fE
BHEGESE T,

BBEETXAEE IR Al A—T g YORRIIXDED TF,

u bhan  FEH

SSL 3.0 3.0
TLS 1.0 3.1
TLS 1.1 3.2
TLS 1.2 33

6.3.5 FIAFTRELEESHXDHE

TLS @EZ2HH 5 2 5E A ATRE 2 RE =5L /7 N2 7F A3 % 7212, TLSCipherSuite /<7 X — X —ZH|HT
FE5, E2HAHIATORESARICEHRALEBOTETDLREIFVIRVWARS D570, Missk
ES LR WD BRNTHHZEFAI L TEL ZeAEEh T T,

¥EHCl. slapd.conf @ TLSCipherSuite /¢ X —&X —& LT, UTROFEEITI Ze #HRLTVE T,
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TLSCipherSuite ALL:!aECDH: !EDH-DSS-DES-CBC3-SHA: !|EDH-RSA-DES-CBC3-SHA:
IDES-CBC3-SHA: |KRB5: !PSK: ! IDEA: | SEED: !RC4: !MD5: !EXPORT : 'LOW: 'aNULL : !eNULL

e ERREIE, SITETIC LT TREL TS L

6.4 Fa—ZVINFA—2—

6.41 1T vIREE

LDAP ODRZRIFICA V7 v 7 A% FAFIREIC T 2729, BHEZ 2 IiA VT v 7 AR ETEE T, OpenLDAP
T, WA RTEOBHICHLT, 4 VT v 7 2A%2FET S MHARETT,

LN T—a DDA YTy 7 AFREN

index objectClass eq,pres
index entryCSN,entryUUID eq

o ZOMDA VT v I ZDFEH

index ou,cn,mail,sn,givenName eq,pres,sub
index uid eq,pres, sub

AT I RARHRET B . WENBTIC BT 2MRFM2MiTHEOMRIEENH ELET, = b Y
DHEHRFICA > 7y 7 ZOEFUI D BE L 725 7=, BEFUBOMEREME T L. BRSO HE L5 X5
TeRDBYET, WoT, AHINRNA YTy 7 RAIHRELLVWESICHERELEL x5,

LDAP = + VAT slapd.conf DA ¥ 7 v 7 AFERZEE L7358, slapindex 2<% FTA YT v 7 R
THEEN T ARENDHD T,

A4 V7 v 7 ZOEERBIE, slapd B{F1E U 72IREE T, slapindex 2~ FEETLF T,

# systemctl stop osstech-slapd
# sudo -u ldap /opt/osstech/sbin/slapindex
# systemctl start osstech-slapd

slapindex 1~ > K %5173 % ¥ /opt/osstech/var/lib/ldap BL FDEA > F v 7 ADT7 7 A VDB XN E T,

DY EIZT 7 ANDIEED root IKABEX N, ZDFE LTI slapd DEEBNDPHKZSBRD ET, 2D,
slapindex 2~ > REITHIZ. &3 chown I~ > F T/opt/osstech/var/lib/ldap BL R D 7 7 4 L DFiEE % 1dap
I—HF—REELTLIZEW,
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A%, LDAP ® 1 22 bdb_substring_candidates: (J&£44) not indexed ] %° bdb_equality_candidates:
(@Y%) notindexed] ¥ \WolzX vt —IMNEHINZIHBE, MRV 7T A MIIBEINTWS 7 4 L XIZTHE
LA YTy VADPBREINTORNVWILEZERKLET, ZOXI2RGE, SEHED Teq) % lsub) 2o
TeA YTy 7 ZAZBMT 22T, MRMEEZHETELI2HDET,

6.42 Fv v aflRE

OpenLDAP @ slapd i, LDAP D> MV %2 F v v 2 b LTHREELEST, oMV EFryv>addI L
T, TARIANDT 72 AR + ) ORI X W 5 720, G8L - BICROBEICH T 5 L ZHK X
DHEELUET,

Fryvwvafl#Hr LT, RONRTA—X—BFKETEET,

cachesize 10000
idlcachesize 30000
checkpoint 512 5

* cachesize [T~ kU]
—slapd BAEY EICZ Y M Z2F v v a2l LTIRRFITE2RAMEEELES, ZOFrva
WOy bV, BRICTY M) NEOBITEA R Rk 70, JFFICEsIc sz 3,
e idlcachesize [T > kU]
—AVT I AF vy P2 LTAEVIREATRERZ Y PVRZIEE L £, MR VT v 2
RAEFHT BOMRICHEL T,
¢ checkpoint [0/ ~] [7]
—HHELEYARDT — RN T —AR—2DF ¥ v ¥ 2 ICHESAENDH, FE LR AHEE L
2B, Fzv /R4 Y MURIZLK o TT—ER—ZADF vy v ¥ adT 4 A7 ZHFERI N,
FzvIRAVIDR MUY I T aruICiEmEnE s,

6.5 slapd.conf 7 71 JLDRESHI

INETIRAMAL 72T X — X —Z3E L7z slapd.conf DFRERNZRL 5,
include /opt/osstech/etc/openldap/schema/core.schema

include /opt/osstech/etc/openldap/schema/cosine.schema
include /opt/osstech/etc/openldap/schema/nis.schema

include /opt/osstech/etc/openldap/schema/inetorgperson.schema
include /opt/osstech/etc/openldap/schema/ldapns.schema
include /opt/osstech/etc/openldap/schema/ns-mail.schema
include /opt/osstech/etc/openldap/schema/ppolicy.schema

moduleload ppolicy
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pidfile /opt/osstech/var/run/openldap/slapd.pid
argsfile /opt/osstech/var/run/openldap/slapd.args

loglevel stats

threads 32
tool-threads 4
timelimit 30
sizelimit unlimited

TLSCACertificateFile /opt/osstech/etc/openldap/certs/ca.crt

TLSCertificateFile /opt/osstech/etc/openldap/certs/ldapl.crt
TLSCertificateKeyFile /opt/osstech/etc/openldap/private/ldapl.key

TLSProtocolMin 3.2

TLSCipherSuite ALL:!aECDH:!EDH-DSS-DES-CBC3-SHA: !EDH-RSA-DES-CBC3-SHA: !DES-CBC3-
SHA:

'KRB5: !PSK: ! IDEA: ! SEED: !RC4: !MD5: !EXPORT: !LOW: !aNULL: 'eNULL (11TTC)

password-hash {CRYPT}
password-crypt-salt-format "$6%$%.16s"
access to dn.subtree=""
by *x read

database wt

suffix "dc=example,dc=com”

rootdn gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
directory /opt/osstech/var/lib/ldap

wtconfig cache_size=256M

wtconfig log=(enabled)

wtconfig checkpoint=(log_size=0,wait=3600)

idlcache on

index objectClass eq
index modifyTimestamp eq
index ou eq
index cn eq, sub
index sn eq
index uid eq
index displayName eq
index mail eq
index mailAlternateAddress eq
index uidNumber eq
index gidNumber eq
index memberUID eq
index uniqueMember eq
index member eq
index entryCSN eq
index entryUUID eq

limits dn="gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth”
time=unlimited
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size=unlimited

limits dn="cn=admin,dc=example,dc=com”
time=unlimited
size=unlimited

limits dn="cn=replica,dc=example,dc=com”
time=unlimited
size=unlimited

access to *
by dn="cn=replica,dc=example,dc=com” read
by x break

access to *
by dn="gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth” manage
by dn="cn=admin,dc=example,dc=com” manage
by * break

access to attrs=userPassword
by anonymous auth
by * none

access to *
by * read

overlay syncprov
syncprov-checkpoint 128 5

serverID 1

syncrepl rid=001
provider="1daps://1ldap2.example.com”
type=refreshAndPersist
retry="5 10 30 +"
keepalive=300:5:10
searchbase="dc=example,dc=com”
scope=sub
schemachecking=off
bindmethod=simple
binddn="cn=replica,dc=example,dc=com”
credentials="replica-pass"”

mirrormode on
database monitor
access to *

by dn="gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth” read
by dn="cn=admin,dc=example,dc=com” read

; J

fERZ L 7= slapd.conf 7 7 4 WiE, MU ROMERTHEEL $9,
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F—F—

T—7 MR

root

1dap 0640
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[

7 IHAT — X DEF

slapd.conf 7 7 4 VOFREMNITET . BIHFIX LDAP W7 — X 2B L £73,

FIHA7 — &12id, LDAP BEULEH T > h Y & HEILBEH Y M) 28R L XS, £ 2—%—Ho OoU

RI7N—=THDOURY, LDAP Y V) —ITRHEREELY M) 2EbLE TERT 2 Z L BAJEET T,
W7 — &%, LDIF(LDAP Data Interchange Format) XD 7 F X+ 7 7 A v 2 UTHER L 3,

W7 —& ¥ LT, initldif 77 A2 LT, UTFONETERL 7,

dn: dc=example,dc=com
objectClass: dcObject
objectClass: organization
o: Example Corp.

dc: example

dn: cn=admin,dc=example,dc=com

objectClass: simpleSecurityObject

objectClass: organizationalRole

cn: admin

description: LDAP admin

userPassword: {CRYPT}$6%$e49HF0/c$zgek.sFAMjpzOyogpjgkEtwMY60geQzG/Ykmwl8@DpH
WLxiz..kFZ77CaU3N6dvzHiruLeQHLMIJYmT69qcOR@

dn: cn=replica,dc=example,dc=com

objectClass: simpleSecurityObject

objectClass: organizationalRole

cn: replica

description: LDAP replica

userPassword: {CRYPT}$6$TPngEmepGOn/5TcX$2u@DIAg.HpqzVBGIX5p7EKWTUO6/tIMFI47
7Zwk4hQWtI9WktgThF81rrevJJI2MeQF1gMO. k66hngH7 fRWOR®

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

g

LRI IV LTORNAETTH, BEARRICEDE T, ROBHHOEEZZEHEL £,

* LDAP suffix Offi
- % DN IZHEEXN TS lde=example,de=com) DE%ZFYIZ suffix ICEELTLZE W
o EHFMHT> MY D DN & RDN Off
- ldn: cn=admin,dc=example,dc=com| & lcn: admin) OETZBYIZEICEE L TL 2SI W
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o HHEULMIF > MY D DN & RDN OfH
— ldn: cn=replica,dc=example,dc=com] ¥ lcn: replica) DERD EFHEYIIREICET L TL 2 E W,

7.1 XX — K (userPassword) ®/\v < aqt

Ba—HP—x b VIZERELTWS userPassword JEMEICIZ. 202 —F — TR T 3BD AT — R Z23E
LET, SAV—FIRFEXTHRETEZITMITRZZ0D. BEYIC Ny > a b LR Y — REIEET 205
BHHET,

OpenLDAP THIHARER F 22T — ROy & 2t R IO WTHHL £ 3,

Ny T afbFR R

PBKDF2 VU M E, SHA2(512~256 €' }), A kL w2 (10000 [H])
CRYPT VU MEE, SHA2(512 Ev b)) R¥E, R kL v F > 2 (5000 [H])
SSHA512 VLM E, SHA2(512 ¥ v +)

SSHA YU M E SHA-1 160 B v b (g5 7= FIf LanwZ L8 E LW

PR, 8, FIAROAR. WHEZ Y 2HIZE L T, CRYPT(SHAS12) 50T ® userPassword DNy & =
L ROFHEHEREL 5,

e V)L b
- EHOL—F —DFE—DARRT— FEFHLTWAEE, AT —FE v afbd b, Tk
DNy ¥ 2 biEHRRY — FXFHBFE— 2D FA—02A7 — FZRHLTWS Z & HhHERIR]
BEE D FET, Ny Y a biBEANRRY — FXFHDOEEEEED 572D, RAT—FZRIZYIL
b ERRENBLEDD T ¥ R AR FRMNET 22T, Ny ¥ afbtiFEA AT — R XCFF23H
—e ROV AR L £,
e AbLvF U
- Ny ¥ aftiEH AT — FFHINRR L HEIT, A D RETDA 7 5 A4 VIS 2 B
EEDDZIH, Ny Y aBEEMESITIA MLy F U 0WHIUENTOhET, ALy F Y
T RATD T E TR — F ORI E LRI T L RE e 8 2704 7 5 4 Vgcnt§
2REMNEED £7,
— 77 #/L hTiZ PBKDF2 T3 10000 [6], CRYPT Tl 5000 [HDZ kL v F > Zh{ThiE s,
- A MLy F U AEHORFRICBTh, CPU OFIHENEE 57720, CPU VY —2%+5I1C
HAET2ZE2HRELET, BROBETEAMN v F U7 E2fToT0E Ay Y a FREFHALT
%, LDAP DFFEEICH A 2 B 1| ARG TT,
» CRYPT iR
- CRYPT 5RE. Ny ¥ 2 bol%E OS DI 4 77 VEFHALTTRS 72, o> AT762D
BRI EOIRERD 5,
- BRREICE D, CRYPT ERTIEWL 22Dy ¥ a b ARNEBEIRTE 2 LA Ko TV E
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TH, BIEOHEERIE CRYPT(SHAS12) ¥ 72D £3,

userPassword JEHE Ny & 2t e, AT —FE Ay > 2 b L72fl% BASE64 = > a— F L7=XFF %
MHAEDELEROERTEREINE T,

[{/\\y~>:1lz7'5£t}[/\\y~>:ﬂ:/\°z'7— RODBASE64 T A—F 1 > '] ]

ZDONy Y a2t RA Y — RER 24K T % 72912 slappasswd 2~ > FZRHTE %9,

# /opt/osstech/sbin/slappasswd

New password: <¥EXT/NXT—R%ZAT>

Re-enter new password: <EXT/NAT—RZHBAS>
{SSHA}rjq7rNnDQCkdcpt/pwmKsg/zIsarHQpP

77 4L FTlE SSHA(Y )V MM & SHA-D) ERD Ny & 2 (b2 T — FRERINE T,

SATLavERIBETAIET, a<v Y ROFIHE LT R Y — FFEHRIEETE E T2, &z LDOEREIC
270, ABEBETRAHALEZWTL XN,

# /opt/osstech/sbin/slappasswd -s replica-pass
{SSHA}BIYEBUNC/J4RKWwpi4g7NoEqgensvfYJIq

slappasswd 2~ RIZ-h A 7> a Y 2IEET LI LT, Ny Y a fRZIEETEET, HETESMHE LT
BEEROBDHEHH 3,

fEEE Ny 2 a ik

{PBKDF2}  PBKDF2 /53

{CRYPT} CRYPT 53¢

{SSHA512}  Salt fif = SHA-2512 &' v +
{SSHA} Salt ff % SHA-1

LUFRIZ. {PBKDR}ARTEMT 255 DREH T,

# /opt/osstech/sbin/slappasswd -h '{PBKDF2}'

New password: <¥EXT/NXT—R%ZAT>

Re-enter new password: <EXT/NAT—RZHBAS>
{PBKDF23}10000$mOF 7e 1K jObtNGj07F 9WokA$4NM. BawhBgmqUBVKCQiuxCgCCdQ

CRYPT SR THET 235G, <A 7> arTYLME LTEET 3MHEIC L - T, CRYPT OB N TR S
Ay a b FREBIRTE LT,

BT CRYPT 5% SHA-2512 ¥y b Ty Y afbk 35650 a~y FOERTHITT, ¢ A 7> a vicdE
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ELIAED S B, T6) DFERIH, SHA-2512 ¥y PZ2EBKL, [16s) n OEIHA YL MR 16 XFRERS
3F—7— FTY,

# /opt/osstech/sbin/slappasswd -h '{CRYPT}' -c '$6%$%.16s' -s replica-pass
{CRYPT}$6$%$.165$s29MjivUhIuZ2M13ixuE. . ..

7.2 LDIF 0& &

{ERX, L 7= LDIF OEFFERIZ20H D F7,

1. slapadd 22~ > FIT & % &%
2. ldapadd =< > FIZ & % &8¢

7.2.1 slapadd 7> FICL 3BT — 2 DER
slapadd I~ FliE, T—RR—RA7 7 A VICEEZT — X2 ERTEE T,

root T—HF —DAFEITA[RET T, T—ER—R 7 7 A VICHEET — X2 BT 5728, LDAP 127 — X 3%
AN TVWRWVIRIEETOARHL 3,

F/2. LDAPH—bERERBHBE LT —XOF =2 v 7R EPMMTRONLWZD, T —XDOEL&EIEF 2 EH1E L
S WIGE, LDAP 77— & 2 L TAEERINERHETZ 2 bdH 5720, LDIF BIEKT 2 BICERENHE
T,

[# /opt/osstech/sbin/slapadd -1 init.1ldif ]

slapadd 2~ FTLDAP 77— X 2 ¥ T 2L, T —X 7 7 A VDA —F = root T—H —TIERE .,
slapd BERE LR BB 7D, ET—XT7 7 ANVDF—F—%ZHL TS, LDAP V- AZEH L 7,

# chown -hR ldap:ldap /opt/osstech/var/lib/ldap/*
# systemctl start osstech-slapd

7.2.2 Idapadd a2 > FIZ& 2HHAT— 2 DB

ldapadd =2~ > Fi, LDAP % — VY R#FH T LDAP IZ7 — X 2 EHRTE ¥ 3, T/, Al¥— N—0D LDAP &5}
L CESRZITS 2L DATRET T,

ZFOH, 7T — 2 DBGROBICIE. £33 LDAP Y —v 22 EEL F7,

[# systemctl start osstech-slapd ]
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Idapadd == > FIZLDIF 7 7 4 L2358 LT, W7 — X 2 B8 L £5,

'# /opt/osstech/bin/ldapadd -Y EXTERNAL -H ldapi:/// -f init.ldif
adding new entry "dc=example,dc=com”

adding new entry "cn=admin,dc=example,dc=com"

adding new entry "cn=replica,dc=example,dc=com”

adding new entry "ou=Users,dc=example,dc=com”

adding new entry "ou=Groups,dc=example,dc=com”

; J

7.3 BB LI-T—2 DR

LDAP IZE5FAD 7 — &3 ldapsearch 2% > FCHEGEETE £ 9, T — X DB, cn=admin 21 —¥ —
12 & % LDAP #EMAIREL 2 D %5,

# /opt/osstech/bin/ldapsearch \
-x \
W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \

Enter LDAP Password: *xkxxxx (cn=admin D/NXTJ— )

# extended LDIF

#

# LDAPv3

# base <dc=example,dc=com> with scope subtree
# filter: (objectclass=x)

# requesting: ALL

#

# example.com

dn: dc=example,dc=com
objectClass: organization
objectClass: dcObject

dc: example

o: example

; J

7.3.1 Idapsearch < > FOEFEFIBEE

ldapsearch @~ > FTLDAP =~ + Y % LDIF EXTHUS L7z Wiha, “LLL" 7> a Y Z2HEL X7,
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( \

# /opt/osstech/bin/ldapsearch \
-x \
W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \
-LLL \

OpenLDAP 4 — \—IZ LDAP T bV 283 5 £, &> bV ICERHONEEED 53 TERSh
¥, WEREEZ SR L 7-WIEBE, Idapsearch 2~ > FOEEMREMNIC T+ 2EELET.

# /opt/osstech/bin/ldapsearch \
-x \
W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \
+\

ldapsearch =< > FTLDAP =¥ M ) ZHUSG T 2B 1 ITONEDPRWEEIC. HEIFNCEATAT2bIE T,
LDIF JEA T Y + VU 20 WEER I, BEICSETE Nz RWEE. “-o ldif-wrap=no” * 7> a »
RHEELET,

# /opt/osstech/bin/ldapsearch \
-x \
W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \
-0 ldif-wrap=no \
-LLL \

7.4 LDAP 5F—42DE®H - HIFf

FikiFEAD LDAP 7 — X 2B 255, EHHO LDIF 7 7 A VEER L £5,

LUR® LDIF &, sn j@MEofd% MUl KEE T 355D LDIF T3,

dn: uid=userl,ou=Users,dc=example,dc=com
changetype: modify
replace: sn

sn: LWH

BROREN T —BICEET 25513, - TRED £,
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dn: uid=user1,ou=Users,dc=example,dc=com
changetype: modify

replace: sn

sn: LLUH

replace: givenName

givenName: AER

HL IR BT 25HA1S Tadd) £EVEF, LR LDIF Z# L < description JEE28MT 35 E 0
<7

dn: uid=user1,ou=Users,dc=example, dc=com
changetype: modify

add: description

description: COD7 AU MMITFTRAMHTY,

BEEADRIEZHIFRS 25513 Tdelete) ZEWVWE T,

dn: uid=userl,ou=Users,dc=example,dc=com
changetype: modify
delete: description

ldapmodify a3~ > KT, fE L7 LDIF ®NA% LDAP IZKBLL £ 3,

# /opt/osstech/bin/ldapmodify \
-x \
=W\
-D cn=admin,dc=example,dc=com \
-f modify.1ldif \

7.5 EEEER

BB O LDAP ¥ — N—THR SN TV 255, UTNTOFIETEEIEL SEELTWS Z L DR Z1TA
WY,

LDAP 1 5847, LUIFOF/EIZT contextCSN DEZHE L £ 3,

[root@ldap1]# /opt/osstech/bin/ldapsearch \
-x \
W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \
-s base \
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contextCSN \

Enter LDAP Password: xxxk%%%xx
contextCSN: 20200618055623.5912537#000000#001#000000
contextCSN: 20200702045400.3850387#000000#002#000000

LDAP 2 BT, LI FDOFIEIZT contextCSN DEZEIE L F9,

[root@ldap2]# /opt/osstech/bin/ldapsearch \
-x \
W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \
-s base \
contextCSN \

Enter LDAP Password: xk%xxx%x%
contextCSN: 20200618055623.5912537#000000#001#000000
contextCSN: 20200702045400.3850387#000000#002#000000

contextCSN (. Z D LDAP ¥ — N—REH THEFH SN EFHMOBEHIREZGIHRT 5> MY TT, contextCSN
ZEFENDS #0001, % #0021 23, slapd.conf 7 7 4 L TIHRE SN TV S serverlD ZEKL $ 7,

AL OHUSFHITIE. LDAP | SHREH THEH S M &H T > + U O1F#A, 120200618055623.591253Z#000000#001#000000 .
7D, 20204 6 H 18 H 51 56 77 23 ¥ (UTC) ICHEH SN Z L ZEKL %7,

F72. A UfEA LDAP 2 S5 contextCSN & L TEHRXNTWVWAS Z L X H, LDAP 1 555 LDAP 2 54
ANOEENELL KX TWB Z o £7,

—J7. LDAP 2 SHHEH TR S A i#i— > b U OfF#A 120200702045400.385038Z#000000#002#000000
E7b, 20204E7 H 2 H 4K 547700 % (UTC) ICEH ST L 2RKL £35

b5 5 B [E UfEA LDAP 1 544D contextCSN ICEFENTWS Z ¥ X H. LDAP 2 54725 LDAP 1 S~
BHEPFELLLKMEXNTWE Z X000 £9,

LDAP #— N—RESEE%IE. LDAP2 EICH LTy FY OEHZITo TRV £ HZ Wiz, LDAP2
SOy MY REBEEHRL. LDAP 1 SH#ic Y U BSEB XA, contextCSN dHEHINZ Z L BHERL
TLEE W,
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(8 LDAP % —/\— D2 157

8.1 Idap.conf 7 7 1 JLD&TE

OSSTech ik OpenLDAP % £ > 2 b —)L§ % &, /opt/osstech/etc/openldap/ldap.conf 7 7 £ A DMER S L E T,

Z D7 7 A% OSSTech ik OpenLDAP ® 27 5 £ 7 > Y — /)L (Idapsearch % 1dapadd 7% &) H3EIET % B
ZREIN, TI7 ANV IREBREDRKENE T,

Bl Z X, RO EEIT - 1=8%4E. Joptlosstech/bin/ldapsearch a2~ Rz ¥ Db+ 7> avr-HA S a v
BIEELRLSTH, T7 4/ MEE LT “b dc=example,dc=com -H ldap://localhost” 2518 N 7=35E L A L
RO E T,

BASE dc=example,dc=com
URI ldap://localhost

Foa~xy FTman F—X %S85 % Z ¥ T, ldap.conf 7 7 A JMZIEEATRER 85 X — R — DA HE
<7,

[$ /opt/osstech/bin/osstech-man ldap.conf ]

723, OS [FIHRID OpenLDAP % v & — Tl /etc/openldap/ldap.conf 7 7 A AR XN TVETH, 2D
7 7 A VORENEIZ, fust/bin/ldapsearch 1< > F%, /fust/lib64/libldap RD 74 77 Ve BB £9,

8.2 Listen ;R— FRE

0SSTech [t OpenLDAP O#IHIRAETIE, slapd 5 LISTEN F 2 7 F L (% 0.0.0.00Pv4), ::/0(IPv6) IZ7&5E X
N BTOFY NI 4 YR T2— AP BDY 2 TR FEZHHNIET,

FEEDA Y bV —2 4 &7 2 —ZIRE LT slapd % LISTEN L7=WHAE, slapd DEEIFD-h 7> =2
YTLISTEN $34 Y272 —ZAD7 FLARKA NEEIRET ZREDH D T3,

lopt/osstech/etc/openldap/service/slapd/env/SERVICES 7 7 4 WIZ-h + 7> a VICE L 72 WX FH R FET X
E

# echo "ldap://127.0.0.1/ ldaps://127.0.0.1/" > \
/opt/osstech/etc/openldap/service/slapd/env/SERVICES

Lia~y FEETK, slapd ZEHEEIT 2 Z & TRENPKMINE T,
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[# systemctl restart osstech-slapd ]

SERVICES 7 7 A MIZM S ERE XN TWARWT 7 )L MREETIZ, LDAP +— X—D3%—E X URL & LT,
XD URL BREXINE T, (% ldaps//I2DWTIE, —N—fIHENREIN TV RHAETY)

[ldapi:/// ldap:/// ldaps:/// ]

8.3 IPv6 E3h{t

slapd DIEEIREIC -4 X 7> a v 2535 2 2T, IPv6 2L TE £ 3, OSSTech it OpenLDAP Tid.
MFoa<xy FOlREF F>a VERETEET,

[# echo "-4" > /opt/osstech/etc/openldap/service/slapd/env/OPTIONS ]

EEfZIC, slapd ZHEH L CHREL ML £3,

[# systemctl restart osstech-slapd ]

8.4 H—EREEE « FLLD R LTV FREEE

OSSTech fit OpenLDAP &, OS @ systemd #HH CTlHE) - (E1EATTbi T,

EBREIEZ AR LT & —ERFRAHEEE LT O UEAET LR WEE, systemd BHEINIC X A 47V + &
HigrL, EH - IR 2 PR L 5

FI7FNEFTIRIOBDXA LT EDBRESINTOVE T, MUCEAINTWVWSE S AT LDFEL TR -
B DS 90 LI E2p 2EA IR, LUROFIETE A 477 NERRZEE T2 Z £ BSARETT,

# systemctl edit osstech-slapd.service

Eia<w Y FTo7 4 XPEHLETDOT, ROWNAEZEML TRF - KT LTSV, (Fitofitidi
FREOZA 7D % 300 IICEEL TWET)

[Service]
TimeoutStartSec=300
TimeoutStopSec=300

ZDFIEIT X D, letc/systemd/system/osstech-slapd.service.d/override.conf 7 7 £ VDMERL X 41, OSSTech it
OpenLDAP DJLHE) - (FIED XA L7 7 FMEEINAEFEINE T,
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8.5 root A—H¥—|C& 3 LDAP +—2i2E

LDAP #—— D7 — X $§{E T Idapsearch % ldapadd 72 ¥’ D a~< > REFH T 2B, LDAP #— N —IZ8§R X
N7z —H—@ DN ZH5E L Tt LASREZ1T5 Z & T, LDAP IZHii TE X9,

Z DOFREDERIC, LDAP D2 —4#—d DN b D12, F—%—N— LD root 2—H#—TH 3 Z L ZFHL
TRRAET 2 IEERE L TR T 2 Z L SAJRET S,

root T—H —THH T 255G, AL E LT SASL 12 & % EXTERNAL FBAEZFIH L. Idapi 71 b 2112
L hE—%—N—F0O LDAP #+— ¥ RICERFR L £7,

Z DT INTHERE L 72 root T —H —1Z0f LT, MRPLEHZFFAI T 5 72912, slapd.conf D7 7 & ZHllfRE%
E. BEC, VI MEBRICITORERZBML 5,

limits dn="gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth”
time=unlimited
size=unlimited

. J

's B

access to *
by dn="gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth” manage
by * break

DL EDORGE % KWL 7z LDAP % — 8=/ LT, [Al—%— N— L2 5 root 22— — T ldapsearch %° ldapadd
Y ERFEITTBEAC, T-Y EXTERNAL| ¥ -Hldapi///) 7 a %535 28T, 27— FANHBAR
Fs root L —HF —T DM EITI TEDBTEXT,

# /opt/osstech/bin/ldapsearch -Y EXTERNAL -H ldapi:/// -b dc=example,dc=com -LLL
# /opt/osstech/bin/ldapmodify -Y EXTERNAL -H ldapi:/// -f modify.ldif
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(9 RRT— R KU —

OpenLDAP (Zid ppolicy & —N—L 412X 2 27— KR > —EREPHABREINTVET, AT —=FFRY
V—RHET L. LINOBIERIC AT — FRY =2 HHINE T,

» LDAP DFEFE (BIND) I
e RAY — REBFREDH LWARRAY— FIINT2F 2y

OpenLDAP B85 227 54 7> bR YV— FRY —BREIcHIic L TwiuX, 2hesnrzo4 7>k
THNRRY— FRY) O — 2 EMIEHTE 5,

ARE Tl OpenLDAP DSR2 — KR Y & —DFEHTEICDOWTHH L £3,

9.1 NXT—=FFKRDS—DRE

OpenLDAP D 827 — KR Y > —I&, slapd.conf 7 7 A /LIZ ppolicy & —N—L A4 ZFET 2 Z L THEMK
D‘ij‘o

1. ATV —FRY—HRAF—<7 7 L LDOEML

slapd.conf 7 7 A WA R DR F —vREATHRLIBEINT VS Z e 2R L 5, sl R WIGEIE. X ¥ —
YWD IAAITORRBIERL L 7,

include /opt/osstech/etc/openldap/schema/ppolicy.schema

2. ppolicy A —N—VL A ET 2 —1ODu—F

NAT7— FRY > —1&HE (ppolicy) Z AT 2720, EVa—Lzn— FF3RELBLLET,

moduleload ppolicy

3. MAT— FRY & —KEEDH L

slapd.conf 7 7 £ L O database £ 2 & a YPICLINONAEZELL 7,

overlay ppolicy
ppolicy_default "cn=default,ou=policies,dc=example,dc=com”

Ippolicy_default) (&, Rl XAV — KR =R EINTORVWETOTY M VIGHHXNE T 7 4L b
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DRAT—=FRY =D E5, HELLTY PUPFELZTNVRESR SN, 7741 FDRRT — PR
VY —3ERESNEEA,

BOESE T 1. slapd ZHEEIL 5,

[# systemctl restart osstech-slapd ]

BBEBROBE, AT —FRY S —DOREFE /) — R ATIBERDDET, RRATV—FRY Y —%
A% L ppolicy.schema IZ& F 02 B MDY LDAP ICER SN TV 356, HEED /) — FTH ppolicy X ¥ —
SPEMCIHE > TVEREND D T,

Lo T, BEIFEEED ) — FORRT— FRY S —2HMTEELTH S, RBICEETE 2/ — 1
DRRAT— RFRYS—RFMZLE T,

9.2 NXT—FRIVI—I VM) DEEE

NAT = PRV S —HKEETIZ. U PO 3HEEORY > —DORESFEVDH D, ROEFTELEINET,

. =P -2 Y PV REHEREINTVE AT — FREY ¥ —
2. AP -V FUDLIFESNDE AV - FRY)—2 Y
3. BA—FHMENET 7 4N FDRRAT = PRV — (F7 4V b SRV = FRY =L BT ET)

FTI7FNLERRAT = RRY—DPREINTVIHETH, 2—F—2 > PV AN ESINTVWDEERY
BRI NET,

9.21 FI7AIIMNRT— KR —DERF

TIANLIRRAT—=RRY—2 LT, UTFNOERDLDIF 7 7 A VEERLE T, UTFDLDIF 7 7 A )L
(AFHA T default_policy.ldif ¥ L £F) OFFHEMIFZEH T, FEEDFHIZDOWTIE TOpenLDAP %
27— RRY =5 X=X -l THIALZT,

-

dn: ou=policies,dc=example,dc=com
objectClass: organizationalUnit
ou: policies

dn: cn=default,ou=policies,dc=example,dc=com
objectClass: pwdPolicy

objectClass: organizationalRole

cn: default

pwdAttribute: userPassword

pwdMinLength: 8

pwdCheckQuality: 2

pwdMaxAge: 7776000
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pwdMinAge: 180
pwdExpireWarning: 1209600
pwdLockout: TRUE
pwdMaxFailure: 5
pwdLockoutDuration: 90
pwdFailureCountInterval: 180
pwdInHistory: 3
pwdMustChange: TRUE

J

NRYT—RRY =2 YD DN IZ, slapd.conf 7 7 £ /LD [ppolicy defaulty »$F X —& —THE L7z DN
ERITHDITLET,

ldapadd 2~ > RTER L7z R U — FR Y > —% LDAP IZEHR L FT,
# /opt/osstech/bin/ldapadd \
-x \
W\
-D cn=admin,dc=example,dc=com \
-f default_policy.ldif \

LDIF 7 7 A VDBEEDE T TRE, T 724N IFRRT—RRYS—BEE D £5,

7272 L. slapd.conf 7 7 A /LD rootdn IZHEE SNEHHLY MY DAREZ, HNRAT7—FRY —@EH I F
FADTHERELTLEE W,

9.22 A—H =t DOHENXT—RERIS—DHE

FIFNIRRAT—RFRY =PI, FFEDZ—F —1ZH B AT — FRY —2EH LE-WGEE, HHER
AT —FRY)—DZY M) BERL, REL—Y —DASREXBLZ N TEZT,

HERZT—FRY S —DTY bURLDIF 7 7 A VTHER L £, REDFHATIE subpolicy.ldif & L E 3,
dn: cn=subpolicy,ou=policies,dc=example,dc=com
objectClass: pwdPolicy

objectClass: organizationalRole

cn: DefaultPolicy

pwdAttribute: userPassword

pwdMinLength: 8

pwdCheckQuality: 2

pwdMaxAge: 7776000

pwdMinAge: 180

pwdExpireWarning: 1209600

pwdLockout: TRUE

pwdMaxFailure: 5

pwdLockoutDuration: 90
pwdFailureCountInterval: 180
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pwdInHistory: 3
pwdMustChange: TRUE

ldapadd 2~ > FTIER L7z LDIF 7 » A VEEFL 3,
# /opt/osstech/bin/ldapadd \
-x \
W\
-D cn=admin,dc=example,dc=com \
-f subpolicy.ldif \

MWT, 2—=F—=DBZDRRAYV =RV —2BWT 570D, 2—-F—DTY PVANEZLETL7DD
LDIF(policy_change.ldif) Z/E L £ 3, FsL® LDIF @ dn DEIZERICZORY O —%2FEHT 22 —9—D
dn ZHEE LTI E W,

dn: uid=username,ou=Users,dc=example,dc=com

changetype: modify

add: pwdPolicySubentry

pwdPolicySubentry: cn=subpolicy,ou=policies,dc=example,dc=com

ldapmodify 2 <> N T, 2—%—Dx ¥ h VITKML £3,
# /opt/osstech/bin/ldapmodify \

-x \

W\

-D cn=admin,dc=example,dc=com \

-f policy_change.ldif \

LIET, subpolicy T F VICRREZINTVWERAY — FRY O =Y —F—ITHHINE T,

HAL—Y =TT 7 4 b RRAT = R R & =2 L2 WEE I ZELEAIL 72 TpwdPolicySubentry | J&
MRHIFRL T ZE W,

9.23 A—H—NRXT—RRVS—DH/E

I—HF T RREFDARAT—FRYS—ZRELEWVEES, 2—HF -V PV IREESARTY—-FRY Y —%
RETEET,

UFRDE512a—HF -2V VISRV —FRY S —2RETS27-DDLDIF 7 7 L VE/ERL £5, LDIF
T77A0Ddn DL LT, M2 —P—Ddn BHEEL TL X0,

¥7z. TpwdPolicysubentry] EHDEE LT, 2—F—HHD dn DEZIHE LT ZE W, 2%, BEHT
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27— PR —DBEZHHOZY MV LTRIELE T,

dn: uid=username,ou=Users,dc=example,dc=com

changetype: modify

add: objectClass

objectClass: pwdPolicy

add: pwdPolicySubentry

pwdPolicySubentry: uid=username,ou=Users,dc=example,dc=com

add: pwdAttribute
pwdAttribute: userPassword

add: pwdMinLength
pwdMinLength: 8

add: pwdCheckQuality
pwdCheckQuality: 2

add: pwdMaxAge
pwdMaxAge: 7776000

add: pwdMinAge
pwdMinAge: 180

add: pwdExpireWarning
pwdExpireWarning: 1209600
add: pwdLockout
pwdLockout: TRUE

add: pwdMaxFailure
pwdMaxFailure: 5

add: pwdLockoutDuration
pwdLockoutDuration: 90

add: pwdFailureCountInterval
pwdFailureCountInterval: 180
add: pwdInHistory
pwdInHistory: 3

fERX L 7= LDIF 7 7 4 L% ldapmodify 2~ > KT LDAP IZKMtL 3,

-

# /opt/osstech/bin/ldapmodify \
-x \
W\
-D cn=admin,dc=example,dc=com \
-f userpolicy.ldif \
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E J

HUET, FH 12— RV = F RV —DHEHEIIET, ZHL—F DRV —-F RV —%T 7 4L
FRAT— FRY ¥ —IZEH L2WEAIE. TpwdPolicySubentry | JEMEEHIRL TL 72X 0,

BB, =P - P VIRELFNRAY — FKRY & —NEDOZEHEIL LDAP EHHFIC X o THEITT 2 L8 D
HHEFT, - —HETRRAYV—FRV—ONELZLETLZI LI TEEEA,

9.3 NXID—=FKRRYI—DEE

REFEADNSRAT — FEY O —%EHLWGE, LDAP IZEREINTWE A7 — FEY S —22 Y DR
REEHFTH2HERHD T, ZEFIEHE LT, LDIF 7 7 4 L% HE L T Idapmodify 2~ > N TEET 25
HEBHAL 3,

ZEF Y UC, RO 7 AT bay ZICHET 7 X -2 —0ZEEFIEEHHALE T, HLL
PRAY — FRY > —TidEkE 5 MERRRCER L7581, 30 77 Aoy bry 2 2{T572HDKRY ¥ —IT
EHLETD,

LIRWEBOEED /-8 D LDIF 7 7 4 )L (change_ppolicy.ldif) T, dn DEICIZEE 2T VIV T —
KRV =D dn O, 2—%—0 dn DIEEZHEE L TLZE W,

dn: cn=default,ou=policies,dc=example,dc=com
changetype: modify

replace:pwdLockout

pwdLockout: TRUE

replace:pwdMaxFailure
pwdMaxFailure: 5

replace: pwdLockoutDuration
pwdLockoutDuration: 1800

ldapmodify 2> FT/{RAY — RRY ¥ —DEEERITRVET,
# /opt/osstech/bin/ldapmodify \
-x \
W\
-D cn=admin,dc=example,dc=com \
-f change_ppolicy.1ldif \
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9.4 NADJ—=FRARY>—ZBALZVWI-Y—

ppolicy BEETT 7 4 L s SRAY — FR VY =% &ET % &, rootdn DL —H—DIANOETDIL—HF —D<R
T—FRYT=MEHINET, fIZF HHAZY PR, BHAZ Y PYVRET 7 4L A7 = FRY
Y=RBEHALBEVZY P VIE, FELROWSRRAY = RRY Y —%$EET S I 8 THRAY — RKRY > — %)
fLL %3,

BEHA2—Y -2, LFOWNAED LDIF 7 7 4 )L (none_policy.ldif) ZE L 3, dn DEIER SR L 42
58— —D dn DIEZIFTEL TL ZE W,

dn: uid=username,ou=Users,dc=example,dc=com

changetype: modify

add: pwdPolicySubentry

pwdPolicySubentry: cn=none,ou=policies,dc=example,dc=com

728 TpwdPolicySubentry | IZ8E XT3 [cn=none,ou=policies,dc=example,dc=com| ¥\5 > b Uik
LDAP 12853 2 08I HH FH A,

ldapmodify a2~ > REFEITL, FL2—HF—DRRZAV— KRS —Z2HEHLZ T,
# /opt/osstech/bin/ldapmodify \
-x \
W\
-D cn=admin,dc=example,dc=com \
-f none_policy.1ldif \

B, 0SS 77 /1Pt LDAP % — N—#E Tld. X7 — FOEUIRTINIC X 28k 5 — 2T
52720, UFOZEZY P VDAY —RRY S —Z2EMMLT 2 2#HRLTOE T,

e LDAP #— N—FEHEZE L MY
- len=admin) ¥
« LDAP % — ~N—EHHTY 1
- WM D Ten=replica) 2 ¥
« BT TV —>arnrs0 LDAP EiHTZ >~ Y

— lcn=unicornidm, 72 ¥

9.5 OpenLDAP /XX — RR —=INF A—2—5i

9.5.1 7hvu>rtAvy

NRAT—FRYVS—D7Hvrbay ZIZEHELERIXA—Z2—%FHL T,
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9.5.1.1 pwdLockout

TRUE) 2FET 5 L. RiHGEMTRRLIBICT vy beuy 7 L, —EMAMEERRIC KD L WiREEi
LET, 774NV FTRET7AV Y bay Z3TRONTVBRBRIZS 7 IV Y b ay JZNTWE I ERT
Xt —=JFI 747 MTRLERA, BBD ppolicy_lockout & 7> a ¥ KT 2HEFHELSHRLT
(AR I AN

F7 )V MHEWX TFALSE] (Z7A U bEr vy 7 LRV T,
9.5.1.2 pwdMaxFailure
FOREICHEE L CRBL B, AT Y vay Z0RENT 2 FTORBIEEERREL $9, [0 2IEELLS

By RLITER LTS 7 AV Y PEry 73 E A

77 4V MEE T0) TF,
9.5.1.3 pwdFailureCountinterval

TAY Y Say 7 DT OFEAERIIEE R HE § B A M (7)) ZREL 5,

TAY Y May ZEERIEEGE. 2= —HEEEC RN T 5 N2 E D2 —F —D > + VY IZ pwdFailureTime
B UCERRRICRI L Ko = > b U 2siBinE Lk 3

Th Y hay 7 OHEZ. FREER A 5 pwdFailureCountlnterval(#) /i £ T2, pwdFailureTime J& 1453
fEGFE R XN TV B0 %R L. pwdMaxFailure O EIEDI EAFUREINTWRIGEIIL, 7AU Y bay ZHH
7 S 7 EFREL, TAHUYbay ZIREICBERLET,

% 7z, pwdFailureCountInterval DfEA3 [0) DFEX, ARHEDEEAR L L Tibh, &k DEEERY) AR
SETICHRIAFRRLZBENETHIY Y P EIRE T,

FRREIC R L 72802, FRREICY S % & pwdFailureTime JEMEDSHIBR X 41, FRERBEE Y £y N E T,

77 4 MEEZ [0 TY,
9.5.1.4 pwdMaxRecordedFailure

LIRT D OpenLDAP TlX. #RFEICHINT % % T pwdFailureTime B HERIEME A, FFEDTZ Y M VITK
O pwdFailureTime BB HRBEINZ I TY AT 2 DOEEICEEL2NMIET BB E L=, Z I T,
pwdMaxRecordedFailure 4 7*> a Y BEA SN, 1 2D —P - b VIZIRTFS L5 pwdFailure B D &
KOBHHIRTEZ LSRN F L

pwdMaxRecordedFailure DEDF ié NTVWERWEED, 77 40 MAk 15) T3, £72. pwdMaxFailure
X O/PNZWEDFE SN TV SIEE. pwdMaxFailure DfED pwdMaxRecordedFailure DY L THbN F T,
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9.5.1.5 pwdLockoutDuration

TAUY IRy ZENTHL, THYV Y bRy ZHEREN S T TORM (M) Z48E€ L £3, pwdLockout-
Duration DfEAY [0), & LERESNTWARWEE, 7AV >y tay ZIZHBICHERE NS, EHELT
AV tay 7 ZBRINCIERRS 2 R EZDH D £9,

9.5.2 N7 — FEZHIR

NAT = RRY = DAY — FEMBIREEE S F X — 2 —2FHAL 3,
9.5.2.1 pwdMaxAge

R — ROBEHAE 7)) 2HEELE T, 10 2HEELLGAEESAY — FOBHABIIERR 2 b £3,
F7 3V MAEEX 0 T,

pwdMaxAge 12 1 LEDEZRET 2 &, 2—F —HDRRICSRAY — FREE L RN L -2 PUA
® pwdChangedTime JEMICFLER X 1 F 3, pwdChangedTime B ICFER X N2 4C. pwdMaxAge(P)) % &
LRI ETH AR Y — KRB RER L Tifbh £,

pwdChangedTime BHHIZLI T OEHTL—F —2 > M VIR ENE T,
» pwdMaxAge BMEIC 1 LIEDEEFE LI, userPassword B2 &2 —H—2 > MY 2ER L2
ma

» pwdMaxAge JEMIC 1 L EDEZERE L2RIC, BICERINTVWE2 2 —HF -2V P YD RRY - %

ZHLIGE

pwdMaxAge % 1 DL RIZERET 21D 5 LDAP IKEHF SN TV —F -2 ¥ P VIZOVWTIE, LTFownwsh
P OEER F1TT 5 £ T pwdChangedTime BN BRI N T, AV — FOFMHARISEH N EE A,

o I—F—DNRRAT— FELET 3
o 2—¥—x > k JIZ pwdChangedTime JE % BMT 5

pwdChangedTime B2 /RINIC 2 —F —2 > F VIBMT 2 FIEEZFHHEL 5,

pwdChangedTime B2 ZH T 572D LDIF 7 7 A VEERL 3,

dn: uid=username,ou=Users,dc=example,dc=com
changetype: modify

replace: pwdChangedTime

pwdChangedTime: 20190724150133Z
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pwdChangedTime &, GeneralizedTime % & M 2 X T UTC DL THK X N7 XXFHIT. BRIZD T
HZ) THRHLD £7,

T, ldapmodify 2~ R TLDIF 7— & 2 &L £ 7,
# /opt/osstech/bin/ldapmodify \
-x \
W\
-D cn=admin,dc=example,dc=com \
-e relax \
-f pwdchanged.ldif \

J

COHREICEAL T, RO 2 ROTFENIBETT,

» pwdChangedTime J& 41 OpenLDAP O NEFEIED 72, -D * 7> a Y ITHEET 2 EHEHEZHITHN LT
manage MRS XN TWBRERD D 3, slapd.conf 7 7 £ LD rootdn IZfEE LIz —F—, %
L <X ACL & T manage| MPHEEIN TV S 12— —DAH pwdChangedTime J&MEZ HAJRET
3, Twrite) HETHNEEBHZEHMT LI L3 TEEE A,

e ldapmodify + 7> a »iZ T-erelax] 47> a YR ETT,

9.5.2.2 pwdMinAge

N7 — FOEEEE LM B) 2HEL £3. 100 2E LGEREERILHRIERT OhERA, (2
7 — FOEBERMZHRT 28T 2—F =R RAT - FEEZ T IHRDIET I 2 2 e TE,
NRY — NEHEEFEEREZ BT 2 Z e L <7 D £ 5,

F7 )V MAEEX 0 TF,

RARTA—R =12 M) L EDEZRET 2 . REICARAY — F2EB LRS- -2 F YD
pwdChangedTime B 12308t X % ¥, pwdChangedTime JE M D% E1Z pwdMaxAge &1 % i%E L7355
LT3,

9.5.2.3 pwdExpireWarning

RRAYT— FOHIRYINOEFMESHIH () ZHEEL £ T, 100 2HEELLHEREEERRINERA, B
HA v E—VII3HIRYIN 1 HEfE CRRENE T,

77 4 MEEZ [0 TY,

AHEREIZ BIND I LDAP 7254 72 M2 R v b — P 2R THEBET T2, EBIC 22— — ICHTES
Ry —IBRERRTEINEIPIILDAP 754 7> FOEBIIKIELE T,
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9.5.2.4 pwdGraceAuthnLimit

HIRREIN S A7 — NI X 2385E (BIND) OERAM FEEEZEEL £3, [0 ZHELLHE. BPiE&RTsh
FHA, AV — FOHRMYIN 721412 BIND 23 Z OEEDL ERBT % . BIND 1] (Password expired) ¥
BhET,

77 4V MEIX 0TI,
9.5.3 KRV — REBERORERE
NRAY — REBERFOREMEICEE LT A -2 —%2HHALET,
9.5.3.1 pwdCheckQuality
NRAT — FOBEREDAI - ML EZHEL £ 3, REME LTUTOMEEIEETEET,
¢ 0: B LKW (F7 4L Mi)
o 1 MET %, MEDPAIRLRGEICEIMERETICTZITANS
o 2: BT 5, MAITARERLEICETZI—T5
NRAY— FOEEFIHE LTI, RO 2EHE»IHD £5,
1. 7747 MUIT TuserPassword JEtE) DEZ/ER L 1dapmodify 72 & CREEDEZ EHEEH T 2 /5%
2. 7747 Mild 5 Password modify operation| 12X DEX SRRV — FEZEFE L, = N—{IT v
> 2t LT userPassword J& IS % 771k
MREDAARERGS) & 1 OFIEEHNT I 74 7Y MITAARAY — RXFHE ANy & 2{LFEADEE
WKHRELET, 205G, = N"—ITIEILD AT — RXFEHER LNR VD, RAY — K ORE % M7
TEFEHA,

9.5.3.2 pwdMinLength

NRAY — ROR/NLFBERELE T, [0 ZIELLEGA. RINXFHOFIRIZITRbhER A, pwd-
CheckQuality | 287 X —X—Of2 12) /2% ) OBFEOAERMRD FT,

77 0 MAEX 01 T,
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9.5.3.3 pwdMaxLength

NAT — FORARXFHEEELE T, HERELRWVEE., RAXFROHIRIZITRbONER A, Tpwd-
CheckQuality ] »$7 X —X—DfE2s 2] £721% 1) OBEOAEMERD 5,

77 4L MEIEEEL T,

A8 X — & —1F osstech-openldap-2.4.57-178 LIED N — 2 a I THIAATRET T,
9.5.3.4 pwdinHistory

NRRAY— FBBEREEEZIEELE T, 2—F—2BR L1 RY — FidF1—F —x > Y D pwdHistory J&
P12 pwdInHistory IZH6E L 72 B E THRESI N, SRATV—-FBRE LTFz v 73N ET, [0 2HELLS
BFREIRRY - FEEZHL EE Ao

77 4 MEE [0 TF,
9.5.3.5 pwdCheckModule

OSSTech Hfi OpenLDAP I I3HEIE X 7z SRV — REF = v 7 EY 2 — ALHFAMEATE D, UFOFIET
FIHRIREE 72 D F3,

1. LDAPDIT O %A 7 — FRY > —2 ¥ PV IZUTNOEMEZEBML %3, (pwdCheckModule & pwd-
CheckQuality JE 3. BIF THREFATHIUIEZHZ TILI V)

objectClass: pwdPolicyChecker
pwdCheckModule: ppolicy-pwdcheck.la
pwdCheckQuality: 2

2. ppolicy-pwdcheck H OBRIRZAR 2R EL £3, ((FE)

# echo 2 > /opt/osstech/etc/openldap/service/slapd/env/PPOLICY_PWDCHECK_COMPLEX
# systemctl restart osstech-slapd

RAT— FEEF =2y Z7EY 2 —d, slapd BEIRORBEZRCHETE 23, UTORBEERLHARX
NTVWEFTDOT, LFLDFIET lopt/osstech/etc/openldap/service/slapd/env] BL NICERBEBLD 7 7 A V%
TER L. fE% 7 7 A VPNCERE L TL 2 &0,

o BUZH A : PPOLICY_PWDCHECK_INTERNAL
- BEEME : 1 (AR
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- WD SR — FEET = v ZHEEZRHT 20850 2R EL$T, 0ICRET % LML, 2
hoSoRETHEMEE N E T,
o BRIZAH % PPOLICY_PWDCHECK_LENGTH

- BEME - 6
- MRV - RFORICERINIEFHORIEZRELE T, INEIDHORID AT — FIFESGX
nxd,
o BRIEZE 4 PPOLICY_PWDCHECK_COMPLEX
- BEEE 3

- RRA7— FREENLLTFEOBIIKRD LN DR/ NORERELET., XD DRVBOTHE
LB ERVASRAY = R EINE T, RXFORF - /MFEHoEEE L Tifbh 35,
o BRIRZH4: PPOLICY_PWDCHECK_ALPHABET
- BUEM 1 0
- RRAT— FIEENZELTFORIIKRD LN/ NOREREL FT, THXDDRVEBOE T
LEFEHRVARRAY — FIFERINE T,
o BR5EZ 4 PPOLICY_PWDCHECK_UPPER
- BUEM -0
- RRAT— RREBEENDZHRLFORIKRD LN/ NOBERELE T, IhE DRV EDIEK
XFLPEERNAZY — RiHES ST,
o BRIEZE 4 PPOLICY_PWDCHECK_LOWER
- BUEME : 0
- RRAT— FZEENZHNLFORIIKRD N2/ NOREZRELE T, THX D DRVEDI/)
KXFLDEEROARRAY — RIIESE X E T,
o BIRZH4:PPOLICY_PWDCHECK_DIGIT
- BEM: 0
- RRATV = RZEENIHFEORITRKRDO LN B/NOEERELE T, ZNEDDPRVWEBOEF LD
BEROARRY — MIFEGINET,
o BR5EZH4: PPOLICY_PWDCHECK_SYMBOL
- BUEM . 0
- RRAT - RREENIHEOBITKD NI BNOBERELE T, Zh XD DPRVEDFHE L
BEROARRY - RIFESINE T,
o BREZEH#: PPOLICY_PWDCHECK_HAS_NO_ID
- BEEME: 0
-0 XD REVERELZRELLBE. 2—F DB FENE RV - FIRIEGEINET, ATV —
FAEEMNRD L —%—D DN ® RDN 1 —H—H L LTF =z v ZIHbhEd, RR7—-FII&
EFNDL-—F—HOKLE - MNEERXFENTF = v 7 ZNET,
o BREEZ R4 PPOLICY_PWDCHECK_COMMAND
- BUEME: 72 L
- FRESRETEBITER VAR - FOREERF 2 v 73572005 a~> RERELZWESIZ
FHLET, HELZa~Y 25D EE D L ITIREINH LWV AR Y — KOFFA] - H52H
ELET, avYNZavy R4 Vs BEET ZIETEERA,
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¥ ATV FANDAS
- FEHE A ST SR — RETENRO LDAP > b U DA% (DN) ¥ BIT3XF. Fr vtz
V- RediTXFRELET,

* AvY Fh5DHN
- RRAY — ROREICHEIEVEEE TOK) 25 WiE, TOK: [ERDXFF) %IBLTL
7EENW,
- MDD 25832 WA DERDO XTI (MEDOHNE) ZIE LTSV, av Y FD
BT a—RiImHIEs,

9.5.4 Fofth
ZOMDT X =R —1ZDOWTHAL £7,
9.5.4.1 pwdAllowUserChange

2—HF— 1Tk B RAY— FEBEDFA] - BIERIEE LT, HEMEIZIE ITRUE] » IFALSE] ZHEEL £,
TRUE] 32 —HF — 12k 22V — FEERHFAT I 2ERLE T,

7 7 4V M#X ITRUE] T3,
9.5.4.2 pwdMustChange

BHEFICLZ A7 — KUty bME &AD BIND BRI SAY — FOEBEEZNRELTE30EIIBEL F
3, REME LT ITRUE, 7 FALSE] ##§ET& %3, [TRUE] &R ELIGE. NAY— FEHENER
XNET,

77 % MM#lX TFALSE] T7,

9.5.4.3 pwdSafeModify

PRAT — REBRHCEHER D SR T — FDOANHBREPAREIIEE L T, SEMEE LTITRUE] % 'FALSE,
ZIETE XY, [TRUE) ZBELGE, EHEAIDSRY — FOANBEREINE T,

77 % M#lX TFALSE] T7,

9.6 7AHu>rOvIDERICDOWVWT

21— — DI RKBDPED BRI N2 A, BYNCT AT bry Z7%{T5 22 THRAYV— FOKRY h B
EHSCHMIRPIEONE T, 7L, 7Avrtuy 70RELZ I 47 MOGRHIT 5 Z ik, KEHITTHE
RIEMEGZ 2 2220270, BRI —F —H2 AV — FEEI TV B 7Y by
JENTVBIREDR Y 54 72 PRFIDODBRNWZ ENEF LV EWVWRFET,
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9.6.1 ppolicy_use_lockout # /> 3>

slapd.conf 7 7 £ JL"C pplicy_use_lockout + 7> a > % Ton) WK&ET 5 &, BINDFKHZT AU Y by 7
Thbi=GEWCILDAP 794 7 N7 Aoy bry 70— 2 RITEMEZEIMELLET, 2O T —
WED7Aorray 78R TWEZ e PHAKICR 2D, fEEX N1 —— (DN) BEETE I LICk
D, BEODH KB L —F —DFEMZRICHHATE LT, Ldio T, NREZSED & Oz Z T
RERETEF 2V 74 ZEMT25EITE. AT X=X —I13HMILIRNTLEI W,

AFEMATNC, 7AHAVbay JEENIELLEMELTWS Z L 2R T 2B BB AL AT A — & —
‘/Cvj—()

9.6.2 7hvr Oy VIREOERSE

slapd.conf 7 7 £ 112 Tppolicy_use_lockout] #+ 7> a ¥ ZFb L7285 ETH, Linux KR bAdnr 7 A Vi
W7 A0y by ZICHT 2R vt —YR3RREINETA, ZHET—N—DEX 2V T4 A LEEE
DOBE o TWET,

THY Y ERY ZIPTROATVE Y S DHERE L72WHE, 1dapsearch 2 v Y R TS L—HF—DT > MY
THAEL. T-eppolicy] A 7> ar2fE5L%F, ZH2—F—-D7HV Y bday 7 ZNTVWIHE, XD
FATH D & 512 TAccount locked) DX v —I D5 INF T,

-

# /opt/osstech/bin/ldapsearch \
-x \
W\
-D cn=admin,dc=example,dc=com \
-e ppolicy \

Enter LDAP Password: sxxxkxxx (IELULV/XZXT—FR)
ldap_bind: Invalid credentials(49); Account locked

. J

9.6.3 DN RXT—FRRVO—ICEMLTVWSIRETOTAY > OV Y

R — R OEMHR DI T 2 IRE8 T pwdMaxFailure THEE L 2B I AR ERRZA TV —FEANT 3
L7V bay ZREE D $F, BRERERMERICOWTIE, MToEH D £,

o XAV — FOBEMHRPSYINIZKET, 220, 7HU Y bay 7 IR TORWIKEDOEE, IELWVWIX
V— R ANT 5 eERERMREEIZ Y Y P ERE T,

e R2Y— KOBMYIRBYINIRET, 20, 7H0 by 7 ZATWBRREDEA, IELWVLWIXR
U— REZANLUTHERIERBERIZY £y PINEVA,
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9.7 7hor Oy DiER

FRLICERE L CTERBML Y Ay haiay 2 XNGEIC. vy ZERERT 3 HEZHAL T,
THUY b ay ZORBEHEL LT, URD320HERH D £7,
1. —ERERERICEFMC T A bay 7 2EERT 3

2. A—HF—DRRAYV— F2LEET 3
3. AP - MVIZEENATHIY Y bay ZIREOBLZHIRT 3

9.7.1 —ERMEBRICEBNICT AV FOY I ZREIRTS

lpwdLockoutDuration] JEEIC7 A Y > bay ZfERETORBEZRELET,

9.7.2 A—H—DNXIT—FZEETS

EHENL—F—DRRAT—F2EET LT, BB AV Y bay ZBRERSNE T, SRV — L
B21% 1dappasswd a~ > RREZFHL 7,

9.73 A=Y —IVFMVICEFNBT7HV Y OV IREDEEZHIRT S

THAVY IRy 7ENE L, FZYL—HF—DxT > VI TpwdAccountLockedTime &\ 5 BB REFES N
¥, CORMICE T AV Y bhny 7 SRR RERSATHES, ZOREZHIFRS 2 2 LT, il
W7 Ay bay 22T ER S, HIFROFIHZLTO@ED T3,

%Y 2 —%— D pwdAccountLockedTime JEHEZ HIFR 3 2 WA D LDIF 7 7 A VR ERK L £F, dn DEIZIE,
FM LY —D dn BIEEL T IV,

dn: uid=username,ou=Users,dc=example,dc=com
changetype: modify
delete: pwdAccountlLockedTime

ldapmodify =~ > FTER L7 LDIF Z@H L 9,

-

# /opt/osstech/bin/ldapmodify \
-x \
=W\
-D cn=admin,dc=example,dc=com \
-f LDIF 7 71JL \

Enter LDAP Password: *xx*x*x%* < admin D/NXT— R
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UEDOBETT AT v bay 7RSI E T,

Wz, 2 —H#—x ¥ b VIZ pwdAccountLockedTime B 2 8% 3 2 Z & T, FED L -V —Z2EXWIZT S
vy huY 2358 BAEET T, pwdAccountLockedTime 21X 7 A v > b v v 7 IN7zKi4% Generalized-
Time ! (UTC) THREL £,

dn: uid=username,ou=Users,dc=example,dc=com
changetype: modify

add: pwdAccountlLockedTime
pwdAccontLockedTime: 20190724173701Z

9.7.4 SEBEERMEIBHD) £y FEE

pwdAccountLockedTime B E2HIFR T2 Z 2 T7 AV Y by 7 OREIIRR I N E T, FBAERMEIEZ F
F§3 % pwdFailureTime JEMHIZHIFRE N TV ER A, D72, pwdAccountLockedTime J& % HlkR L 7z E %
12, —YP—ERRRC KT 2 v, BRI O FIRE#EZ 2720, BT bhny 72X,

AL REEEZ Y £y b 272012, ROWT AL DRERITRVE T,

1. —EREEERICEREARE BT VY T3
2. 7Av Yy bay ZRRERBRICIE LW SR Y — R TR § 3
3. pwdFailureTime &% HIbR 3 %

9.7.4.1 —ERMZBRICGEIXMEREZIEY FTS

7Avryitay 70Uty MEIZH TpwdMaxFailure] THEE L 7dRRERMEIR T DR Y — R AT I A% FF
THE1E. TpwdFailureCountlnterval ] JEIEZFE L T, Z ORBEICIEERIERBEEAV Ly bINZ ET
O (B)) ZI8ELE T, 207D, LIFO LS REEI LREBLZRELE T,

» pwdLockoutDuration B THEE L 2R & R 2> £ K D B W RER
- —ERFRERICHBINC T 2D v v ay 7 BREERE 721, TpwdMaxFailure ] THEE L7278
ALKy DoSA Y — R AN I R %2R % 728
s THY Y Muy VA SEHEICLDREINT A v bay ZRER) CET ARRH X D SRR
- BHEICX208ER 7 Ao > b ay 7RI, TpwdMaxFailure ] CTHEE L 72 #8EER A T D
NRAT— RANIRAEFAT 5728

9.7.42 7Hho Y Oy IMREICELWNX D — R TREICKINT 3

FY 21— —D DN %Z{fio TIELW SR Y — FTFZAE (BIND) 1223 % &, pwdFailureTime J& 2% B #11
L:ﬁ”lz/%é ﬂ\ uuuﬁ%g&@t&i)) VEy bINE j—o
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9.7.4.3 pwdFailureTime Bz HIR ¥ 3

EHEIZ XD pwdFailureTime B ZHIFR S 2 2 & CREERMEEZ VY P TEE T, ZOEMEE rootdn 12
BEXNET I b, manage HEREFFO 7 7 > + 00 5 DAHIBRDFIRET S, 7= HIBRFFIC relax rules
control Z{§E T 2 RLENHH 5,

relax rules control DIEEHEL LT, KD 2ODFERH D 3,
1. -erelax * 7> a Y CHET 384G

ROWEDLDIF 7 7 A VZER L EF, dnicid, FZH2—F—D dn ZHEEL TILEE W,

dn: uid=username,ou=Users,dc=example,dc=com
changetype: modify
delete: pwdFailureTime

ldapmodify =~ K LDIF %@/ L %3, ##i/H DN 12X rootdn 1 —H —7%>, manage HE% H 3 2 EFEH
DDN EEEL, £ 7>a> LT lerelax) 2IEEELE T,

# /opt/osstech/bin/ldapmodify \
-x \
W\
-D cn=admin,dc=example,dc=com \
-e relax \
-f LDIF 7 71JL \

2. LDIF (T relax rules control Zf5E T 2 5&

RDOWED LDIF 7 7 A L BER LU E T, dn i2id, FZY2—HF—D dn ZIEELTLEE W,

dn: uid=username,ou=Users,dc=example,dc=com
control: 1.3.6.1.4.1.4203.666.5.12
changetype: modify

delete: pwdFailureTime

ldapmodify =~ > KT LDIF %@ L ¥ 9, ##iH DN IZId rootdn @ —H —7%>, manage % H T 2 EIHH
D DN ZfHEL £,

# /opt/osstech/bin/ldapmodify \
-x \
WA
-D cn=admin,dc=example,dc=com \
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{ -f LDIF 771l \

9.8 NAT—FRIVS—L AR XEHH#H

OpenLDAP TRV — KRV ¥ —2 G ML 75EIC. OpenLDAP #— 8 =233 L AR ¥ 2D W TaikH
LEJ,

OpenLDAP @ ppolicy 23R 5% 2 > b 17 —1dD LDAP Control Type & 11.3.6.1.4.1.42.227.85.1) £ bh F
T, NRT—FRY ¥ — it LT BIND IZEBRL7ZHEED L AR 2EWTd lnvalid credentials(49) J
YD ET, LFRORIZ, BRRAYV— FRY > —I13EK L7E D LDAP Control Value 25 L %3,

7 —DHA JEEay br—
BRGNS ML
/\X‘7‘_]‘Fﬂﬁﬁh\0:i5uhuﬁ%ﬁ& ﬁb

N2 — FAYHARYIN error: passwordExpired(0)
ThUhavy 7Y b error: accountLocked(1)

REwa 74 YREDRRYT — REHEME  error:changeAfterReset(2)

9.9 ppolicy_hash_cleartext # 7> 3>

PRRAY — FEFHKRRZ, LDAP @ Password modify extended operation(ldappasswd @ /5 30) 12> TSRV — K
EHEITS ¥, LDAP ¥ — N—{iT slapd.conf 7 7 £ /LD password-hash /85 X — X —|ZEE SNz Ny ¥ a
7Y XL TNy ¥ 2{t LT userPassword BPEIC SR T — REMIL 9,

—77. LDAP O add % modify &\ o 7zili% D LDAP B#H Y 7 =X T & D userPassword ZZE 3 255
LDAP %= N—fl[iZ SRV — RGO FELANRAT — R TH > TdZ D% % userPassword BIEICHRTFL T,
ZD XD SRAT — RZHEE L T add % modify 23772 b 725512, LDAP ¥ — N—{I TRz R
T —FDAEEBEHIMINICANY ¥ 2t L TRET 27200 F 7> a > ppolicy_hash_cleartext 285 X — X —T73,

[ppolicy_hash_cleartext on ]

EFEDEIICZDRTIA—Z—% on 12T % Z & THEXRRAY — F & HEIMIC password-hash 285 X — & —{T
HBEXINEAY S 273 Y XL TERL T userPassword JBIH ICTIRTFET A HEBER G2 D £5,

7272 L. ZOEIEX LDAP Otk LI s Tuninizs, FXRAT - REREEF LT 747 ¥ M.
userPassword JEMEICE SRR T — KRB A > T0WE Z e ZHEL TEMEL TV AA[EEMDS DD, 77V r—> =2
YOFECABREDHETIAHREED DD T, LiehoT, KA T a v 2FHT 28551, on ITRERK.
PSR — FEFUHBEIC BN T REWEMGEZ EM L THORMA L T2 & W,
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[10 OpenLDAP psync € a—IJL

psync EY 2 —LiE, OSS 77/ u Y pfFE L7z OpenLDAP ¥ Active Directory O L —H#—D XAV — K %
HEIMICFAT 2720DEY 2 —LTF, =¥ —%F—¥ LT, OpenLDAP il TD RZA Y — FZETH, Active
Directory il CD R Y — REHEZFIIL 75

REY 2 —LDEEEFOHIFIE LT, LDAP AL — 79— N—D1EET 256, XEY 2 — L 2@HEYNCHHAT
BZLIITEERA, BT LDAP YA X —H—N—DAHDOKERTIHHL X W,

10.1 Fau#(H

AEY 2 — L EFHAT 2HC, Active Directory ¥ — N—ICE Y 2 — L ERZBMT 2L EIEZH D THAD.
Active Directory H— 3N—iZ LDAP #— 3—7% 5 LDAPS(636/TCP) K — MEHT/RA Y — REFHZIT S 720,
LDAPS ;@{5 % 7R § % 72912 Active Directory % — N—{ZH — N —FFHEORE, d L IFFEHEKEOE
ADRE LI D %3,

10.2 psync €2 a2 —JLDRE

psync € 2 — L& OSSTech it OpenLDAP @ rpm S v 7 —JIZEENTVE T, ROFIETHEZIT-> T
7Z&EW,

psync (& %27 — K O[FHNLET LDAP O userPassword J& % EH 5 212, global 74 L 7 7 4 TICEE
S 7z password-hash /S 7 X — X —I2fE - TEIEL £ 9, password-hash /85 X — X =25 E SN TR
&, 774 b2 LT {SSHA} (Salt & SHA-1) ¥ LTy ¥ 2t fiabir g 3,

psync EY 2 — i, RO I X=X —HEEhTVET,

* psync-uri
— Active Directory #— 3—® LDAP URI Z#5&E L $9, £7F Idaps:// ® URI ZHE L 3
* psync-binddn
— Active Directory IZ##i 3 2 FEOEHE D DN ZHE L £35,
* psync-credentials
— psync-binddn {ZHEE L7z DN O SRV — FREXTHREL T,
* psync-searchbase
— Active Directory FORIEINR L —H — 2K 3 2D LDAP O search base ZHE L £7,
e psync-userkey(#4 7> a )
— OpenLDAP DN RO L —H -2 KT 2D 21— —0D RDN OEMAZRREL $73,
- 774V MEZ Tuid) TT,

FRROBENRT X =R —FRENR L —F — W I N T W3 database T 4 L 27 7 4 THICE#EH L T35,
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slapd.conf 7 7 A VD EREMDHREN ZRL X5
moduleload psync
overlay psync

aééabase bdb

psync-uri ldaps://ad1.example.com/

psync-binddn "cn=Administrator,cn=Users,dc=example,dc=com”
psync-credentials "adminpassword”

psync-searchbase "CN=Users,dc=example,dc=com”

psync € 2 — /L% syncprov Y 2 — L ARHCHIH S 2356, HEABEOBE{R T, overlay syncprov DFE
X D BRI overlay psync ZFLH L TLZ&E W, F/o, D overlay d & 2356, —&FKIRIC overlay psync %
FLEL LT Z&E W,

10.3 Active Directory #—/\—®H—/N\—JEEAZDEE

psync E ¥ 2 — L Cld, OpenLDAP | T8 27 — FZEHEAFEA L 72BRIZ. Active Directory # — N — 0
LDAPS(636/TCP) £ — } 2 LDAP 71 k 2L CAR Y — REFEREFRVE S, = OFIC TLS HEgo 7
®. Active Directory D% — N—FEAZEOBEELTRDIE T,

L 72735 T, Active Directory ¥ — N —® # — N —ZFEHE % /etc/openldap/ldap.conf @ TLS_CACERTDIR D
T4V 27 FVICHET 5%, b LI TLS_CACERT ICHEE SN/ 7 7 A MY — AN —FEHEONEZ ED 5
RENRDHD FT,

[TLS_CACERTDIR /etc/openldap/certs ]

10.4 OJERTE

psync EY 2 —r D 73, loglevel 12 0x10000 Z3EN1S % Z & T slapd 2> & syslog IZELFRDMTRDNE T,

[loglevel stats 0x10000 ]
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(11 LDAP 4 —/\— ;&3

11.1 —EZ0ieH - FiE

11.1.1 LDAP 5 —E XEEEIFIE

root T—H —TLDAP #—N—iZn 4 YL, R—IFILTROaA~xy FEFETLTLIEX W,

[# systemctl start osstech-slapd ]

RDa< > FT Active DA active(running) | ¥ 722 Z ¥ ZHERL £ 3
# systemctl status osstech-slapd
@ osstech-slapd.service - 0SSTech OpenLDAP Server
Loaded: loaded (/usr/lib/systemd/system/osstech-slapd.service; enabled;
vendor preset: disabled)
Active: active (running) since 7K 2019-07-24 15:46:53 JST; 10s ago
Main PID: 12387 (slapd)

. J

11.1.2 LDAP 5 —E R {ZLLFIE

root T—HF —TLDAP ¥ —nN—iZa 74 L, E—IFILTROATY REFETLTLIEE N,

[# systemctl stop osstech-slapd ]

KD a< > FT Active DHiAS lnactive(dead)] 12722 Z & BHER L £ 3,

# systemctl status osstech-slapd
@ osstech-slapd.service - 0SSTech OpenLDAP Server

Loaded: loaded (/usr/lib/systemd/system/osstech-slapd.service; enabled;
vendor preset: disabled)

Active: inactive (dead) since 7K 2019-07-24 15:49:07 JST; 4s ago

11.1.3 LDAP #—E X BiiegFIE

root T—H¥ —TLDAP % —nN—iZn 74 YL, XR—IFILTROaA~vY REFETLTLIEX W,

[# systemctl restart osstech-slapd ]

Active DffiAY Tactive(running) | 12723 Z & ZHERL £ 5.
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# systemctl status osstech-slapd
@ osstech-slapd.service - 0SSTech OpenLDAP Server

Loaded: loaded (/usr/lib/systemd/system/osstech-slapd.service; enabled;
vendor preset: disabled)

Active: active (running) since 7K 2019-07-24 15:50:40 JST; 5s ago

11.1.4 LDAP 5 —E XAZR{TIRREZFIE

root T—H —TLDAP #—n~"—iZu2’f YL, X—IFLTROaA<Y FEERITLTLIEE W,

[# systemctl status osstech-slapd

LDAP #— U 20 EEI L TV 254, Active DFHIC Tactive(running)] DX v —IBRREINE T,

-

# systemctl status osstech-slapd
@ osstech-slapd.service - 0SSTech OpenLDAP Server
Loaded: loaded (/usr/lib/systemd/system/osstech-slapd.service; enabled;
vendor preset: disabled)
Active: active (running) since 7K 2019-07-24 15:46:53 JST; 10s ago
Main PID: 12387 (slapd)

.

%72, LDAP ¥ — A pgrep 2~ > N TR T 2 &\ slapd "B L ADRRDETRRINET,

# pgrep -a slapd

889 /opt/osstech/sbin/slapd -d none -f /opt/osstech/etc/openldap/slapd.conf ...

LDAP ¥ — EZ2DMEIE L TWBE5E. Active DRIZ Tnactive(dead) ] DX v —IBFRREINE T,

# systemctl status osstech-slapd
@ osstech-slapd.service - 0SSTech OpenLDAP Server

Loaded: loaded (/usr/lib/systemd/system/osstech-slapd.service; enabled;
vendor preset: disabled)

Active: inactive (dead) since 7K 2019-07-24 15:49:07 JST; 4s ago

11.1.5 LDAP #—E XD EEhEERT

OS EFRHIC LDAP % — E A HECEFI T 272012, UMFDa~xy FE2ETLET,

[# systemctl enable osstech-slapd

HENEE D RE SN TV 2R L2 WRHE, UIFDa~ Y F2EITLE T,
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# systemctl is-enabled osstech-slapd
enabled

e lenabled ... BHEEBIDER
o [disabled] ... HEEHHER)

HEjREZEINCLI2Vwe 2k, UToa~x Y FEEITLET,

[# systemctl disable osstech-slapd ]

11.2 A—HY -T2 JDNRT—FEE

LDAP IZEHBINTWAEMAMEENHEHO Y b U, HIVRATL0008HOZY P VDAY —F
2EFE T 2845, Idappasswd 2> FTITRWVWE T,

# /opt/osstech/bin/ldappasswd \
-H ldaps://<KRX &> \
-x \
W\
-D <BEERAI>LUDDN> \
-S \
<EERRI> LUJODDN> \
New password: <ZEEWRI > MJDFHLWINZRT—REA>
Re-enter new password: <ZEXRI > ~JDHFLWINZXT— Rz AT>
Enter LDAP Password: <EEHAI>Y MJD/NZXT—R%ZAN>

MEHHT Y YO DNNIZ/SRAY — ROEHHEEFFD LDAP A > b U (fl: cn=admin,dc=example,dc=com)
PRELET,

ZEHENRIT Y R YD DN #PINRAT — FEEWNRLZY YO DN ZEELET,

11.3 OJ8E

OpenLDAP (3. slapd.conf @ loglevel /¢ X —&X —IZEOE, 0/ Xyt —I% syslogEHTHAILE T, v
LU, loglevel 85 X=X —1ZFOF -V — FOMAGDOETREL T,

oL~ Bk

trace BB LD FL—2R
args M N L — R

conns axryayEEOT S
filter MR 7 4 LR -1 7
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gL Bk

config RET 7 A LDffKTa 7

ACL 7reARarvirue—rons

stats Rk, V7 X bon s

stats2 7747 PR LTEELREZ Y PV or S

parse Y bV fEfTou s

sync BEIWHED v 7

none 07 L OVCBRR CEEsRE N 2 EE R v DA LR
any 2TOR T2k T 5

BHEOu Z7ONMRELFLZVESIE, BROF—v— NEEARYD THREL T, 727 L. OpenLDAP
D stats AO B I L TIE. Sy 70 2S5EW LRV TEL ou Zhfi &, LDAP #— b X DMhE
KRCORD 2720, BEEIRETI2HLEEDD FEA,

OpenLDAP O slapd 137 7 # /L b T facility @ locald ¥ LT syslog icv 7% 151 L ¥ 35, OSSTech hk
OpenLDAP @11 27 7 A4 )LD F15E 13 /opt/osstech/etc/rsyslog.d/slapd.conf 7 7 £ MZFREZINTEBD., T7 *
)L+ Tlid T/var/log/osstech/ldap.log| & 72> TWE 3,

if ($programname startswith 'slapd') then {
action(type="omfile" file="/var/log/osstech/ldap.log")
stop

}

0777 A VOREEZLEE L75EE. rsyslogd ZHEEI L TLZE W0,

[# systemctl restart rsyslog ]

11.3.1 O/ 0O0—5—F&E

OSSTech ik OpenLDAP ® v 77 7 £ )LD w7 —7 — hElE. osstech-base /S v 7 — I 24T 3 /op-
t/osstech/etc/logrotate.d/syslog 7 7 A MIZ K DREETNTVE T,

BRI TOr—7 — FABDPREINTVWET,

PRI R— & — FENE

THAEL 100 fHAX
Higx43Iv27  BH AM3 FtH

lopt/osstech/etc/logrotate.d/syslog 7 7 A V2 BT 5 &, RElonru—7— MERP SRS E T,
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11.3.2 LDAP OJDORA

OpenLDAP @ [stats] L-~XLor2Zd, ROEATiLERES N, LDAPICT Z7®R$ 2527 547 ¥ b DOE#HZ
B/TEXT,

<HE> <R h%> slapd[<PID>]: conn=<i&#: ID> fd=<FD> <#EHHEIEDER I O >
<HE> <RX F£> slapd[<PID>]: conn=<iZf: ID> op=<if{E ID> <iRfEDFER - O>

HIF, RA MG, T 242EBLH2RL %7,

conn=1002 fd=13 ACCEPT from IP=127.0.0.1:57671 (IP=0.0.0.0:389)
conn=1002 op=0 BIND dn="cn=admin,dc=example,dc=com” method=128
conn=1002 op=0 BIND dn="cn=admin,dc=example,dc=com” mech=SIMPLE ssf=0
conn=1002 op=0 RESULT tag=97 err=0 text=

conn=1002 op=1 ADD dn="cn=user1,dc=example,dc=com”

SNBSS RA St =N

LDAP £t DAIFEE ( conn=<$fE 1D> )
LDAP ##tD 7 7 4 Vitid 735 ( fd=<FD> )
LDAP #1F (V 7 = X b L#ER) OAIES ( op=<i®fE ID> )
LDAP ##t2—%—® DN ( BIND dn="<DN>" )
LDAP #Efei5/E:
— B ( ACCEPT from IP=<Z 547>k IP ZRLZA>:<R—+FES> ...)
— TLS #&#t ( TLS established ... )
— YW ( closed %721 closed (...))
LDAP #1f:
— TLS B4 ( STARTTLS )
— XA ¥ K @) ( BIND bind="</\ > K DN>" ... )
- 7 ¥2NA4 ¥ F (UNBIND )
— M3 ( SRCH base="<t&RZE S DN>" ... filter="<#&3EK 7 1 JLZ—>", SRCH attr=<EIE X k>
)
— 3B/ ( ADD dn="<3EfAIL 7= DN>" )
— HIBR ( DEL )
— ¥ (MOD )
— RDN Z% ( MODRDN dn="<ZEXHRD DN>" )
— )RRAY— RZHE ( PASSMOD id="<ZEXTRD DN>" )
— BAERER (RESULT ... err=<T5—1— k> text=<IZ—7TF X k>)
— MERAESR (SEARCH RESULT ... err=<IZ—21— K> nentries=<I Y b UH> text=<IZ7—7TF X k>
)
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WHERFTORD K IR0 DS Ns I ehdh x93,

¢ connection_read(<&ES>): no connection!
e connection_write(<&S>): no connection!
— LDAP = AN=2) J TR MRIGE T EZFL L5 & L7ZBIZ LDAP 7 7 4 7 > F 23BLIZ LDAP
BRI L T2 e 2R LE T,

— LDAP 7 54 7 ¥ b DIER L FIETUIRI 21T > TOWRWIERICRET 2 Zhb Y 5,
- EEEMNED D A,

MTou 7 3RABERARMRNZEICED T, N7+ =< VY AHHIEC TV IAREMELD D 3, 3
EIED DT 7 747 > MUldY — B ZDIRE - BIfEISEEN T AUNER ZES L TRV ERA,

e connection_input: conn=<#&#: ID> deferring operation: <fLIE%>
- VIR PRI TZ ALy FARRL TR SN iR ET,
- ALy FIZEEPTEIFEY Y 72X b OUIENEE C B IThbIE T,
- BETZREE LTRDESRIDBEZLNET:
* HHED LDAP 7 74 7~ + SIS KE D LDAP U 7 T X b 2R3 58,
¥ T—RAR—ZARZ L —YDAEMMBE L, WHAL v FRRKHGZ STV 255G,
o KNYITIYRE> <A >T v AFERI>_candidates: (<BM%E>) not indexed
- LDAP B 7 4 VX —ITHEE SN BN A ¥ T v 7 AR Fl B wGEIii R I h 3,
- ATy I ADHHTERND, FROBEVIEIKEEIZ X 2MRVPETEINE T,
o => <HNEPMIEAZR> failed: DB_LOCK_DEADLOCK: Locker killed to resolve a deadlock
— OpenLDAP #—N—D Ny 7 T ¥ R 57— X~ — X Berkeley DB (BDB) 287 v K v 7 Z/AHI L.
ZFNEREHET 272017y Fay ZIKEBORA Ly REZEILLALZEEZRLET,
- HE. ZORIZLDAP 727t R21 7 conn=<#&#t ID> op=<i&{E ID>: <R{EAZB> failure i
B
- FIEENZA Ly RRRZFF o TORBEEH LA L Yy FTHMITS N, B#IEPRYIT 2 £ TH
DIRXNET, WEFEEXFY U EALTE2DITEDD TEA)

UFou 3L 7V r—yarnaryya—<— (AL—7) KA MIERINZ DD 7,

e do_syncrepl: rid=<RID> rc -1 retrying
o do_syncrepl: rid=<RID> rc -1 retrying (<BIEHIDTEDRITEIEL> retries left)
- VL7V —ya VILEPKRLCTHRAITI S 2L 2R LE T,
- KT BFERE LTRDELIRDOBEZLNET:
x TENA K — (Y AKX —) ND LDAP ikl H 2 Wi 7B E, Bil: T ax
4 X— DFEH), ¥ — N—FFHAFEDORIE, 3 v bV — 7 EE) ZEHREMOGEAIZ. 20 7 DRI
slap_client_connect: URI=<Z/\N-T4— URL> DN="</\-f > K DN>" <fH#{%> failed (-1)
cworurbEEEnEd,
# LDAP =¥ MY T —RITEEVH - 56, Bl 7aofX—-—raryya—<v—TRAFx—
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< DIT ICHENDERBE T TV B)
¥ LDAP TV MY T —RDEEAAIZEKHRL25E, Bl T—EZRXR—ADEEFEFRT)

11.3.3 LDAP OV DEHR

OpenLDAP TIZLF — X v b —IDRHITHNTE LT, X v —JIn JEHOMHNICHIATE 2 ¥ —
V—RBEENTVERA,

—Ji. loglevel stats TEMHLTWaHE, #EV 72X P RO DRl & 5 BRFEDHA L 72 -
TVET, INHEERRIGAREFTI—X v —YDA[REMENRD D 7,

<HE> <KX F4#> slapd[<PID>]: conn=<i&#: ID> fd=<FD> <EHOI X vt—>
<BEp> <R 4> slapd[<PID>]: conn=<3&ft ID> op=<i@fE ID> <iREOJ X v E—>

o <HEF>
- BRI Xyb—UhidmShzHEE,
o <R N>
- B XAyt —YDEFITLDKRR M,
e <PID>
- slapd ®FutxID, ()
o <¥Zfe ID>
— LDAP #i 0ilinlR 5. (BUE)
o <FD>
- LDAP ##t D 7 7 4 Vidid 75, (BUH)
» <LDAP #EHOU>
- LDAP 5 - TLS - UIlTicBId 2 n X v -,
o <LDAP #fEOY>
- LDAP #{EICBAT 2 v/ X vt -2,

11.3.4 O Xwvt—< D Rate Limit S8 E DWW T

RHEL7 MO BREE T2, —CHRICKEDOO 7 X v v — IS NE56. v 7/ H 2413 % Rate Limit
REMTHRDOATVET,

LDAP #—N—T& ZHDI 747V 5D 7 7RI X o T, BALLHMBERICKED R 723558 s
GalHDFTDT, BT Ry t—IDREZ <79 Rate Limit &REZ ML L THL e 2HERL T,

OSSTech it OpenLDAP v or =% 4 > A h—§ % &, Rate Limit &EN ML I N 2 X S ITFLDOHRE
PITRONATVET,
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11.3.4.1 journald @ Rate Limit 327

Bt 42t D OpenLDAP R v 7 — I B A L 7238 . osstech-base »$ v 77— JIZ & ¥ L % Jetc/systemd/jour-
nald.conf.d/osstech.conf 7 7 £ JLIZ. journald @ Rate Limit 2L T 2REDEETNTVE T,

[Journal]
RateLimitInterval=0

11.3.5 rsyslog @ Rate Limit %% (RHEL7 0 &)

Bt 12 © OpenLDAP X v 7 — Y %23 A L 74 & osstech-base % v 7 — 212 & % 1L B/etc/rsys-
log.d/osstech.conf 7 7 A4 )L, rsyslogd @ Rate Limit Zf&3I{L 3 2 RENZEN TV E T,

$SystemLogRateLimitInterval @
$imjournalRatelimitInterval @

11.4 \vwoO7v>7

OSSTech fit OpenLDAP Dy 77 v Fix, BWRMED ANy 77 v 7227V 7 M CTHHRICEE T T,

HH A EfE

Ny T Ty TR LDAP #——® DIT XEHFEI R TWE LT — X

BREFETZT4+ L2 MY Ivar/opt/osstech/backup/ldap

Ny I 79 TT7 74V dc=example,dc=com.1dif.gz (7 7 4 /%1% LDAP O
DIT 12525 <)

Ny 77y THE #H AM 5 K 30 57

Ny 77y TIHAREL 30 fHAR

OpenLDAP OFE T 7 A VR EWE Ny 77 v THRICEEFNTOVELADT, FIBRBEIIEC TNy 77y
TREMLTLEE W,

LDAP DNy 77 v A2 1) 7 &, osstech-openldap-servers 2y 77— 4 ¥ A b —JLIFIZ, cron THH AM
51 30 I EITE N B X 51, Jopt/osstech/etc/cron.d/slapdbbackup 7 7 4 L ¥ L TiRESINE T,

Ny 27y TRIRORHEZE LWL EIX, CORET 7 AVELBLTLRE W,

SHELL=/bin/sh
30 5 * x * ldap test -x /opt/osstech/sbin/slapdbbackup &&
/opt/osstech/sbin/slapdbbackup (117TC)
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Ny 77y 7TOWMREEEE L W E. /opt/osstech/etc/openldap/slapdbbackup.conf 7 7 A /L D
Mbackup_maxage| DEUEZZTH L TLIZE W,

[backup_maxage:”30"

11.4.1 WiredTiger X\w I I Y FTONY I 7 v TS

WiredTiger N v 27 L FTlX LDAP #— N—FR{#H1C slapcat 2~ > FIZ K %4 > 7 4 > TO LDIF OHISEH
TEEHA, 2D, OSSTech DNy 77 v T2 7 Y 7 b TlX, WiredTiger N v 7 ¥ FRIFH DRI
1. slapcat 2= > FDfb D IZ Idapsearch 2~ > FIZX 32Ty ) ORGETHRVE T,

Ny 77y FDIIZ 1dapsearch 2<% >~ R T Y b VY ZHUF 3 2812, 1dap 2 —% —HERR T 1dapi:/// #EHT
LDAP 7 —&RIZ7 7t A LET,

Z D7z, WiredTiger Ny 7 LY FRIFRHCHEIRNIC ANy 727 v F2EIET 5720, IR limit RE L 7 2
© ZMEDFE % slapd.conf 7 7 A MBI L TL FZ X0,
limits dn="gidNumber=55+uidNumber=55, cn=peercred, cn=external,cn=auth”
time=unlimited
size=unlimited

\ )

( \

access to *
by dn="gidNumber=55+uidNumber=55, cn=peercred, cn=external,cn=auth” read
by * break

%8, EEEED vidNumber ¥ gidNumber ([ZHEE U7 8#E [55) 1&. LDAP % — =D OS &R S iz
ldap 2 —¥%—® UID/ GID OfE%ZEEL TL ZE WV, ZRENDEDMEFRIL id 2~ N TRIFETT,

# id ldap
uid=55(1ldap) gid=55(1dap) groups=55(ldap)

115 VRF7

OpenLDAP @7 — &1, /opt/osstech/var/lib/ldap iZ2 DB 7 7 A L& L TIRIFENTVWE T, LA L, EERY
WEDT—RT7 7 ANDHIET I BHHET,

T—=R7 7 ANVPHBHHLTL o755 UROFETEIAL TS W,
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11.5.1 BDB Ny I Y FOESEEIR

BDB Ny 7 LY REFHLTWBEIC, slapd 7Rt RAPERFEKT LGER Y. EHRE T IEDT %
DolGEI, TR T7 7 ANVONER—HBHEL, 7—2 7 7 A VEZHFRIICEIHTE RV eAH D X7,

slapd ¥ — E ZDEEN T E R WAL Y, [EHIC LDAP 4 —EZXDBE LR WGE, BENPKEEL TV Y —
N—ETROFIMHICE D EHZHL T ZZ 0,

BONCH7=R—2 7 7 A VOBEWZHEREL T,

[# /opt/osstech/sbin/slapd_db_verify /opt/osstech/var/lib/ldap/*.bdb ]

L5 — Xyt —INRRREINEEERZ. UFOFIETT —XRX—2RDEHEZTRVET,

[# /opt/osstech/sbin/slapd_db_recover -v -h /opt/osstech/var/lib/ldap ]

ATy I AOEMBEEITRVET,

[# sudo -u ldap /opt/osstech/sbin/slapindex -v ]

LDAP 7—&ZR—RX7 7 A LDFEZE & Z)— 7% Idap KEEL E T,

[# chown -hR ldap:ldap /opt/osstech/var/lib/ldap ]

OpenLDAP #— b X ZiEH L 5,

[# systemctl start osstech-slapd ]

OpenLDAP 3E2E) L, %4 LDAP #fFa~ ¥ FOIERICETTEZ 2581 BIHKENLTwES, Z0F
I F20 L C HEIARATRE 7R 5513, ROFIHEEML T ZE W

11.5.2 F—2ERICES LDAP 7F—2 DU +7

B DY — N —KERRIE . FEENFAE U LDAP — N— 2 i35ic, E#EICEE LTW5 LDAP v 2 X —
P —N—=K o T\ DG, HEEREEZFIH L CTRENFE L LDAP 34— N—0DF7 — X 2EHTEE T,

EHMEER FELSREL TV BRIRETHIUZ, LUFOFIET LDAP ¥ — X =HFAT 2 Z ¥ THRHTD LDAP
T—RIZVAMNTTEET,

FEEMFEE LY —N—0D LDAP — b X2 EIF L E 5,
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[# systemctl stop osstech-slapd ]

HEDTFT—ZDONy 77 v 7ERELTEEET,

[# cp -rp /opt/osstech/var/lib/ldap /opt/osstech/var/lib/ldap-"~date +%Y%m%d" ]

RENREL Y —N—DFT—X 7 7 A VZHIFRL. LDAP 4 —E X ZEEIL £7,

# systemctl start osstech-slapd

# rm -rf /opt/osstech/var/lib/ldap/* l

VA7 FMREA 2D £5,

IE® 7% LDAP #—N—t VX }7 L7 LDAP = N—D Y MY Z KT 5 2T, HENTETLTWEZ
MR LTSN,

# /opt/osstech/bin/ldapsearch \
-h 1ldap1 \
-x \
=W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \
>ldap1.1dif
Enter LDAP Password: #*xxxxxxx
# /opt/osstech/bin/ldapsearch \
-h 1ldap2 \
-x \
=W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \
>ldap2.1dif
Enter LDAP Password: **xxxkx**
# diff -u ldapl1.1dif ldap2.1ldif

ldapsearch 2> FD -D 47> 3> 1Zid, LDAP BEHH > P YD DN ZEEL¥7,
NRAT—=RANERDOLNETOT, -DATYa YIHEELLEHHAIY NVDOARRAY—-REANLET,

LDAP 7 —Z DEHMET T2 5T, =¥ PV BIC K o TREDIKHED DD 25E803D D £3,

1153 Ny IT79vTIT7AUDSDITIIRT

URDESRHRHTIE XN 2T v T T77AALEDTIAY X FTICEk 3 LDAP F—&ZDOEIHEZITHRVET,
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o« VYV INMERDES
o YIAF AR —MERDOME ST DY —N—ICEENFELE L F—XOEIEHBITERWIES

FFHRANCEL LDAP +——D LDAP +— b 22 =E1F L3,

# systemctl stop osstech-slapd

LDAP v 2 & — 1 ST, LUFROTFIET LDAP 7 — X DIEIHZATRVE T,

2Dy, BHED LDAP F—& 2574 L2 b VITBEIL 3,

# rm -rf /opt/osstech/var/lib/ldap/*

# cp -rp /opt/osstech/var/lib/ldap /opt/osstech/var/lib/ldap-"date +%Y%m%d™ l

BIHCHIHAST 2 LDIF 7 7 A VI N 27 v T2 LTHIFLTW3 LDIF 7 7 A )L ( /opt/osstech/var/backup/ldap/<LDAP |
Y EFALET,

# zcat /opt/osstech/var/backup/ldap/dc=example,dc=com.ldif.gz \
| /opt/osstech/sbin/slapadd -vw

# chown -hR ldap: /opt/osstech/var/lib/ldap

# systemctl start osstech-slapd

¥V IR O AR LDAP ¥ — RO HEHINTE T L SEIBERIZTE T T,

INF AR —MERDOEGEZ, LDAP YA X — 2 5% 17— X882 X% LDAP 7— 2DV X+ 7 OF
ECHENMEIHZ T2V E 3

LDAP 2L — 7% —N—12DW\W T3, LDAP v XX —H%—N—DFIHZE T, [F—&HEHZ X3 LDAP ¥—
ZDY R N7 OFEHEMEIHTE T,

11.6 SEEAE 7 7 1 LD EHH

AFRHE 7 7 £ L O FEHiIRF, TLSCertificateFile(¥— N —FEBHE), TLSCertificateKeyFile(Fi 58 7 7 £ 1) IZ7%
EINTVIFHAEZET 7 AL EH LW T 7 A MCHEFH L TLZE W,

TLSCertificateFile /opt/osstech/etc/openldap/certs/ldapl.crt
TLSCertificateKeyFile /opt/osstech/etc/openldap/private/ldapl.key

R CA FFRHEDEH XN 25 E 1%, TLSCACertificateFile /85 X — X —IZHRESINTWVWBE 7 7 A LB HEHL
TLEEW,
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[TLSCACertificateFile /opt/osstech/etc/openldap/certs/ca.crt ]

7 7 A VDOFEH K, LDAP — b R EREI L CiEAE 7 7 A VO EHIZE T T,

[# systemctl restart osstech-slapd ]

mB, BREBROEEG, BROMEICHMT 57D, BRE (BE0T) 0% —N"—D¥ — N —GEIHEZRE L
TWbZehdhET,

ZDGE, HEOBHESICREINTOWA Y —N=FEAFEEZH L VT 7 A LIZEH L. LDAP ¥ —E 2D FHIL
FEEMELTL I,

11.7 BTV K. |/RET 7LD man F—2 DEEER

OSSTech il OpenLDAP Ry 7 —JIZEEN2F <Y RRRET 7 4 )LD man 7 — X DRI osstech-man
a<y RTITRVET,

[$ /opt/osstech/bin/osstech-man <& LWVWIY> K&E> ]

Bl 21X, ldapsearch 2= > F® man 7 — X OFEFRIZRD I~ ¥ FTITRVE T,

[$ /opt/osstech/bin/osstech-man ldapsearch ]

11.8 LDAP EZRROEf LT K

OSSTech it OpenLDAP Tid, LDAP OEFICFZDORD A~y Rt L TWE T,

1difdift

* ldifunwrap
ldifunbase64
* ldifsort

* ldifsortattr

11.8.1 Idifdiff A<v > F
difdiff 2~ > RiZ, LDIF 77 A LD LY b URBHDIEFZEHL T, 2 ODLDIF 7 7 A LR L %7,

LDIF 77 4L 2 LDIF 7 7 A LICEENTWVWB LY FYDORNEEZHEL-WIGE, BEIEFEEhTnws Ty
FMUOHAEFRIZEE > TWiRWED, diff a~ >y FTENAZfBEICHERTE SR A,
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ZZT. difdif 2= F2FHT 22T, LDIFOLY bV TOHESAREL 2 D F3,

[# /opt/osstech/bin/ldifdiff 1.1dif 2.1dif ]

Zha<wy RIFUHEFRD LDIF 7 — X2 2 Wo l2ATRTXEY) KA ADEEO 0, EXEYA XD
LDIF ¥ — Z 2B EITS A F LD X EYMEBIC ZEEL X W,

11.8.2 Idifunwrap O > F

Idifunwrap =< > Fi&, Idapsearch i & % LDIF B IZ7-0 1dif-wrap=no” 7Y a ¥ Z {3 S T HEIRIC
HATHMTRDNIZ LDIF 7 7 A MK LT, BAT2 D B < ABEAATHET § s

[# /opt/osstech/bin/ldifunwrap backup.ldif > backup_new.ldif ]

11.8.3 Idifunbase64 <% > F
ldifunbase64 <> FiX. LDIF 7 7 f LHIZ&EN 5 BASE64 (L%, Ta—FLTHALET,

LDAP Tl ASCII DN DX FE NS 2 B2, % BASE64 TLYa— R LT L £3, £ L T, ldapsearch
a< Y R, BASE64 Ty a— FENETF—XE2Z0FEEHALET, (BEROEI k) % T)

TERLDOFESTHITIE, sn & givenName DA’ BASE64 TTY a— FENTVE T,

# /opt/osstech/bin/ldapsearch -x cn=yamada
dn: cn=yamada,ou=Users,dc=example,dc=com
objectClass: top

objectClass: person

objectClass: inetOrgPerson

cn: yamada

sn:: 5bGx55Sw

givenName:: 5aSq6Y00

. J

BASE64 {LXN-fEZ Fa— R332, base6d 2= FDO-d A 7> av#2FE5 e BN TEF T,

# echo 5bGx55Sw | base64 -d
LI

L2 L LDIF FIZKEIZHN % BASE64 XFF% 1 D3OS 2 DT KRE R0, b DIZ Idifunbase64
av Y FIZk ) — 5 TEEARET T,

F/2, ZDa~wy FTEBELEERIE. LDIF OIS W2 O AIEER T IO T, 2D % % Idapmodify
RY¥Da~<Y RIZLDIF 774 e LTHRATE RS,
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# /opt/osstech/bin/ldapsearch -x cn=yamada | /opt/osstech/bin/ldifunbase64
dn: cn=yamada,ou=Users,dc=example,dc=com

objectClass: top

objectClass: person

objectClass: inetOrgPerson

cn: yamada

sn: LLUH

givenName: BB

. J

11.8.4 Idifsort A<v K
ldifsort 2= > FiZ LDIF #1® DN OfEi% ¥ —12, LDIF DL b Y 2K R £T,

LDAP Tl hah 2> bV OIEFRIERED 2, 1dapsearch 2= > FTHUS L 7z LDIF OfERIZY — b X
NTVERA, (B0 ) —=icHhEns 2oy ) —fEEIHE - 72 BT MR SN E T)

DN OfEIZfE>TLDIF x> bV 2 IE R 2 WIHEC Wdifsort a2 25 Z e B TEXT,

[# /opt/osstech/bin/ldifsort allentry.ldif ]

Zha<wy RIFUENRD LDIF 7 — X2 Wo l2ATARTXEY) ZAADERHEDO 0, EXEY A XD
LDIF ¥ — Z ZIVEEIES AT LD X EUBIC ZEE L W,

11.8.5 Idifsortattr A< > K
Idifsortattr 2~ > Fid, LDIF DT> + ) T IEHERD TV T 7 Ry MEIZHE-> T, TRNEZET,

LDAP T3, 1 =Y MV DT =X IZEENZEBHEADIEFIERETT., €D/, ldapsearch 2v > FTx
YRMUERETAE, MY T EHEAOWXITIES XS IR D £,

% Z T, Idifsortattr 2~ ¥ FKZfioT, =2 MV NOREMEZIEFRICUNZFZ SN TEET,

[# /opt/osstech/bin/1ldifsortattr allentry.ldif ]
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