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License

COMMON DEVELOPMENT AND DISTRIBUTION LICENSE (CDDL) Version 1.0

1. Definitions.

1.1. Contributor means each individual or entity that creates or contributes to
the creation of Modifications.

1.2. Contributor Version means the combination of the Original Software, prior
Modifications used by a Contributor (if any), and the Modifications made by

that particular Contributor.

1.3. Covered Software means (a) the Original Software, or (b) Modifications, or

(c) the combination of files containing Original Software with files containing
Modifications, in each case including portions thereof.

1.4. Executable means the Covered Software in any form other than Source Code.

1.5. Initial Developer means the individual or entity that first makes Original
Software available under this License.
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License

COMMON DEVELOPMENT AND DISTRIBUTION LICENSE (CDDL) Version 1.0

1. Definitions.

1.1. Contributor means each individual or entity that creates or contributes to
the creation of Modifications.

1.2. Contributor Version means the combination of the Original Software, prior
Modifications used by a Contributor (if any), and the Modifications made by

that particular Contributor.

1.3. Covered Software means (a) the Original Software, or (b) Modifications, or

(c) the combination of files containing Original Software with files containing
Modifications, in each case including portions thereof.

1.4. Executable means the Covered Software in any form other than Source Code.

1.5. Initial Developer means the individual or entity that first makes Original
Software available under this License.
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(80000000 ]

81 TomcatL OO

O0oobOD@OooooooobooooOoboD HTTPS OO OOOOOOOODODO
O /opt/osstech/etc/tomcat D0 OO DO OO OO serverxml 000 0OOOO OpenAM
o000 1000200000000000000

<Connector protocol="AJP/1.3"
secretRequired="false"
address="127.0.0.1"

port="8009"
scheme="https" <- 00O
secure="true" <- 00O

redirectPort="8443" />

8.2 OpenAM OO OODODOO

O00DODODOO0OO00ooOo0oooobooooDoDboO OpenPAMOODOOOOOOOD
OpenAMOO0OD0O 10002000000000000D0O000O0DOOODOODOO

[# systemctl restart osstech-tomcat ]
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(9 SELinux 00

000 SELinux 0000000000000 O00O0OO000OSELinux00000OO00O0OO
gbouooobooooooooooad

OO0 SELinux 0O O0O0O0OOpenAM O 00D DODODOOODOO0ODOOOOpenAM
000000000 omoooooDoDDOD @ooooooooooooo)a/
O0oDoDOoDoDooooDooooDo0ooo0ooDOo0DoDOooDoooooooooDoOoonag
O /opt/osstech/var/lib/tomcat/data/openam/openam 0 O 0 0O O 000 O O O 0O
O00D000o00ooOoDoDOo0ooooooooooooog

91 0000

911 0000O00ODOOODOOOOO
SELinux OO0 0000000000000 DOO0O0DO0O00OO0DO0OO00O

[# dnf install -y policycoreutils-python-utils ]

912 debugl 0 COCOCOCOCOO
OpenAM O debug 0000000000000 0000000

# 1s -d /opt/osstech/var/lib/tomcat/data/openam/openam/debug
/opt/osstech/var/lib/tomcat/data/openam/openam/debug/

00000 OpenAMOO0ODOOODOOOODOOODO debugOO0DOO0OO0ODOODODO
O0debug 00000000 DOODOO0ODO0ODODOODOODOODOODODODODOODO

# mkdir /opt/osstech/var/lib/tomcat/data/openam/openam/debug
# chown tomcat:tomcat /opt/osstech/var/lib/tomcat/data/openam/openam/debug
# chmod 750 /opt/osstech/var/lib/tomcat/data/openam/openam/debug

9.2 SELinuxo O

9.21 TomcatO OO on
Tomcat 0 D00 0000000000000 D0O0OODOOOODOODOOODOOOOO
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# semanage fcontext -a -t tomcat_log_t "/opt/osstech/var/log/tomcat(/.*)?"
# semanage fcontext -a -t tomcat_log_t "/var/opt/osstech/log/tomcat(/.*)?"
# restorecon -R /opt/osstech/var/log/tomcat

Tomcat 0 000000000 OOOOOOOOOOOOODODOOODDOOODO tom-
cat_log t0 OO0 O0DOODOODOO

'a N\

# 1s -Zd /opt/osstech/var/log/tomcat
system_u:object_r:tomcat_log_t:s@ /opt/osstech/var/log/tomcat

# 1s -Z /opt/osstech/var/log/tomcat
system_u:object_r:tomcat_log_t:s@ catalina.out
system_u:object_r:tomcat_log_t:s@ localhost.log
system_u:object_r:tomcat_log_t:s@ old

9.22 OpenAM O OO ODOOOOO
OpenAM I OO0 O0OODDOOODDOODDOODDOODOOODOODOOODOODOO

# semanage fcontext -a -t tomcat_log_t \
"/var/opt/osstech/lib/tomcat/data/openam/openam/log(/.*)?"

# semanage fcontext -a -t tomcat_log_t \
"/var/opt/osstech/lib/tomcat/data/openam/openam/stats(/.*)?"

# semanage fcontext -a -t tomcat_log_t \
"/var/opt/osstech/1lib/tomcat/data/openam/openam/debug(/.*)?"

# semanage fcontext -a -t tomcat_log_t \
"/var/opt/osstech/lib/tomcat/data/openam/opends/logs(/.*)?"

restorecon -R /var/opt/osstech/lib/tomcat/data/openam/openam/log
restorecon -R /var/opt/osstech/lib/tomcat/data/openam/openam/stats
restorecon -R /var/opt/osstech/lib/tomcat/data/openam/openam/debug
restorecon -R /var/opt/osstech/lib/tomcat/data/openam/opends/logs

H OH O H

(
|

OpenAMUOOOO0ODOOODOOOODDOODODOOODOOODODOODODOO
tomcat_log t0 00000000000

# 1s -Zd /var/opt/osstech/lib/tomcat/data/openam/openam/{log,stats,debug}
system_u:object_r:tomcat_log_t:s@ /var/opt/osstech/lib/tomcat/data/openam/openam/
debug

system_u:object_r:tomcat_log_t:s@ /var/opt/osstech/lib/tomcat/data/openam/openam/
stats
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system_u:object_r:tomcat_log_t:s@ /var/opt/osstech/lib/tomcat/data/openam/openam/
log

# 1s -Z /var/opt/osstech/lib/tomcat/data/openam/openam/log
system_u:object_r:tomcat_log_t:s@ access.csv
system_u:object_r:tomcat_log_t:s@ authentication.csv
system_u:object_r:tomcat_log_t:s@ activity.csv
system_u:object_r:tomcat_log_t:s@ config.csv

# 1s -Z /var/opt/osstech/lib/tomcat/data/openam/openam/debug
system_u:object_r:tomcat_log_t:s@ Configuration
system_u:object_r:tomcat_log_t:s@ IdRepo
system_u:object_r:tomcat_log_t:s@ old
system_u:object_r:tomcat_log_t:s@ CoreSystem
system_u:object_r:tomcat_log_t:s@ Session

# # 1s -Z /var/opt/osstech/lib/tomcat/data/openam/openam/stats
system_u:object_r:tomcat_log_t:s@ amMasterSessionTableStats
system_u:object_r:tomcat_log_t:s@ idRepoCacheStat
system_u:object_r:tomcat_log_t:s@ old

# 1s -dZ /var/opt/osstech/lib/tomcat/data/openam/opends/logs
system_u:object_r:tomcat_log_t:s@ /var/opt/osstech/lib/tomcat/data/openam/opends/
logs

# 1s -Z /var/opt/osstech/lib/tomcat/data/openam/opends/logs
system_u:object_r:tomcat_log_t:s@ access
system_u:object_r:tomcat_log_t:s@ errors
system_u:object_r:tomcat_log_t:s@ replication
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