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# /opt/osstech/bin/ssoadm export-entity \
--adminid amAdmin \
--password-file [0 O0O0OODOOOO] \
—--entityid "https://sso.example.co.jp/openam” \
--realm "[O0O00O0O71" \
--meta-data-file saml_meta.xml \
--extended-data-file saml_data.xml
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# sed -1 -e "s@https://openamd1.example.co. jp:443/openam@
https://sso.example.co. jp/openam@g” ./saml_meta.xml

# sed -1 -e "s@https://openam@1.example.co. jp:443/openam@
https://sso.example.co. jp/openam@g” ./saml_data.xml
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--adminid amAdmin \
--password-file [0 O0OOOOOOO] \
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# /opt/osstech/bin/ssoadm import-entity \
—--adminid amAdmin \
--password-file [0 O0OOODOOOO] \
--realm "[O000O0O71" \
--cot usrcot \
--meta-data-file saml_meta.xml \
—--extended-data-file saml_data.xml

OO0 SAMLIdPOOOOODOOO
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https://openam@1.example.co. jp/openam/saml2/jsp/exportmetadata. jsp?
entityid=https://sso.example.co.jp/openam&realm=[0 000 ]
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// nameid

setNameID();

// mail

setMail();

// script-mobile
setMobilePhoneNumber();
// cookie-name
setCookieName() ;

function setNameID() {
var attributeName;

if (remoteEntityID === "https://sp.example.co.jp/emp"”) {
attributeName = "employeeNumber";

} else {
attributeName = "uid”;

3

// 0000000000000 uid OO0 employeeNumber OO O OO OO0
var namelIDValue = identity.getAttribute(attributeName);

// nameid O O0O0O0O

putEntry("nameid”, nameIDValue);

function setMail() {
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/*

0000000000000 mail OOODOOODODO
O000000oDooononO mail ODOOODOO
0000000000000 mail OOOOOOOO

0000000000000 meil DODODOODOOO
oo oouoouoooooo
*/

// 0000000000000 employeeNumber OO OO OOOO
var empNum = identity.getAttribute("employeeNumber™);
var mail = empNum.isEmpty() ?

null : empNum.iterator().next() + "@example.co.jp";
// mail OO0O0O0O
putEntry("mail”, mail);

function setMobilePhoneNumber() {
// 0000000000000 mobile OOOOOOO0O
var mobile = identity.getAttribute(”"mobile”);
if (!mobile.isEmpty()) {
mobile = mobile.iterator().next();
if (/°0[789]0\d{4}\d{4}$/.test(mobile)) {
var m = [];
m.push(mobile.substring(0,3));
m.push(mobile.substring(3,7));
m.push(mobile.substring(7));
mobile = m.join("-");
}
mobile = /"0[789]10-\d{4}-\d{4}$/.test(mobile) ? mobile : null;
}
// script-mobile OO O OO
putEntry("”script-mobile”, mobile);

function setCookieName() {
// OpenAM OO OOOOOO API OOO
var response = httpClient.get(
"https://sso.example.co. jp/openam/json/serverinfo/x", {
cookies: [1],
headers: []
D
// 0000000000000 DO0Od
var serverInfo = response.getEntity();
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var json = JSON.parse(serverInfo);

// 0000000000000

var cookieName = json ? json.cookieName : null;
// cookie-name O OO OO
putEntry("cookie-name"”, cookieName);

function putEntry(name, values) {
if ('name || !values

|| values instanceof java.util.HashSet && values.isEmpty()
|| values instanceof Array && !values.length) {

// 000000000 attributes ODOOOOMO

// 000000000000 0000000000 (0O 0)

logger.error("Key name: " + name

+ " could not be added to the result map.");

return;

if (typeof values === "string” || values instanceof String) {
// 00000000 -> Set OOO
var set = new java.util.HashSet();
set.add(values);
values = set;
} else if (values instanceof Array) {
// Array OOOO0OOOOOO ->Set OO0
values = new java.util.HashSet(values);
}
if (logger.messageEnabled()) {
// 00000000000000000000000O (00OO00d)
logger .message("Key name: " + name + ", values: + values.toString()
+ " has been added to the result map."”);

n

// attributes DO ODOODODODO
//put 00000000000 DOO0OO0O0DODOO0ODODOOO0O0O0O0 Set 000D OOOO
attributes.put(name, values);

oboobooobooboooboobob SAMLOOOODO@uoob)yoboobooo
gooo

e SPODOODOOODO ID DO https://sp.example.co.jp/emp0 000 O00OO00O0O
LDAP O O J uid=user00010 employeeNumber=osstech@0@1 mail=0001@example.co. jpO
[0 mobile=080123456781 00 0 [
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<samlp:Response ...>
<saml:Assertion ...>

<saml:Subject>
<saml:NameID
Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified”
NameQualifier="https://sso.example.co.jp/openam”
SPNameQualifier="https://sp.example.co. jp/emp”
>0sstech@001</saml:NameID>

</saml:Subject>

<saml:AttributeStatement>
<saml:Attribute Name="mobile">
<saml:AttributeValue ...>080-1234-5678</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="cookie-name">
<saml:AttributeValue ...>iPlanetDirectoryPro</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="mail">
<saml:AttributeValue ...>0001@example.co.jp</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
</saml:Assertion>
</samlp:Response>

e SPOOOODOOO IDO https://sp.example.co.jp/spJ 0000000 O LDAP
00 00 uid=user@0@1l employeeNumber=osstech@9@1ll mobile=080-1234-56780
ood

<samlp:Response ...>
<saml:Assertion ...>

<saml:Subject>
<saml:NameID
Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified”
NameQualifier="https://sso.example.co.jp/openam”
SPNameQualifier="https://sp.example.co. jp/sp"
>user@001</saml:NameID>
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\

</saml:Subject>

<saml:AttributeStatement>
<saml:Attribute Name="mobile">
<saml:AttributeValue ...>080-1234-5678</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="cookie-name">
<saml:AttributeValue ...>iPlanetDirectoryPro</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="mail">
<saml:AttributeValue ...>osstech@0@1@example.co. jp
</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
</saml:Assertion>
</samlp:Response>

J

O0000o0b0boobo0bobobo0bobo0bOobOd FederationOO OO oogo
uobooodoobooobboooboodobobooobboobobboooboboooono
goboooooog

ERROR:

IDPSSOUtil.getAttributesMapFromScript: Failed to execute the script.
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