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[ProxyPass /openam ajp://localhost/openam retry=0 ]

3.24 000000
000 URLOODOO0O0O0O0000000000000000000000000000
0000000000000 00000000000000

3241 00000000000000000

O0000000DbO0ODO0000 URLODODOODOODOODOOOoDO
goood

( 1)

<VirtualHost *:80>
ServerName https://sso.example.co. jp:443

<Location /openam>
Require all denied
</Location>

<LocationMatch "*/+openam$">
<RequireAll>
Require all granted
Require method GET POST
</RequireAll>
</LocationMatch>

<LocationMatch "*/+openam/+$">
<RequireAll>
Require all granted
Require method GET POST
</RequireAll>
</LocationMatch>

<LocationMatch "*/+openam/+(UI/+Login|UI/+Logout|ArtifactResolver|SSORedirect
| SSOPOST | AuthConsumer | IDPS1oRedirect |IDPS1oInit | IDPS10oPOST|idpssoinit|SAMLAwareSe
rvlet|SAMLSOAPReceiver|cdcservlet|XUI|isAlive\. jsp)">
<RequireAll>
Require all granted
Require method GET POST
</RequireAll>
</LocationMatch>
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<LocationMatch "*/+openam/+json/+(authenticate|serverinfo|sessions|dashboard
S0
<RequireAll>
Require all granted
Require method GET POST
</RequireAll>
</LocationMatch>

<LocationMatch "*/+openam/+json/+users">
<RequireAll>
Require all granted
Require method GET POST DELETE
</RequireAll>
</LocationMatch>

<LocationMatch "*/+openam/+oauth2/+(\.well-known/+openid-configuration|access
_token|authorize|connect/+jwk_uri|userinfo|tokeninfo|introspect)">
<RequireAll>
Require all granted
Require method GET POST
</RequireAll>
</LocationMatch>

</VirtualHost>

- J

3242000000000000000000

OpenAMOO0OODO IPOODOOODOOOODOODOOODOODOODODOOODOODOLBO
viPOOOOOOooooooooo
goood

4 R

<VirtualHost =*:8080>
ServerName sso.example.co.jp

<Location /openam>
Require ip 10.0.119.124 // OpenAM 1 OO0 OO IP OO OO
Require ip 10.0.119.125 // OpenAM 2 01000 IP OOOO
Require ip 10.0.119.121 // OO0D0OO0OOOOOOOODOOOOO LB O VIP
</Location>
</VirtualHost>

-
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<VirtualHost *:443>
ServerName https://openam@1.example.co. jp:443
SSLEngine On
SSLCertificateKeyFile /etc/pki/tls/private/openam@i.key
SSLCertificateFile /etc/pki/tls/certs/openam@l.crt
#SSLCertificateChainFile /etc/pki/tls/certs/server-chain.crt

<Location /openam>
Require ip 10.0.119.100 // DOOOOO IP ODOOO

</Location>

</VirtualHost>

\

325 0000000000
Apache 0 Tomcat 100 00000000000000000000000000O00
oooooooooo

RewriteRule \.\.; - [forbidden]

O00<VirtwalHost>O0 OO OO ODOO

3.26 0000
326.100000000

000000000000 000000000 %D @O000)0 %P:%{tdlP(0000
IDODOODOID)OO0DOODOO
ooooo

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\” \"%{User-Agent}i\" %D
%P:%{tid}P" osstech
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goood
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' )

<VirtualHost *:80>

SetEnvIf Request_URI "*/openam/isAlive.jsp$"” healthcheck=on
CustomLog logs/access_log osstech env=!healthcheck
CustomLog logs/healthcheck-access_log osstech env=healthcheck

</VirtualHost>

| /

3.2630000000000000000

OpenAMOUO0O0O0ODOODOOOOODODOOOOODODOODDODODOODODO
gooood

' )

<VirtualHost *:8080>

<Location "/openam/namingservice">
SetEnvIf Remote_Addr "(10.0.119.124]|10.0.119.125)" openam-failover-access

</Location>

CustomLog logs/openam-agent-access_log osstech env=!openam-failover-access

CustomLog logs/openam-failover-healthcheck-access_log osstech env=openam-fail
over-access

ErrorLog logs/openam-agent-error_log

</VirtualHost>

| /

3.2640000000000000000

uoobboodbobooobbuooobobooobobood
goood

<VirtualHost *:443>

CustomLog logs/openam-console-access_log osstech_ssl
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ErrorLog logs/openam-console-error_log

</VirtualHost>

3.3 Tomcat 0 0O [

3.3.1 server.xml
server.xml (/opt/osstech/etc/tomcat/serverxml) D 000000000000 OO00O0O

- JODDOO
— Apache 00000000 OOOONO TomcatOO O OO O maxThreads OO 0O O
ud
- JO0DDOOO0OD
— OpenAM O HTTPSOOOODOOOOODOOOOOODODO Oscheme O proxyPort
goodogo
— Tomcat D OO0 OO Cookie D Secure OO ODODOOOOONO secure O true O O
oooo
- JO0DOOOODO
— URIEncoding O UTF-8 0 00O OO
* AJP
- ApOD0OOCOOODIPOOODOO addressO00O0OOOO
- 000000000 000DOOO0 secretRequired O true O O O secret O 0 O
ooO

goood

' )

<Connector port="8009" protocol="AJP/1.3" redirectPort="8443"
maxThreads="512"
URIEncoding="UTF-8"
scheme="https"
secure="true"
secretRequired="false"
address="127.0.0.1"
proxyPort="443" />

3.3.2 tomcat.conf
tomcat.conf (/opt/osstech/etc/tomcat/tomcat.conf) D0 000000000000 O0OO
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e JavaO OO QOQOO

goood

[JAVA_HEAPSIZE="2®48M" ]

34 000000000000

3.4.1 OpenAM
OpenAMOO0O0O0ODOO 4000000000
00 Ooooooooog
oooo /opt/osstech/var/lib/tomcat/data/openam/openam/log
000000  /opt/osstech/var/lib/tomcat/data/openam/openam/debug
oooo /opt/osstech/var/lib/tomcat/data/openam/openam/stats

OpenDJ OO  /opt/osstech/var/lib/tomcat/data/openam/opends/logs

000000000000 0DO0bOobOO0bOO cSvObooooOologrotate 0 O
oobooobooobobuoooboboooboooboo
OpenDJ O O0OD0O0OCOODOOODOOODO (24h,sizey0O0OODOOO

gobooobboooobooobbooooboood

00000 OpenAMUIDOODOODOOOODOODO Dlogrotate OO0 DOODOODOODO
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OpenDJ 0000 0ODO0O0OOCODOOODOODOODOOOOODOD]logrotate 100000
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OO000O000O0D00O0ODOO logrotate 10000 0OO0OOOOOOOODOOODOOODO

gobobooobooboooboboooobooobobooobbuooobooon

ud gogoooagago gogd
gogd OpenAM O O0OOD0DOODODOO  logrotate
000000  logrotate logrotate
oooo logrotate logrotate

OpenDJ OO OpenDJOOOOOO0OODOOO logrotate

goooboodbobooobbooobbooobobood
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oo OoOdooooooooo oooOd
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ooooon 00 (O0.S O logrotate 0 0 0O0) 10000
oooad 00 (O.S O logrotate 0 O O) 100 O O
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OpenDJ error/replication 00 0OO0O0O 7000000000 10000

3.4.1.1 OpenAM O logrotate 1 0 OO0 0O
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O0OOpenAM O OODOODOOOOODOODOOOODODODOOODODODOOOD
OO0D0O00O logrotate 1 OO0 O00O0OOOODOOOOODODOO

goooboodbobooobbooobbooobobood

{/opt/osstech/etc/logrotate.d/openam ]

3.41.20penAM O 000000000 O0OO (Global CSV Handler) 0 00O 0O

gooodiooMBOOOOODOOOOODODOOODOODOOOODOODOODODODO
gooood
goboooboboooobooooood

- 00>000000000>Audit Logging 000
« 00>00000>Audit Logging 0 O O

Audit Event Handlers>Global CSV Handler 0 O O O

ooon aog oogno

Maximum File Size 0(O O O =100000000) O00o00DoDooooooooo
OoDooooooon

Rotation Times 10800(0 0 O =00) ooooOooDOOoOon
1080000 03:000 000000
oooo
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oooo OO0 oooo
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Historical Files ododddooooooooa

34130penDd 00000000 OOOOOO

O00000O0ODO0O0OO00O0O0O000Ob0 OpenAMOOODOODODODO2000000
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${DS_DIRMGRPASSWD} 00 OpenAM 000000 amadmin 000000000
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[# DS_DIRMGRPASSWD=O O OO OOODO ]

« OpenDJ 0000 0DODOODOOODOODOODO

o000 AM3OOODOO0OO0ODOOOD0O0O0DOOO0O0O0MmMODODO O Fixed Time(3:00)
Rotation PolicyD OO OO OOOOO0OO

# /opt/osstech/var/lib/tomcat/data/openam/opends/bin/dsconfig \
create-log-rotation-policy \
--hostname localhost \
--port 4444 \
--bindDN "cn=Directory Manager" \
--bindPassword ${DS_DIRMGRPASSWD} \
--policy-name "Fixed Time(3:00) Rotation Policy” \
--type fixed-time \
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--set time-of-day:0300 \
--no-prompt \
--trustAll

e JO00DOUO0OD0ODOUOUODLDUOOUODbDbDUOLDDbDbO

access,audit,error,replication 0 0 0 00000000000 OOOOOOOOOOODOO
o0oon

# /opt/osstech/var/lib/tomcat/data/openam/opends/bin/dsconfig \
set-log-publisher-prop \
--hostname localhost \
—--port 4444 \
--bindDN "cn=Directory Manager" \
—--bindPassword ${DS_DIRMGRPASSWD} \
--publisher-name File-Based\ Access\ Logger \
--remove "rotation-policy:24 Hours Time Limit Rotation Policy” \
--remove "rotation-policy:Size Limit Rotation Policy” \
--no-prompt \
--trustAll

# /opt/osstech/var/lib/tomcat/data/openam/opends/bin/dsconfig \
set-log-publisher-prop \
--hostname localhost \
--port 4444 \
--bindDN "cn=Directory Manager" \
--bindPassword ${DS_DIRMGRPASSWD} \
--publisher-name File-Based\ Audit\ Logger \
--remove "rotation-policy:24 Hours Time Limit Rotation Policy” \
--remove "rotation-policy:Size Limit Rotation Policy"” \
--no-prompt \
--trustAll

# /opt/osstech/var/lib/tomcat/data/openam/opends/bin/dsconfig \
set-log-publisher-prop \
--hostname localhost \
--port 4444 \
--bindDN "cn=Directory Manager” \
--bindPassword ${DS_DIRMGRPASSWD} \
—--publisher-name File-Based\ Error\ Logger \
--remove "rotation-policy:7 Days Time Limit Rotation Policy" \
--remove "rotation-policy:Size Limit Rotation Policy” \
--no-prompt \
--trustAll
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# /opt/osstech/var/lib/tomcat/data/openam/opends/bin/dsconfig \
set-log-publisher-prop \
--hostname localhost \
--port 4444 \
--bindDN "cn=Directory Manager" \
--bindPassword ${DS_DIRMGRPASSWD} \
--publisher-name Replication\ Repair\ Logger \
--remove "rotation-policy:7 Days Time Limit Rotation Policy” \
--remove "rotation-policy:Size Limit Rotation Policy"” \
--no-prompt \
--trustAll

s O0O0OOO0OOOOOOODOOOOODODOODODODO

g0 UUL o

-

# /opt/osstech/var/lib/tomcat/data/openam/opends/bin/dsconfig \
set-log-publisher-prop \
--hostname localhost \
—-port 4444 \
--bindDN "cn=Directory Manager" \
--bindPassword ${DS_DIRMGRPASSWD} \
--publisher-name File-Based\ Access\ Logger \
--set rotation-policy:"Fixed Time(3:00) Rotation Policy” \
--no-prompt \
--trustAll

# /opt/osstech/var/lib/tomcat/data/openam/opends/bin/dsconfig \
set-log-publisher-prop \
--hostname localhost \
--port 4444 \
--bindDN "cn=Directory Manager"” \
--bindPassword ${DS_DIRMGRPASSWD} \
—--publisher-name File-Based\ Audit\ Logger \
--set rotation-policy:"Fixed Time(3:00) Rotation Policy” \
--no-prompt \
--trustAll

# /opt/osstech/var/lib/tomcat/data/openam/opends/bin/dsconfig \
set-log-publisher-prop \
-—-hostname localhost \
--port 4444 \
--bindDN "cn=Directory Manager" \
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--bindPassword ${DS_DIRMGRPASSWD} \

--publisher-name File-Based\ Error\ Logger \

--set rotation-policy:"Fixed Time(3:00) Rotation Policy” \
--no-prompt \

--trustAll

# /opt/osstech/var/lib/tomcat/data/openam/opends/bin/dsconfig \
set-log-publisher-prop \
--hostname localhost \
--port 4444 \
--bindDN "cn=Directory Manager"” \
--bindPassword ${DS_DIRMGRPASSWD} \
--publisher-name Replication\ Repair\ Logger \
--set rotation-policy:"Fixed Time(3:00) Rotation Policy” \
--no-prompt \
--trustAll

e OO0 oooooooo

4000000 rotation-policy 0 O O (Value) 0 O O “Fixed Time(3:00) Rotation Policy”
ooooooOooO0o0o0OO0

# /opt/osstech/var/lib/tomcat/data/openam/opends/bin/dsconfig \
get-log-publisher-prop \
--hostname localhost \
--port 4444 \
--bindDN "cn=Directory Manager"” \
--bindPassword ${DS_DIRMGRPASSWD} \
--publisher-name File-Based\ Access\ Logger \
--trustAll

# /opt/osstech/var/lib/tomcat/data/openam/opends/bin/dsconfig \
get-log-publisher-prop \
--hostname localhost \
--port 4444 \
--bindDN "cn=Directory Manager" \
--bindPassword ${DS_DIRMGRPASSWD} \
--publisher-name File-Based\ Audit\ Logger \
--trustAll

# /opt/osstech/var/lib/tomcat/data/openam/opends/bin/dsconfig \
get-log-publisher-prop \
--hostname localhost \
--port 4444 \
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--trustAll

—--port 4444 \

--trustAll

--bindDN "cn=Directory Manager" \
--bindPassword ${DS_DIRMGRPASSWD} \
--publisher-name File-Based\ Error\ Logger \

# /opt/osstech/var/lib/tomcat/data/openam/opends/bin/dsconfig \
get-log-publisher-prop \
--hostname localhost \

--bindDN "cn=Directory Manager" \
--bindPassword ${DS_DIRMGRPASSWD} \
--publisher-name Replication\ Repair\ Logger \

e JODOOOODOD

(

Property

append

enabled
filtering-policy
log-control-oids
log-file
log-file-permissions
log-format

retention-policy
rotation-policy

log-record-time-format :
: File Count Retention Policy
: Fixed Time(3:00) Rotation Policy

: Value(s)

: true

: true

: no-filtering

: false

: logs/access (DO OODOOOODOOOONO)
: 640

: multi-line

dd/MMM/yyyy:HH:mm:ss Z

3.4.2 Apache

Apache 000000000 DODO OSOODOOODODO (httpd) DO OO0 logrotate O OO

(/etc/logrotate.d/httpd) DO OO OO DO

3.4.3 Tomcat

Tomcat DO O0ODOO0OO0ODOO OSSTechTomcat D 0O OO OOOODO logrotate 0 OO

(/opt/osstech/etc/logrotate.d/tomcat) 0 O 0 0 0 O
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3.5 ssoadm U 00

000000000000 ssoadm 0000000000000 0OOOO0OOOOOO
Ossoadm 000000000
O00000OpenAM 40000000 0DO0ODO0ODODOODODOODO
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(40000 (Agent)

41 AgentO OO

OpenAMOUO0O0O0ODOODOO0OOODOODOOODOODOODOODODO

411 00000ODOODOOO

ggoo
gooooon
gooog

goodgg

gonboogoon
gooooono
gooo
uooooon
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gooobooo

ooooooo
ooooooo
oooo
FQDN 0O

aoo
HEN

g

LOG_BOTH

gooo

goodgoooo
gooo

oooo

OpenAM -> Agent
oooooboooo
O

OpenAM -> Agent
ooooobooono
O
Agent 0O OO0
000D logrotate
ooooo
ooooooooo
gg

00000 Agentd
oooooboooo
god
Agent 0O OO0
0000 logrotate
goodgd
00000 FQDN
ooooboooo
ooooooooo
U

412 0000OO0O0ODOOOOOOO

o

ooboooo Ssoooo
goboooobooooooo
uobooooooooanoo

goooooooooooo
goboooobooon
RN

ooooooooooooo
uobooooooooooo
uobooooooboooonono
gooogn
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oooog 000
oooooo isAlive.html O
URL URL O

413 OOpenAM O OO0 OO OO

gooo aoo
oboono IbOd uid
gooo
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gooooono

414 00000O00O
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URLOOOODO
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Apache 00000
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ERN
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o
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oooo 000 oooo 00

ooooooo 00 ooooooogo 00000 htpsOO DO OO

0o gooooood OO0 AgentJ OO QOO0
0 O Apache O Apache 0O 0ODOODOO0O
ServerName O 0 [ 0000000 Agent0 OO
00d OOApache 0O ODODOODO
oo ooooo(@oooo/oo
ServerName OO0D0o0ooOOobooooo
https:/[0 0 00O OO00O0O00O000 Location
FQDN]:443 O00D0000 htpOODOO

0 0O ServerName 0 0 0 0O O
000 Apache O Agent [0 [
ogooooooooodon
OhttpsOO0OO0OODOODO
O0oDooooooood

OO0 URLOO g ERN o
gooooono

0O URLOO HEN oo g
goood

OO0 URLOO oo oo oo
goood

OO0 URLOO HEN un o
o

415 0000000 SSOOO0OOO
Agent 0 O0DO0OODOO0OOOOO SSOODOOOOOOOOODOOOOOODODO
goood
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gooo goo
uoooooo HEN
-goooooo

0 Ssond - 00
0 Cookie 0 O O
oo

ugoboob 00  true
oopooono

oo
com.sun.identity

.cookie.httponly

oooo o0

ooooooogo OOoooooo SSsoon

O AgentO0ODOOO OpenAM O Agent 0000

oo O00DOOopDooboog
OoOobooog SSsoodno
O000OO0o0ooOoDoooon
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Cookie [0 Secure 0

opooooood

(000O00oDooon)

Cookie [
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ooooo@oa

opooog)
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oobobodob -0ooobog
gobooooboooooobood
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ooboboodb -0ogobobg
gooood

uobooodnb -0o0goboogd
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O Apache 000 D00O0DODOOD0OOODODOO
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4.2 Apache 00O [

421 00000000 OOOO

gooo

ServerTokens

ServerSignature

Options

TraceEnable

AddDefaultCharset

SSLProxyEngine

RequestHeader

O 0O 0o d

|

O O 0O d

ggod
ProductOnly

off

Indexes O O

g

off

off

on

set Accept-
Encoding
identity

ooood

Apache DO OO0
goooooogo
(COoOooooog)

Apache 000 0ODO
Ooooooogo
(0o0o0ooooo)
Ooooooogo
ooo@ooog
0ooo)
TRACEOOODODO
ooooo
oooooooo
goooooooo
0000 Apache O
Ooooooogo
gooogoood
ooOo
oooooooo
oo0o SSsLodn
ooOo

goboooood
gobooooooo
goooooood
gooodd

OO0
goooogooogo
Server DO OOODOO
O Apache DO O OO
(ooooo oSuo
000)0
Apache DO ODOODO
Oooooooogo
goboogoooooo

Apache O text/plain O
text/html O O 0O O
charset 0O OO QOOO

SSLOOO0DOOoOon
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O00O00Omod sslO0O
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O
oooo O ooQd ooood 0o0d
RequestHeader U unset [0 O O gooogooood gobogooooooo
O oooooo Ooooooogo
oooooo ooodoooogo
oooog) g
SetEnvIf O Request_URI Ooo0oooo
0 "/ proxy- KeepAlive 0 00O 0O
nokeepalive=1 0O0O0O0O0O0O0O0O
Windows 00 O
HTTPOOODOODO
Ooooooogo
oo
422 0000

422100000000

000000000000000000000 %D (0000)0%P:%{td}P(@OC000 ID
00000 ID)O%{Host}i (OO DOOOOD)O%{proxy-status}n (O O OO0 O00O00ODOOO0O
Oo0oO0)ooooooad
oooog

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\” \"%{User-Agent}i\" %D
%P:%{tid}P %{Host}i %{proxy-status}n” osstech_rp

42220000

O0000000O0DOOD LBOODOOOOOODODOO dsAlivhtmh) OOOODOODO
OO0DO0O00 isAlivehtml OO 000000 0OOOODOODOOOOODOO
goood

SetEnvIf Request_URI "*/isAlive.html$"” healthcheck=on
CustomlLog logs/access_log osstech_rp env=!healthcheck
CustomLog logs/healthcheck-access_log osstech env=healthcheck
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4.3 logrotate 0 0 O

4.3.1 Agent
Agent 1000000 2000000000

o0 Ooooooogo
ooo0 /opt/osstech/share/openam-agent4-apache24/instances/agent_1/logs/audit
oOooooo /opt/osstech/share/openam-agent4-apache24/instances/agent_1/logs/debug

O0D00000D0O0000D00O0 logrotate 00O O0OO0OOApache 00 ODOOOOODO
OO0 oSODOO0OOO0On (httpd) DO ODODO logrotate 0 O O (/etc/logrotate.d/httpd) O O O O
OO0DO0O00 00000 Apache D reload OO O DOOOOODOOOOODOODO
goood

~

/var/log/httpd/*log
/opt/osstech/share/openam-agent4-apache24/instances/agent_1/logs/audit/audit.log
/opt/osstech/share/openam-agent4-apache24/instances/agent_1/logs/debug/debug. log
{

missingok

notifempty

sharedscripts

delaycompress

postrotate

/bin/systemctl reload httpd.service > /dev/null 2>/dev/null || true
endscript

4.3.2 Apache
Apache OO O0OOOOODOOOSOOODOOO (httpd) D00 OO logrotate O O O
(fetc/logrotate.d/httpd) D O O O 0O O
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