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Download Directory Synec

If you have an on-premise LDAP directory server, you can use Google Apps Directory Sync to automatically import users and
groups into Google Apps. Google Apps Directory Sync is a client application that sets up rules for synchronizing Microsoft
Active Directory, IBM Lotus Domino, and other LDAP servers with Google Apps. After creating your rules, you run the
synchronization on your command line interface.
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Adaptive Risk | &% || vevr || #E~R3 |

UL LR

General

Authentication ID

Level:
E The authentication level associated with this module,

Risk Threshold: |1

E If the risk threshold value is not reached after executing the different tests, the authentication is considered to

be successful,

Failed Authentications
Failed Authentication Check: [ 8%

Checks if the user has past authentication failures.
Score: |1

The amount to increment the score if this check fails,
Invert Result: O &%

If the check succeeds the score will be included in the total, for failure the score will not be incremented.

IP Address Range
IP Range Check: [
Enables the checking of the client IP address against a list of IP addresses.

IP Range

BEDE [10.0.00/24 (| ks
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OAuth 2.0 | &7 || vevr || BE~R3 |

LILLR#%

Client Id: Ixxxuxxxnxxu

&) OAuth client_id parameter

Client Secret: |
i OAuth client_secret parameter

Client Secret (REEE): |

Authentication Endpoint URL: Ihttp5:N'A-'ww.facebmk.f.‘urnfdialut_].f'uauth

_i_ OAuth authentication endpoint URL

Access Token Endpoint URL: Ihttps:.u’.u“graph.facebuuk.cornﬁuauthfaﬁcess_token

i OAuth access token endpoint URL

User Profile Service URL: Ihtt|:|5;.n".n“graph.facehuok.tﬂm!me

1_ User profile information URL

Scope: Iemail,read_strean'-

i OAuth scope; list of user profile properties

Proxy URL: I http://centBad 1. labnet.com:B8080/opensso/oauth2e/0Au

i The URL to the OpenAM OAuth proxy JSP

Account Mapper: I org.forgerock.openam.authentication.modules.oauth2 . Defs

i Name of the class implementing the account mapping

Account Mapper Configuration

REDME |id=uid |_| i

email=mail
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Attribute Mapper Configuration

REDE |id=uid e | ) B

last_name=sn

ermail=mail
last_name=facebook-Iname
first_name=givenname
first_name=facebook-fname
name=cn

L LME B

i Mapping of OAuth attributes to local OpenAM attributes

Save attributes in the K B
session: If this option is enabled, the attributes configured in the attribute mapper will be
saved into the OpentM session

Email attribute in OAuth2 I
Response:

i Attribute from the OAuth2 response used to send activation code emails.

Create account if it does not [J&#H

exist: i If the OAuth2 account does not exist in the local OpenAM data store, an

account will be created dynamically.
Prompt for password setting [J&#H
and activation code: i Users must set a password and complete the activation flow during dynamic
profile creation.
Map to anonymous user: ESE]

i Enabled anonymous user access to OpenAM for QAuth authenticated users

Anonymous User: Ianun-,fmuus

) Username of the OpenAM anonymous user

OAuth 2.0 Provider logout |

service: = ) ) .
kdl The URL of the OAuth Identity Providers Logout service

Logout options: () Do not logout
(7 Log out
(@ Prompt
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