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Q. SambaTWindows ADRXSL BT TCEEITHM ?

A. ELy, TEEY,

® SambadZEETEDWindows ADRXrIcSnEt. TFSMO:Flexible Single Master
Operation J3R{E2 A& —)&Sambad NG X T ACE TB TR HETT

® FSMOEEX#EIIEEFEDWindows ADDODCIX I ETIHETT
® SambadidGC (Global Catalog) DL &TIHETT .

Q. MEWindows</»%&DNSY—/3—, Kerberos¥—73—, DHCPY
—/$—, Radius—/s—ELTHIALTL\EY, Ch%ESambalc®

TVBCLRITEETH?

A. lit\ TEFY,

SambadlIDNSH—/s—&Kerberos—/\—IcL R EDTE, Linux OSHIEHE
EBEL VAR EOEFR—R/MTDHCPY—/s—XRadius—/N—2 B HET S

ZENTEET,
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glsi?_;i_%wg?’/’/’& Sambad)DCBITHRETDFEEDCELTHIAT
N

A. 30\, RIRETTY,
Samba&WindowsDDCOHREFIADRIHETT
FSMOI3Samba&WindowsDESESDDCTHIBLIFEEA .

Q. Sambad%&DC&L>TLVBADR AL /lC
Windows—/s—%2DCELTRIRTEEIH ?

A. 3Ly, FTRETY.
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Q. MEDWindowskXA1/EBEADR A ERTBRE
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Q. ADRX1B{iTHk. Sambad~>»%IBWindows DCERU
2%, AUIPPRLATERALESERWET D,
ALXTIH?

A. IZL, BIBETY, LHL. TD7=8lciESambad&DClEMEe. BEFADADDC
EHERICRAUCFAM. IPPRLATSambad ZMELET .
SIDIXS | EZMANBIDTFI/EAER7O7PI NVETDEEMAET

Q. Samba7TWindows ADRXAr&BTL/=R. 1—Y0)
NAI)—REBITTEETH ?
ADRAL L DRDISAT)—RHEDEEEAETH ?

A. BLY, EDEEERET,

Q. ADDITN—THRI—EBITTEETH ?
A. 3Ly, BITAIRETY

Sambad%ZDCeLTEMEHET. SYSVOLEF2ENTBZETIIN—TRY)
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Windowsk X1 B TIcCBEI$ 5Q&A

Q. BR7O771VEBITTEEYH?

A. BL, BITTEEY,
BEIZ7O0770 )V %&Sambadd7O7 7/ VR EICOE—T 3L TBITTEET,

QA=ANTOa77CVISRELTHRATEETH ?

AL, AIATEET.

SambalcB{TL /=158 61— SIDI3Samba DCICE|E#ANFET DT, AF—hA=21—PFR
INITHENEEBEFIRATEEY,

Q. BITERPICEETFR A BRIATEETH ?

A. 30, FIRATEETY.
Samba%DCICEINT BERLETERFDADRX I £ ILHZBERIHIEEA.
LU, FSMOZEERT BEE R 1— Y —BMELER TEBMULEVLSICLEL £,
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395.2 Samba4 as an AD compatible Domain Controller (weight: 3)

395.2 Samba4 as an AD compatible Domain Controller (weight: 3)
Candidates should be able to configure Samba 4 as an AD Domain Controller.
Key Knowledge Areas:

Configure and test Samba 4 as an AD DC.

Using smbclient to confirm AD operation.

Understand how Samba integrates with AD services: DNS, Kerberos, NTP, LDAP.
The following is a partial list of the used files, terms and utilities:

smb.conf.

server role.

samba-tool domain (with subcommands).

samba.

396.2 Active Directory Name Resolution (weight: 2)
Candidates should be familiar with the internal DNS server with Samba4.
Key Knowledge Areas:
Understand and manage DNS for Samba4 as an AD Domain Controller.
DNS forwarding with the internal DNS server of Samba4.
The following is a partial list of the used files, terms and utilities:
samba-tool dns (with subcommands).
smb.conf.
dns forwarder.
e N e —  ,,liciiiéiéiiiiiiiil s .
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® Samba 4 AD DCEETE
— osstechhR rpm/Sy o —J AV ARM—JL
~ samba-tool AV YV RICLBADIEZE
~ Windows7% R XA V&1

- 21— —&1 (samba-tool, RSAT, CSVDE)
® RSAT:)E—hY—/N—FEY—)L
- 7 )L—TJ & (samba-tool, RSAT)
- ouwlBII(RSAT)
- GPO’EJN(RSAT)
® GPO: /' IV—T R —
¢ Windows AD DCH*SSamba4 AD DCICHIWE A TE
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Sambad4 & RXA>O A

° HE'i%fI'_ DWindows 8%,5 8. Windows Server& [B1ZF D K X
A sRsE B Be = I FH Rl BE

® Samba3 TWETH>IL VAN EHEZEEIZRE
—  HKLM\SYSTEM\CurrentControlSet\Services\Lanman\Workstation\Parameters\DNSNameRes
olutionRequired = 0

- HKLM\SYSTEM\CurrentControlSet\Services\LLanman\Workstation\Parameters\DomainCompa

t1b111tyMode =1 LSRN T3 o ===
I7AILF) HBEE) FTR(V) BTUTAD(A) ~ILT(H)
>+ Ji KEmRm ~ || g e > 5
>y LanmanServer ab) (B7E) REG_SZ (EOHERL)
4~ LanmanWorkstation $%|EnablePlainTe... REG_DWORD 000000000 (0)
Linkage ) s EnableSecurit... REG_DWORD 000000001 (1)
i | NetworkProvider )
: i Parameters ab|OtherDomains  REG_MULTI_SZ
Idap #4|RequireSecuri... REG_DWORD 000000000 (0)
litdio ab| ServiceDl| REG_EXPAMD_S7 %SystemRootZe¥System3Z¥wlssve.dll
L1 llkdsve | ServiceDllUnlo... REG_DWORD 000000001 (1)
-1 Imhosts
: - ) Lsa
»-Ju LSL_FC
»- ] LSI_SAS i
o .l'fl' 3

O E 1 —4—¥HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControl Set¥services¥LanmanWorkstation¥Parameters
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Samba 4 EEIEY—)L

® [inux_tld samba-toolA~¥ RN

- KXV EBREBEEZYR—K
o NKXAMVEHER

— domain, drs. fsmo. gpo. sites
o 1—H—-JI—TEER

— user, group
e DNSEIE

— dns

® ouMEBMICDWTIZRYR—

¢ WindowsimR DS IEMicrosoft’2#*Y — JL(RSAT)
- Windows Vista, 7. Sl TN E NI {H
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TEIRIE
® Samba4
— CentOS 6.4 64bit ([Minimal]f > A ~—JL)

® hostname:takeuchil04.samba4dom.com
® [P77RNL R:10.0.104.104
- A4V ZA~—)L1%. iptables{Z Lk selinux%disabled
~ {EZE A (Zopenssh-clients. krb5-workstation. bind. bind-utils. ntp/ S/ —<
ZyumIdXY YR TAVAM—=ILiE
® DNS|d&Samba4 N EDNS % | F

® Windows”Z 247>k
— Windows7

® hostname:takeuchill7.sambad4dom.com

e [P77KNL R:10.0.104.117
— RSAT:http://www.microsoft.com/ja-jp/download/details.aspx?id=7887
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SEAUIEEL

® DCEITAT7 NEDRKIIZEHII® S
- ODSATVNEDCOBRICEDLED

® Samba4

# service ntpd start
# chkconfig ntpd on
® ntpDEREICDWVWTIES BT AR
e Windows? 247>k (Windows7)
- RAMVIZHINT 5EDCEBHMICEIFZIREEZ1TD

® HKLM\SYSTEM\CurrentControlSet\Services\W32Time\Parameters\Type =
NT5DS (KX Z ATl NTP)

http://support.microsoft.com/kb/223184/ja
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Samba 4 Ej{EIRIEE

o XIS4T 7!") (osstechhR rpm-A >~ A —JLEF)

# yum install ksh perl pkgconfig avahi-libs gnutls cups-libs \
perl-Parse-Yapp
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Samba 4 Ej{EIRIEE

o KESA4T3) (V—RADHBuildHF)
- http://wiki.samba.org/index.php/Samba_4/0S_Requirements
® Red Hat Enterprise Linux or CentOS

# yum install gcc libacl-devel libblkid-devel gnutls-devel \
readline-devel python-devel gdb pkgconfig \
krb5-workstation zlib-devel setroubleshoot-server \
libaio-devel setroubleshoot-plugins policycoreutils-python \
libsemanage-python setools-libs-python setools-libs \
popt-devel libpcap-devel sqlite-devel libidn-devel \
libxml2-devel libacl-devel libsepol-devel libattr-devel \
keyutils-libs-devel cyrus-sasl-devel cups-devel bind-utils



http://wiki.samba.org/index.php/Samba_4/OS_Requirements

© 0SS

Samba4 1> A=)

# rpm -ivh osstech-base-3.0-86.el6.noarch.rpm \
osstech-daemontools-1.03-40.e16.x86_64.rpm \
osstech-gamin-0.1.10-14.el6.x86_64.rpm \
osstech-libiconv-1.10-14.e16.x86_64.rpm \
osstech-samba-4.1.0-59.el6.x86_64.rpm \
osstech-samba-client-4.1.0-59.e16.x86_64.rpm \
osstech-samba-common-4.1.0-59.el6.x86_64.rpm \
osstech-samba-libs-4.1.0-59.el6.x86_64.rpm \
osstech-samba-libs-devel-4.1.0-59.el6.x86_64.rpm \
osstech-samba-pidl-4.1.0-59.e16.x86_64.rpm \
osstech-samba-python-4.1.0-59.el6.x86_64.rpm \
osstech-samba-test-4.1.0-59.el6.x86_64.rpm \
osstech-samba-winbind-4.1.0-59.el6.x86_64.rpm
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Samba 4 AD DC & EI5%R

I5H BREARAR
H—/N—% takeuchil04
DNS# samba4dom.com
NT RXA % SAMBA4DOM
DNS 747—R5 10.0.0.4
H—N—D1%E| DC
Administrator® /N A7 —K P@sswOrd

® Administrator1—HY —D /XA —NIIEH A=
nE2HY
- RANF/IRINLF/IEFFEBEDIL, 3
- NFIRIF7TXFLE

ALl EAST
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Samba 4 AD DC #&&E 1
® WEE RN CRAANVERTE

- samba-tool AV¥ Y R TRAAVERTET B, [--interactive | Z=F
e FIALARWGE. . AT avTE#ICIEE

# /opt/osstech/bin/samba-tool domain provision --interactive —use-rfc2307
Realm [SAMBA4DOM.COM]:
Domain [SAMBA4DOM]:
Server Role (dc, member, standalone) [dc]:
DNS backend (SAMBA_INTERNAL, BIND9_FLATFILE, BIND9_DLZ, NONE) [SAMBA_INTERNAL]:
DNS forwarder IP address (write 'none' to disable forwarding) [XX.XX.XX.XX]:
Administrator password:

Retype password:

Copvright © 2013 Open Source Solution Technolog
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Samba 4 AD DCHeEl/FER 1
° iBEN

# service osstech-samba start

® smbclientlc k5777 1z AHEER
# /opt/osstech/bin/smbclient //localhost/netlogon -U Administrator

Enter Administrator's password:
Domain=[SAMBA4DOM] OS=[Unix] Server=[Samba 4.1.0-59.el6]

smb: \>

Samba 4.1 &Y. smbclienttC [-m SMB2/SMB3| #18E T A&
TSMB2/SMB37 ORI TOEELHRE,
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Samba 4 AD DCHCE)j/FESR2

® Kerberos FEZZ

Foy NFETT
# kinit administrator@SAMBA4DOM.COM

Password for administrator@SAMBA4DOM.COM:
Warning: Your password will expire in 41 days on Wed Dec 11 01:28:00 2013

- FIy MR

# klist

Ticket cache: FILE:/tmp/krb5cc_0
Default principal: administrator@SAMBA4DOM.COM

Valid starting ~ Expires Service principal
10/30/13 02:32:16 10/30/13 12:32:16 krbtgt/'SAMBA4DOM.COM@SAMBA4DOM.COM

renew until 11/06/13 02:32:13

Copvright © 2013 Open Source Solution Technolog
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Samba 4 AD DCt2&)/FEER3

® SRV.AL O— KR

# host -t SRV _ldap._tcp.samba4dom.com.
_ldap._tcp.samba4dom.com has SRV record 0 100 389 takeuchil04.samba4dom.com.

# host -t SRV _kerberos._udp.samba4dom.com.
_kerberos._udp.samba4dom.com has SRV record 0 100 88 takeuchi104.samba4dom.com.

# host -t A takeuchil04.sambad4dom.com.
takeuchi1l04.samba4dom.com has address 10.0.104.104

Copvright © 2013 Open Source Solution Technolog
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samba-tool AV NICLBDI1—H—FIE 1
o 1 —H—MDEGFINNAHEER

# /opt/osstech/bin/samba-tool user list

Administrator
krbtgt
Guest

o 1—H -k
- 2—H—4%:cui-userl
- INATJ—NR:Secret123$
# /opt/osstech/bin/samba-tool user add cui-userl

New Password:

Retype Password:

User 'cui-userl' created successfully
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samba-tool AV VNI LB —H—FIE 2

® AT aVEEELTES
- 2—H—%:cui-user2
- INA)—NR:Secret123$
- 7 Ab
. &Z.a—H—
# /opt/osstech/bin/samba-tool user add cui-user2 Secret123% \
--surname=7"A N —given-name=1—1 —

User 'cui-user2' created successfully

MICEA T aVIFFEIETEIN ADTEERTAEFOIEEHIARTEETE
TIHDITTIERW
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samba-tool AV VNI LB —H—FHE 3
® 10ottERICL B/ XAV —RigHIZE B

- dA—%—44:cui-userl
- FT/NRAT—R:P@sswOrd

# /opt/osstech/bin/samba-tool user setpassword \

--newpassword=P@sswOrd cui-userl
Changed password OK

(1]
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samba-tool AV NICLB1I—H—FIE 4

o 1—H—BEHICLB/NNATD—REH
21— —OFREEP R —HIfRHY
o 71— —:cui-user2
® 55/N A7 —NR:Secret123$
® ¥/ X AT —R:P@ssw0rd
$ /opt/osstech/bin/samba-tool user password \

--newpassword=P@ssword --password=Secret123$
Changed password OK

2720 A—H—{ERERIZ. T 74V MDA —RR) o —
‘:J:L)IE_tfd:%)o

ERROR: Failed to change password : samr_ChangePasswordUser3 for \
'SAMBA4DOM\cui-user2' failed: NT_STATUS_PASSWORD_RESTRICTION
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samba-tool AV RICELB T I —TEHE 1
o JIL—TDEEFIK T A=HESR

# /opt/osstech/bin/samba-tool group list

Domain Computers

Domain Admins

Domain Users

o JI—T &Rk
- 7 )L—7 %:cui-groupl
# /opt/osstech/bin/samba-tool group add cui-groupl
Added group cui-groupl
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samba-tool AX VNICLBD VI —TEHE 2
® J)L—TIIAVIN—AFRE

# /opt/osstech/bin/samba-tool group addmembers cui-group1 \
culi-userl,cui-user2

Added members to group cui-groupl

® JIV—T DAV IN—%HERR
# /opt/osstech/bin/samba-tool group listmembers cui-groupl

cui-userl

cui-user2
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® GPOICEREIBENFETIHF AT
® samba-tool AV R TERETDNELNHD

- IE'U(O)/_J_\ U /_EED:L,\

# /opt/osstech/bin/samba-tool domain passwordsettings show

=f= R)O—AR BREAR
Password complexity INZAT—RDEMEM on

Store plaintext passwords

St A TTICREDIREET off
INAD)—RA&RTEF

Password history length

INZAT—RD R 24

Minimum password length

INAT—RDES

Minimum password age (days)

INAT—ROZEZEZIFHAR(H) |1

Maximum password age (days)

INAT7—ROEEIE(H) 42
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# /opt/osstech/bin/samba-tool domain passwordsettings set \
--complexity=on/off

--store-plaintext=on/off

—-history-length=[0]£X

--min-pwd-length= &

--min-pwd-age=H X
--max-pwd-age=H#
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FEBIE
® Windows AD DC
— Windows Server 2008 R2

® hostname:takeuchi28.testdom.com
e [IP77NL X:10.0.104.28
o 7L APMBEBEL X JL:Windows Sever 2008 R2

® Samba4
— CentOS 6.4 64bit ([Minimal]f>~ A —JL)

® hostname:takeuchill4.testdom.com

e [P77KLX:10.0.104.114
— Sambad/NyHT—S DAV AN—IVETET
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Windows AD DC % E &k
I5H BREARAR
H—/N—% takeuchi28
DNS# testdom.com
NT RXA % TESTDOM
realm testdom.com
H—N—D1%E| DC
Administrator® /N A7 —K P@sswOrd
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Samba4=Windows AD DCIZZN

# /opt/osstech/bin/samba-tool domain join testdom.com DC \
--realm=testdom.com -U testdom\\Administrator

Finding a writeable DC for domain 'testdom.com'
Found DC takeuchi28.testdom.com
Password for [TESTDOM\Administrator]:

workgroup is TESTDOM

realm is testdom.com

Joined domain TESTDOM (SID S-1-5-21-325366957-3734438017-426939442) as a DC
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Samba4 AD DCE2E/FEER 1

o fiE
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# service osstech-samba start

® SRV.ALOJ—K#E:R

# host -t SRV _ldap._tcp.testdom.com.

_ldap._tcp.testdom.com has SRV record 0 100 389 takeuchi28.testdom.com.
_ldap._tcp.testdom.com has SRV record 0 100 389 takeuchil14.testdom.com.

# host -t SRV _kerberos._udp.testdom.com.
_kerberos._udp.testdom.com has SRV record 0 100 88 takeuchi28.testdom.com.
_kerberos._udp.testdom.com has SRV record 0 100 88 takeuchil14.testdom.com.
# host -t A takeuchill4.testdom.com.

takeuchill4.testdom.com has address 10.0.104.114
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# /opt/osstech/bin/samba-tool fsmo show

InfrastructureMasterRole owner: CN=NTDS Settings, \
CN=TAKEUCHI28,CN=Servers,CN=Default-First-Site-Name, CN=Sites, \
CN=Configuration,DC=testdom,DC=com

RidAllocationMasterRole owner: CN=NTDS Settings, \
CN=TAKEUCHI28,CN=Servers,CN=Default-First-Site-Name,CN=Sites, \
CN=Configuration,DC=testdom,DC=com

PdcEmulationMasterRole owner: CN=NTDS Settings, \
CN=TAKEUCHI28,CN=Servers,CN=Default-First-Site-Name, CN=Sites, \
CN=Configuration,DC=testdom,DC=com

DomainNamingMasterRole owner: CN=NTDS Settings, \
CN=TAKEUCHI28,CN=Servers,CN=Default-First-Site-Name, CN=Sites, \
CN=Configuration,DC=testdom,DC=com

SchemaMasterRole owner: CN=NTDS Settings, \
CN=TAKEUCHI28,CN=Servers,CN=Default-First-Site-Name,CN=Sites,\
CN=Configuration,DC=testdom,DC=com
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# /opt/osstech/bin/samba-tool fsmo show

InfrastructureMasterRole owner: CN=NTDS Settings, \
CN=TAKEUCHI114,CN=Servers,CN=Default-First-Site-Name,CN=Sites, \
CN=Configuration,DC=testdom,DC=com

RidAllocationMasterRole owner: CN=NTDS Settings, \
CN=TAKEUCHI114,CN=Servers,CN=Default-First-Site-Name,CN=Sites, \
CN=Configuration,DC=testdom,DC=com

PdcEmulationMasterRole owner: CN=NTDS Settings, \
CN=TAKEUCHI114,CN=Servers,CN=Default-First-Site-Name,CN=Sites, \
CN=Configuration,DC=testdom,DC=com

DomainNamingMasterRole owner: CN=NTDS Settings, \
CN=TAKEUCHI114,CN=Servers,CN=Default-First-Site-Name,CN=Sites, \
CN=Configuration,DC=testdom,DC=com

SchemaMasterRole owner: CN=NTDS Settings, \
CN=TAKEUCHI114,CN=Servers,CN=Default-First-Site-Name, CN=Sites, \
CN=Configuration,DC=testdom,DC=com
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® samba-tool AV R CA—H—F 5%

- 3—4H'—%4:samba-add
- INAT—R:P@ssw0rd

# /opt/osstech/bin/samba-tool user add samba-add P@sswOrd

® RSAT(Windows Server 2008 R2_t) kbW 1 —H—&F§x

- 21—t —4%4 windows-add

- INAT7—R:P@ssord

® Windows7 TR XA

gAY

— windows-add. samba-addf1—%¥—7OJ 4>
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Windows AD DCA vy N O 1%

® samba-tool AV R CA—H—F 5%

- A—4H'—%:samba-addl

- INAT—R:P@ssw0rd

# /opt/osstech/bin/samba-tool user add samba-add1 P@sswOrd

® Windows7 TR XA

A

- samba-add11—Y%—TOY %

Windows AD DCIZTdcpromod Y A 3K, [Active Directory K X4 > H—E XD
TIAVR |\—\)l/7f)“ﬁ_fﬁﬁ 28, IRYK DC=ForestZones DERIEXE TN T2 4.5
Bl vy NI OV TBIEETS
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