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o FTDWindows 8&=#. Windows Server&R&E DK A
1R EEZ FI F B RE

o Samba 3 CHRETHOELVANMETIREFIAE

HKLM¥SYSTEM¥CurrentControlSet¥Services¥Lanman¥Workstation¥Parameters¥DNSNam
eResolutionRequired = 0

- HKLM¥SYSTEM¥CurrentControISet¥SerV|ces¥Lanman¥Workstatlon¥Parameters¥Doma|nC

ompatibilityMode =[wsisaii=s )
27 -1IL(F) (E) FRNV) BRUCAD(A) ~AILT(H)
b KEmRm ~ || &m pi-] F—2
b8 LanmanServer ab| (BLE) REG_SZ (fEOHEERL)
4-Jg LanmanWorkstation 24 EnablePlainTe... REG_DWORD 0x00000000 (0)
i Linkage 24 EnableSecurit... REG_DWORD 0x00000001 (1)
- | MetworkProvider
ab|OtherDomains  REG_MULTI_SZ
i i)y Parameters
. dap % RequireSecuri... REG_DWORD 0x00000000 (0)
: ab| ServiceDl| REG_EXPAND_SZ  %SystemRoot2¥System32¥whkssve.dll
lltdio

b1 ledsve | ServiceDllUnlo... REG_DWORD 0x00000001 (1)
: - 1. Imhosts
B Lsa
>+ ) LSI_FC

- || LSI_SAS

O3 —4—¥HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControl Set¥services¥LanmanWorkstation¥Parameters
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o DCEI 17 /MEIDKZIISFIIATES
- 727217 b eDCHRBAICEDES

e Sambad
# service ntpd start
# chkconfig ntpd on
ontpDIRZEICDOLTII S (S H B
e Windows2Z541 77> Windows7)
- RALNCS M 2EDCEBIMICIZIRIZ TS
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Samba 4 AD DC IBSETR

(v 0SS

18 B BHANES
H—/\—% cent65k1

DNS# samba4dom.com
NT FAAL 4 SAMBA4DOM
DNS 747 — k& 192.168.2.2
H—N\—DEZE DC
Administrator® /XX J— F P@sswOrd

o A;dgi‘r)\istrator:l.—ﬂ"—d)l\°Z'7—I<‘li?§4ﬁ'li’iiﬁ7‘:3'ﬂ\
- ?écgc?/ RINIF /T /EBBNS5, 3EFHLE
- XFRINIRIFTXFLE
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o WEEMIA TR ALV ERTE
- sﬁgmba—tool AV RTRAL L RTEY BB, [ --interactive 17

o IIALLMER. 73> TRAICIEE

# /opt/osstech/bin/samba-tool domain provision --interactive —-
use-rfc2307

Realm [SAMBA4DOM.COM] :

Domain [SAMBA4DOM] :

Server Role (dc, member, standalone) [dc]:

DNS backend (SAMBA_INTERNAL, BIND9_FLATFILE, BIND9_DLZ, NONE) [SAMBA_INTERNAL]:
DNS forwarder IP address (write 'none’ to disable forwarding) [XX.XX.XX.XX]:

Administrator password:

Retype password:
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e /etc/krb5.conf&/etc/resolv.conf Z{E1E
e Sambad7OtRiZE)

# service osstech-samba start

e smbclientlc&kd7 7t ATER

# /opt/osstech/bin/smbclient //localhost/netlogon -U
Administrator

Enter Administrator's password:

Domain= [SAMBA4DOM] 0S= [Unix] Server=[Samba 4.1.0-59.el6]

smb: ¥>

Samba 4.1 &bJ. smbclientic ' -m SMB2/SMB3 | #6893 dCE
CSMB2/SMB370MJVTOIE(E &I EE,
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Samba 4 AD DCiel/ B2

e Kerberos fg:2
- FIrIyMRTT
# Kinit administrator@SAMBA4DOM.COM

Password for administrator@SAMBA4DOM.COM:
Warning: Your password will expire in 41 days on Wed Dec 11 01:28:00 2013

- FrUMRE
# Klist

Ticket cache: FILE:/tmp/krb5cc_0
Default principal: administrator@SAMBA4DOM.COM

Valid starting Expires Service principal

10/30/13 02:32:16 10/30/13 12:32:16
krbtgt/SAMBA4DOM.COM@SAMBA4DOM.COM

renew until 11/06/13 02:32:13
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e SRV. ALO—RtER
# host -t SRV _ldap._tcp.sambaddom.com.
_Idap._tcp.sambaddom.com has SRV record O 100 389 takeuchi104.sambaddom.com.

# host -t SRV _kerberos._udp.sambad4dom.com.
_kerberos._udp.sambaddom.com has SRV record 0 100 88 takeuchi104.sambaddom.com.

# host -t A takeuchi104.sambaddom.com.
takeuchi104.sambaddom.com has address 10.0.104.104
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o 1—H—DEIFINNEHER
# /opt/osstech/bin/samba-tool user list
Administrator

Krbtgt
Guest

o 1—H—Fi%
- A—-Y¥—%:cui-user
_ INA7—K:Secret123$

# /opt/osstech/bin/samba-tool user add cui-user1
New Password:

Retype Password:

User 'cui-user1’ created successfully
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samba-toolAC/Rlckd1—Y—HFE 2

o A7a #IBELTE IR
- A—¥%—%K:cui-user2
~ INA7—K:Secret123%
_ :FAM
- Ba1-Y-
# /opt/osstech/bin/samba-tool user add cui-user2

Secret123$ ¥ --surname=7Ab -given-name=1—4—
User 'cui-user2' created successfully

flcEA T a 3 EETSEH. ADTERIZIBOHBINTEZRETE
ADITTIE L
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samba-toolAC/Rickd1—Y—ER 3

o roOtIEMRICELD/NA7—RigFIZFEE
- A—¥—%:cui-user
- ¥INA7—R:P@sswOrd

# /opt/osstech/bin/samba-tool user setpassword ¥ --
newpassword=P@sswOrd cui-user1

Changed password OK
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samba-toolA?Fickd1——H1R 4

o 1—H—BHBRICEB/INAT—KREE
- BYHI-Y—0REENFH) I —HIRBHY
o 1—H—%:cui-user2
e JT/NA7—K:Secret123%
o ¥/ S A7—K:P@sswOrd

$ /opt/osstech/bin/samba-tool user password ¥ --
newpassword=P@ssword --password=Secret123$%
Changed password OK

2L A—Y—{ERERIE. T72IIDINAT—RR
)o—IckIF5—E%hD,

ERROR: Failed to change password : samr_ChangePasswordUser3 for ¥
'SAMBA4DOM¥cui-user?2’ failed: NT_STATUS_PASSWORD_RESTRICTION
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o JIN—T7NEFIKRNEIEDR
# /opt/osstech/bin/samba-tool group list
Domain Computers

Domain Admins
Domain Users

o JI—-T7%8%
- YW= cui-group1

# /opt/osstech/bin/samba-tool group add cui-group1
Added group cui-group1
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o FIV=TIAVIN—%FE
# 4 opt/osstech/bin/samba-tool group addmembers cui-group1

cui-user1,cui-user2
Added members to group cui-group1

o JIV=T DA/ IN—%TER
# /opt/osstech/bin/samba-tool group listmembers cui-group1

cui-user1
cui-user2
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o RSATOESEII [ PO—=IVINRIV] - [P AT LERF2
)71] - [EIEY—IV]
- samba-toolA2 /R TEERU-TBIRDIER
— ComputersDtg:a
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RSATIcL 2 EE

o HHMHAI(ou)DERFREM

o 1—H—F&k

o JN—TF %R
_GI—=TI A IN—BN

o GPO%:&E
- Default Domain Policy Z#FlIF




ISR )—FHR)r— 1

(¢ 0SS

e GPOICEREHBE M EFEISHFIHAR
e samba-to0lAP /R TCEREIDUNEDLHD
- IRIRDF) S —tEER

# /opt/osstech/bin/samba-tool domain passwordsettings show

IHH R —ARE BXEANE

Password complexity INATT— FDEHE on

Store plaintext passwords 85t ZmICRE HIRRET off
INRT)— RER7EF

Password history length INRAT— FOERRE 24

Minimum password length INAT—FDOES 7

Minimum password age (days) /ﬂ(’é;j— NOERE R0 1

Copyright @

Maximum password age (days)

£ \J L. T VPUII WUUIVOY wUuIUuLIvil i

[ Y] \J1

NATD— FOFEXER (B)

Uv] ' \J PUIM J

3 L N AN RS LWy BT W W i

42
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NRAI)—RER)— 2

# /opt/osstech/bin/samba-tool domain passwordsettings set ¥
--complexity=on/ off

--store-plaintext=on/ off

--history-length=[E]#X

--min-pwd-length=R&

--min-pwd-age=H#}

--max-pwd-age=B#
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Windows AD DCH5

Samba4 AD DCI-E] &R




Windows AD DC RIS

(¢ 0SS

1IHH BHANES
H—/\—4 takeuchi28
DNS# testdom.com
NT FAAL 4 TESTDOM
realm testdom.com
H—/N\—D1%RE| DC
Administrator® /XX J— K P@sswOrd
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Samba4%Z&Windows AD DCIc€&

# /opt/osstech/bin/samba-tool domain join testdom.com DC ¥ --
realm=testdom.com -U testdom¥¥Administrator

Finding a writeable DC for domain 'testdom.com’
Found DC takeuchi28.testdom.com
Password for [TESTDOM¥Administrator] :

workgroup is TESTDOM
realm is testdom.com

Joineg domain TESTDOM (SID S-1-5-21-325366957-3734438017-426939442) as a
D
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Samba4 AD DCieli/fEEE 1

o CH]
# service osstech-samba start

e SRV. ALO—FFEER
# host -t SRV _Ildap._tcp.testdom.com.

_Ildap._tcp.testdom.com has SRV record O 100 389 takeuchi28.testdom.com.
_Ildap._tcp.testdom.com has SRV record 0 100 389 takeuchi114.testdom.com.

# host -t SRV _kerberos._udp.testdom.com.
_kerberos._udp.testdom.com has SRV record O 100 88 takeuchi28.testdom.com.
_kerberos._udp.testdom.com has SRV record O 100 88 takeuchi114.testdom.com.

# host -t A takeuchi114.testdom.com.
takeuchi114.testdom.com has address 10.0.104.114
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o INIKDIR(EZAZ—DIESR
# /opt/osstech/bin/samba-tool fsmo show

InfrastructureMasterRole owner: CN=NTDS Settings, ¥
CN=TAKEUCHI28,CN=Servers,CN=Default-First-Site-Name,CN=Sites, ¥
CN=Configuration,DC=testdom,DC=com

RidAllocationMasterRole owner: CN=NTDS Settings, ¥
CN=TAKEUCHI28,CN=Servers,CN=Default-First-Site-Name,CN=Sites, ¥
CN=Configuration,DC=testdom,DC=com

PdcEmulationMasterRole owner: CN=NTDS Settings, ¥
CN=TAKEUCHI28,CN=Servers,CN=Default-First-Site-Name,CN=Sites, ¥
CN=Configuration,DC=testdom,DC=com

DomainNamingMasterRole owner: CN=NTDS Settings, ¥
CN=TAKEUCHI28,CN=Servers,CN=Default-First-Site-Name,CN=Sites, ¥
CN=Configuration,DC=testdom,DC=com

SchemaMasterRole owner: CN=NTDS Settings, ¥ CN=TAKEUCHI28,CN=Servers,CN=Default-
First-Site—Name,CN=Sites,¥ CN=Configuration,DC=testdom,DC=com
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o IF{Ev A2—NEHE)

# /opt/osstech/bin/samba-tool fsmo transfer -role=all

o BENIERDIRIEVAZ—DIER
# /opt/osstech/bin/samba-tool fsmo show

InfrastructureMasterRole owner: CN=NTDS Settings, ¥
CN=TAKEUCHI114,CN=Servers,CN=Default-First-Site-Name,CN=Sites, ¥
CN=Configuration,DC=testdom,DC=com

RidAllocationMasterRole owner: CN=NTDS Settings, ¥
CN=TAKEUCHI114,CN=Servers,CN=Default-First-Site-Name,CN=Sites, ¥
CN=Configuration,DC=testdom,DC=com

PdcEmulationMasterRole owner: CN=NTDS Settings, ¥
CN=TAKEUCHI114,CN=Servers,CN=Default-First-Site-Name,CN=Sites, ¥
CN=Configuration,DC=testdom,DC=com

DomainNamingMasterRole owner: CN=NTDS Settings, ¥
CN=TAKEUCHI114,CN=Servers,CN=Default-First-Site—-Name,CN=Sites, ¥
CN=Configuration,DC=testdom,DC=com

SchemaMasterRoIe owner CN NTDS Settlngs ¥ CN= TAKEUCHI114CN Servers,CN=Default-
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e samba-toolav/RT1—Y—EiF
_ 1—Y¥—%:samba-add
~ INA)—FK:P@sswOrd
# /opt/osstech/bin/samba-tool user add samba-add P@sswOrd

e RSAT (Windows Server 2008 R2.L )&V 11— —% iR
_ d1—¥—%:windows-add
_ INA7—:P@ssord

e Windows7 TRXL Q7%
_ windows-add. samba-addilj1—%—7Q%oy 74
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Windows AD DCZ&¥ vy i

e samba-toolAv /R T1—Y - R
- A—H—%:samba-add1
~ INA7—K:P@sswOrd

# /opt/osstech/bin/samba-tool user add samba-add1
P@sswOrd

e Windows7 TRXL Q7%
- samba-add1a1—%¥—Oos#4>

Windows AD DCl=Tdcpromokt)ZA kK. [Active Directoryk AL Y—ER] D7
A AN=IVH ] REZEH. BRIK DC=ForestZones NELETKRKMTEH. S
Bl v TRIEETD
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1R,
Samba vs Windowstt Bt
SERFE . HEBP

Samba 4ickdWindows®yh7— ik



http://itpro.nikkeibp.co.jp/article/COLUMN/20131018/511929/
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