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e SAML2 Authentication Module
e Stateles Sessions

« UMA Authorization Server
 Contextual Authorization

e OpenlD Certified
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* UMA (User Managed Access)
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Contextual Authorization
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SCRIPT
Name Test

Description

Script Type Policy Condition 4 Change

Language O Groovy

@ JavaScript
Script = E'
4
§ userAddress, userIP, resourceHost;
8 if (validateAndInitializeParameters()) {
q
[} countryFromUserAddress = getCountryFromUserAddress();
Tlogger .message( + countryFromlserAddress);
2 countryFromiser 1P = getCountryFromlserTP();
3 Togger .message( + countryFromliserIP);
4 countryFromResourcelURI = getCountryFromResourceURI();
5 Tlogger .message( + countryFromResour ceURT);
6
1 (countryFromserAddress === (nuntryFrnmUsErlF 28 countryFromUserAddress === country
8 logger .message
q responseAttributes. put( . [countryFromlserAddress]);
18 authorized = true; =]
21[<] I 2]
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OpeniD Certified

e OpenlD Foundation®OtY—>« J7 A
* http://openid.net/certification/

The OpenlD Foundation enables implementations of to be certified to specific conformance profiles to promote interoperability among
implementations. The foundation's certification process utilizes self-certification and a conformance test suite developed by the foundation. Certified O en
implementations can use the “OpenlD Certified" certification mark. These resources are available to those considering or seeking certification: p

e OpenlD Certification of Conformance
» Aftestation Statement (used with Dynamic OP profile only)

These implementations have been granted certifications for these conformance profiles:

Organization Implementation OP Basic OP Implicit OP Hybrid OP Config OP Dyna
Autho Autho
Dominick Baier & Brock Allen IdentityServer3 v1.6
Clareity Security Identity Provider v6.3.4
ClassLink ClassLink OneClick 2015
CZ.NIC mojelD
Deutsche Telekom Telekom Login
ForgeRock OpenAM 13
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IN—23y 2012 2013 2014 2015 2016
OpenAM 9.5.x 3 0 2 3 3
OpenAM 11.x - - 2 5 3
OpenAM 13.x - - - - (4)
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Issue #201605-01: Credential Forgery Issue #201604-04: Insufficient Authorization

Issue #201605-02: Insufficient Authorization Issue #201604-05: Information Leakage via Account Lockout

Issue #201605-03: Authentication Bypass Issue #201604-06: Information Leakage

Issue #201605-04: Cross-Site Request Forgery Issue #201601-01: Open Redirect

Issue #201605-05: Cross Site Scripting (XSS) Issue #201601-02: Potential Denial of Service attack in multi-site deployments
Issue #201605-06: Credentials appear in CTS access log Issue #201601-03: Cross Site Scripting

Issue #201605-07: Content Spoofing Vulnerability Issue #201601-04: Open Redirect

Issue #201604-01: User Impersonation via OAuth2 access tokens Issue #201601-05: Business Logic Vulnerability

Issue #201604-02: Open Redirect
Issue #201604-03: Cross Site Scripting
Issue #201604-04: Insufficient Authorization
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[root@openamO1] # service osstech-tomcat?7 stop
[root@openamO01] # rpm -Uvh osstech-openam11-11.0.0-

XXXX.noarch.rpm
[root@openamO01] # service osstech-tomcat7 start
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User = {
"objectClass": [
lltopll,
"person,
"organizationalPerson",
"inetOrgPerson",
"posixAccount”,

"uid": userName,

"cn": userName,

"uidNumber": default(uidNumber),

"gidNumber": default(gidNumber, 100),

"loginShell": default(loginShell, "/bin/bash"),

"homeDirectory": default(unixHomeDirectory, "/home/%(userName)s"),
"sn": familyName,

"givenName": givenName,

"userPassword": password,
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