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<saml2:Assertion ID="XXXX" Issuelnstant="2015-04-13T02:21:47.030Z" Version="2.0"
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" >
<saml2:AuthnStatement AuthnInstant="2015-04-13T02:21:47.003Z" SessionIndex="XXXX">
<saml2:AuthnContext>
<saml2:AuthnContextClassRef>
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport
</saml2:AuthnContextClassRef>
</saml2: AuthnContext>
</saml2: AuthnStatement>
</saml2:Assertion>
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urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTr | /XRAT7—RAERRLUCERALIL Il E%RT
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urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession tyayEEFERAL, I TICRIEEA THEHIETRT,
BEDHDEFRTRALLIZIERT,

urn:oasis:names:tc:SAML:2.0:ac:classes: X509 TIUFIWELBICLYRRREL & %R,
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<samlp:AuthnRequest xmIns:samlp="urn:oasis:names:tc:SAML.:2.0:protocol"
ID="XXXX" Version="2.0" Issuelnstant="2015-04-13T04:59:38Z2"

1 i Destination="xxxxxx" ForceAuthn="false" IsPassive="false"
I d en t I ty P rovi d er ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings: HTTP-POST"
( I d P) AssertionConsumerServiceURL="XXXXX">

<samlp:Requested AuthnContext xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
Comparison="exact">
<saml:AuthnContextClassRef xmlns:saml="urn:oasis:names:tc:SAML.:2.0:assertion">
urn:oasis:names:tc:SAML.:2.0:ac:classes:PasswordProtected Transport
</saml: AuthnContextClassRef>

</samlp:Requested AuthnContext>
</samlp: AuthnRequest>
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<samlp:RequestedAuthnContext xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
Comparison="exact">
<saml:AuthnContextClassRef xmIns:saml="urn:oasis:names:tc:SAML:2.0:assertion">
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport
</saml:AuthnContextClassRef>
</samlp:RequestedAuthnContext>
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® Google ¥ SalesforceMSAML SP B’ 1T93SAML) VT ANA R
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RequestedAuthnContextiL Ly,
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urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTr
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® [5E]GoogleMSAMLY VT RA

<samlp:AuthnRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
ID="pjafhmipjmejfnniheapofilmeheppjgijkloeni"
Version="2.0"
Issuelnstant="2015-04-14T03:16:05Z"
ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
ProviderName="google.com"
IsPassive="false"
AssertionConsumerServiceURL="https://www.google.com/a/test.osstech.example.jp/acs">
<saml:Issuer xmlIns:saml="urn:oasis:names:tc:SAML:2.0:assertion">google.com/a/test.osstech.example.jp</saml:Issuer>
<samlp:NamelDPolicy AllowCreate="true"
Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified"

/>
</samlp:AuthnRequest>
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https://sso.osstech.example.co.jp/openam/saml2/jsp/spSSOlnit.jsp?
idpEntityID=[IdPD > 717 «ID]&metaAlias=/sp&
AuthnContextClassRef=urn:oasis:names:tc:SAML:2.0:ac:classes: X509
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mDefaultSPAuthnContextMapper.javadk %)
/1 if list empty set the default
if (authCtxList.isEmpty()) {
authCtxList.add(
SAML2Constants. CLASSREF_PASSWORD_PROTECTED_TRANSPORT);

}

e ZhiIDefaultSPAuthnContextMapper.javaZz{EE I3 5THY,
SPAuthnContextMapperzB{EL T Lizti BHICZEZbNS,
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libSAML2:04/13/2015 06:25:17:598 PM JST: Thread[ajp-bio-8009-exec-10,5,main]

ERROR: spAssertionConsumer.jsp: SSO failed.

com.sun.identity.saml2.common.SAML2Exception: AuthnContext doesn't match Requested AuthnContext.

at com.sun.identity.saml2.plugins.DefaultSPAuthnContextMapper.getAuthLevel(DefaultSPAuthnContextMapper.java:339)
at com.sun.identity.saml2.common.SAML2Utils.fillMap(SAML2Utils.java:910)

at com.sun.identity.saml2.common.SAML2Utils.verifyResponse(SAML2Utils.java:648)

at com.sun.identity.saml2.profile. SPACSUtils.processResponse(SPACSUtils.java:1053)

at org.apache.jsp.saml2.jsp.spAssertionConsumer_jsp._jspService(spAssertionConsumer_jsp.java:233)
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<samlp:AuthnRequest xmIns:samlp="urn:oasis:names:tc:SAML.:2.0:protocol"
ID="XXXX" Version="2.0" Issuelnstant="2015-04-13T04:59:38Z"
Destination="xxxxxx" ForceAuthn="false" IsPassive="false"

I d en t I ty P rovi d er ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings: HTTP-POST"
( I d P) 0'] e“ AssertionConsumerServiceURL="XXXXX">

<samlp:Requested AuthnContext xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
Comparison="exact">
<saml: AuthnContextClassRef xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">
urn:oasis:names:tc:SAML.:2.0:ac:classes: X509
</saml: AuthnContextClassRef>
</samlp:Requested AuthnContext>
</samlp: AuthnRequest>
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</

amlp:Response xmlIns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
ID="s2852881855bf62d1aa4b040d3e134e6ded57d70e1"
InResponseTo="_fc18d9d530126687c51651664af1bb5d"
Version="2.0" Issuelnstant="2015-04-14T03:57:12Z2">
<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">
https://sso.osstech.example.co.jp:443/openam
</saml:Issuer>
<samlp:Status xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol">
<samlp:StatusCode xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
Value="urn:oasis:names:tc:SAML:2.0:status:Requester">
<samlp:StatusCode xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
Value="urn:oasis:names:tc:SAML:2.0:status:NoAuthnContext"/>
</samlp:StatusCode>
</samlp:Status>

samlp:Response> . .
PTesP Service Provider
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SAMLL 27> 2 Web7 5!
T5—
4>
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