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212 00000000

JdpoDooooooooooSOo0Uooooooooooogooooooon

* CPU: Intel (x86-64) 0000000 CPU
«J00:4GBUO0O (GBODODODODODOODO LDAPOOOCOOOCOCODODO)
OO

- 000000: /optlosstech OO 1GB OO

- 000 :/varfopt/osstech 00 1GB OO OO (DOODOODODO)

— 00 : /var/log/osstech OO 10GBO OO0 (DOOOODOOO)

22 0000000

OSSTech O OpenL,DAPO OO O O0OO0OO0OOOOOOOOOOOOOOOOOOOO

« OSSTechOO OO OODOODOOOOOOO
— osstech-base
— osstech-support
* OpenLDAP24 00000
— osstech-openldap
— osstech-openldap-clients
— osstech-openldap-servers
— osstech-openldap2.4-libs

— osstech-openldap-servers-perl
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* Berkeley DBO OO OO (RHELSOOOOOOOOODO)
— osstech-db5.3
— osstech-db5.3-utils

2.3 Red Hat Enterprise Linux 0 0O 00000000000

ooooSO0O00oooooooooooooooooooooooon

* Red Hat Enterprise Linux 8 / CentOS 8
* Red Hat Enterprise Linux 7 / CentOS 7

e Amazon Linux 2

231 00

0000000000000 root 0000000000000 00su000000000O0sudo0OO0O
Oroot0O0O0O0OOO0OO0OOO

$ su -
Password: root OO DO O0OOOO (DOOOOOODOOOO)

OO0O0OOpenlDAPOOOCOCOOOCOOOOOOOOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0OO0O0OO

0000000000000 fsrv/osstech/software/ RPMS OO0 000000 0O0OCOCOCOOCOOOOO

232 0000000

00000 OpenLDAP240 000000 OSOO0OOOOODOOOOODOODOO

e ksh
libtool-1tdl

* openssl

* perl
e 1z4

233 000000DOOOOOO
00000 OpenLDAP24 000000 /optlosstech 0000000 000000000000000

/srv/osstech/software/RPMS O 0 0 0O 0 OOOOO0OO0O0O0O0000000000OO0O0O0OOO0OO
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# cd /srv/osstech/software/RPMS

# tar xfz osstech-openldap-2.4.48-160.el7.tar.gz
# cd osstech-openldap-2.4.48-160.el7

# 1s

doc install.sh x86_64

install,sh 0000000000 OCO00O0000O0OOOOOOO0000O0DOOOCOO000000O0DOO0OO0O0
000000 OpenLDAPOOOOODO0O0OOOOOOODOOOOOOOOOOOOOOODOOSOOOOO
oo ymOO0000O00O0O0O0DOO0OOOCOO0COO0000ywmOO0O000O0O00O0O0O0DOOODOOOO
ooooooooooooooSOO0ooOO0O0UooOO0O0U0ooOo000rpmOOO0OO0O0OOO0OO0O0DO0O0OO0
goboooboooobooooboooo

# ./install.sh

installsh OO OO0 O00O0000OO0O0DOOOO00000D0O0OO0000000000O00O0O OpenLDAP O O
goboooooooooooooDo

gobbooobooooooOoooobboOooobooOoOoOoooOooOooono

O000000! (0000 Complete!)

0000 OpenLDAP24000000C0COCODOOODOODOOOO
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(30penLDAP 24 000000000000 )

gobbodobooooboodbreotdoooonooOooOonO

$ su -
Password: root 000000000 (DOOOOOODOOOO) l

O0000000000000 OpenLDAPOOODODOOOOO0DOODOOOODODOOOODOOcpOODOOO
gobooooooooooooobooooooo

coooooobooooboo bOoooooOooooooboooo

/opt/osstech/etc/openldap OpenLDAPO OO O0D0OOCOODOOOOOOOOO

31 0000000000 O0o0ooon

10000 OpenL,DAPOO0O0O0O0O0O0O0O0O0O0O0OOOOOOOODOOODOODOOODOODO

OpenLDAPOO0O0O0OOOOOO

[# systemctl stop osstech-slapd ]

slapcat 000 0O0D0ODOOOOCO0OODOOO LDAPOCOOOOO LDIFOOOOOOOODOOODOOOO
0-l0000000000000000000000000000000000O0000D000oDoDOo0oDO

[# sudo -u ldap /opt/osstech/sbin/slapcat -1 backup-20181001.1dif ]

0000000000000 OpenLlDAPO DO O0OOOOOOODOOODOODOODOODOOOODOOO
0000000000000 0/srv/osstech/software/RPMS O 0000000000 O0O0O0O0O

# cd /srv/osstech/software/RPMS

# tar xfz osstech-openldap-2.4.48-160.el7.tar.gz
# cd osstech-openldap-2.4.48-160.el7

# 1s

doc install.sh x86_64

0000000000000 000 iInstallsh 0000000000000 O0O0O0O0OOOOODODOOOOO
gooo

0000000000000000000000000000000@O0000000 yymO0O0000O0
oooooo)
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goooooOobDo0oOo0Ooo0ODO0OymOODOOOOODOOODOOOODOOODOOOOOOOOSO
ggbobooboobboobodbrpmbbooboobboboboobbooboobboon

# ./install.sh

installsh 000000000000 0O0O0O00000000O0000000000O00O OpenLDAP O O
gobooooooooooooobo

gobbooobooooOooooobOocOoOoOobocOooboooooon

[D O0000! (0000 Complete!) ]

OpenLDAPO0O000O0O0O0O0O0OO

[# systemctl start osstech-slapd }

gobooooooobooooo

3.2000000000000000000

2000000000000000 OpenLDAP240 000000000000 O0ODOOO0OOOOOODOO
gogd

00000000002000000000000 OpenLDAPOOOOCOOODOOOOOLDAP1IOOO
00000 daplOLDAP2 00000000 ldap200000CCO0C0ODO

3.21 LDAP1 00000 OOODOOO

ldapl O OpenLDAPOOOCOOOCOCOCOOO

[[root@ldap1]# systemctl stop osstech-slapd ]

slapcat 0 000 0000000COO0DOCO LDAPOOODOOO LDIFOOOOOOOOOOOOOOOO
0-l0oo0000boo0o000oo0o0o0bo000boOo000boO000ooO000oOoO0O00b00O000n

[[root@ldapﬂ# sudo -u ldap /opt/osstech/sbin/slapcat -1 backup-20191001.1dif }

0000000000000 OpenLlDAPO OO O0OOOODOOODOOODOODOODOODOOOODOOO
0000000000000 0 /srv/osstech/software/RPMS O 0000000000 O0O0O0O0O
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[root@ldap1]# cd /srv/osstech/software/RPMS

[root@ldap1]# tar xfz osstech-openldap-2.4.48-160.el7.tar.gz
[root@ldap1]# cd osstech-openldap-2.4.48-160.el7

# 1s

doc install.sh x86_64

00000000000 0D000 install,shOOODOO0O0OO0OOOODODOOOOOOODOOOOOO
googo

0000000000000000000000000000000@O000000 yymOO0O00O000O
oooooo)

oo00ooooooooooooo0d0ymO0000O0O000O0OOOOO0OO0OODOOOOOOODODO OSO
gooboboboooooobooborpmb0boooooobOOobOO0obO0ObObO0OOobOOoOoOobDOD

[root@ldap1]# ./install.sh

installsh 0 000000000000 000O0O000000DO0OO0O0OO000000O00O0O OpenLDAP OO
gobooooooooooboooDbo

00o00oooooooOdLbAPIOOOOOOOOOOCOOCOODOOODOOO

[D O0000! (0000 Complete!) ]

OpenLDAPO O OODOOCOOODOO

[# systemctl start osstech-slapd ]

LDAP1 0000000000000 OLDAPOOOOOOODOODOODO LDAP1OOOOLDAP20000O
contextCSNOOOOOOOOOOOOOOOOOOO

[root@ldap1]# /opt/osstech/bin/ldapsearch -x -D <O OO DN> -W -b <O 00O suffix>
-s base contextCSN
contextCSN: 20180925023414.1294327#000000#001#000000

[root@ldap2]# /opt/osstech/bin/ldapsearch -x -D <O OO DN> -W -b <O 00O suffix>
-s base contextCSN
contextCSN: 20180925023414.1294327#000000#001#000000

contextCSNOOOOOODOOOOOOO0OO0ODOOOOCOOOO0OOD LDAP200000O0O0O0COOOO
gooooo
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322 LDAP200000O0OODOON

ldap2 O OpenLDAPOOOCOOOCOCOCODOO

[root@ldap2]# systemctl stop osstech-slapd

000O00DO0O0D0O0O0D0D OpenLlDAPOOOOOCOOOOOODOOODOODOUODOODOODOOO
0000000000000d/srv/osstech/software/RPMS DO 00000000000 OOO

[root@ldap2]# cd /srv/osstech/software/RPMS

[root@ldap2]# tar xfz osstech-openldap-2.4.48-160.el7.tar.gz
[root@ldap2]# cd osstech-openldap-2.4.48-160.el7

# 1s

doc install.sh x86_64

0000000000000 00D0 installsh0 0000000000000 00O0O0O00O00O0O0O00O00OO
oooo

0000000000000000000000000000000@O0000000 yymOO0O00000O
oooooo)

ooo0o0000oooo0ooooo00Oym 0000000000000 00O0O0DOOODOOOOOO OSO
ooboooooooooooobDOrpmdOoOoCcOoOoOCOcOo0oOOoOOoOOOcOODOOOODbOO

[root@ldap2]# ./install.sh

install,sh 000 000000000000 O0O0COO0ODCO0O0OO0000000O0000O00 OpenLDAP OO
goobobobooooooogo

0000000000 OooLbAP20000000OCO00DOOOODOOOODOO

[D goooO! (000 Complete!) J

OpenLDAPOO0O0O0OOOOOO

[# systemctl start osstech-slapd ]

LDAP20000000COO0O0O0COLDAPOOCOO0OOOCOOODO LDAP1O0OOCLDAP20OO0OO
contextCSNOOOOODOOOOOOOOOOOOOQ

[root@ldap1]# /opt/osstech/bin/ldapsearch -x -D <O OO DN> -W -b <O 00O suffix>
-s base contextCSN
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contextCSN: 20180925023414.1294327#000000#001#000000

[root@ldap2]# /opt/osstech/bin/ldapsearch -x -D <O OO DN> -W -b <O 0O O suffix>
-s base contextCSN
contextCSN: 20180925023414.1294327#000000#001#000000

contextCSNOODOOOOOOOOOOOOODOO0OODOOOODOOOOODODOOODOOOODO
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(4 OpenLDAP 2.4 00000000

000 OpenLDAP24000000/opt/osstech 0 0000000000000 00O00O0OO

ug

gooo

LDAPOOOO

/opt/osstech/sbin/slapd

LDAPOOO0O0000000000

/opt/osstech/bin/ldapsearch O O

0000 LbAPOOOOO0O0O0

/opt/osstech/sbin/slapadd O O

OpenLDAPO O OOODOCOOO

/opt/osstech/etc/openldap/slapd.conf

OpenLDAPO OO0 O00OOOCOODODOO

/opt/osstech/etc/openldap/ldap.conf

goboooooon

/opt/osstech/etc/openldap/schema O O

LDAPOOO0OO00000000O0

/opt/osstech/var/lib/ldap

LDAPOOODOOCOODO

/opt/osstech/etc/openldap/slapdbbackup.conf

goog

/opt/osstech/etc/rsyslog.d/slapd.conf

gobooooood

/opt/osstech/etc/logrotate.d/syslog

BDBOOOOOOO

/opt/osstech/sbin/slapd_db_recover O O
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(5LDAPOO000000000

51 LDAPCOOCOOOO
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000000o0oooooooooooooooooo200000000000000000A0
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gobooooboooobooooooOooOoOoOOoO0oOobOOoOoOobOOoOoOoboOoOooOoOOoOobOOOOoOoDbboOoOon
oobooooogd

OpenLDAP OpenLDAP
YAy — YRy —
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« IDAPOOODOOODOOODLDAPOOCOCOOOOOOOOOOOOOOOOOOOOG

LDAPOOOODOOODOODOOODOODOODOODOODOOODOO LDAPODOODOODOODODOODOO
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OpenLDAP OpenLDAP OpenLDAP
YA — YAy — AL—7
H—i\— H—/\— H—/\—

03 LDAPOOOO OOOODOOOOOOO

52 0000

000000000000 LbAPOOOOOOOOODDOOOODOO

* OS
— Red Hat Enterprise Linux 8 / CentOS 8 (x86-64)
— Red Hat Enterprise Linux 7 / CentOS 7 (x86-64)
e 0D00OOODO
— OSSTech O OpenLDAP 2.4
0000
— LDAP 1 00O : 1dapOl.example.com
— LDAP 2 00 O : 1dap02.example.com

200 LDAPOOOOOOOOOOOOOOOOOOOOOOO
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53 000D0O0O0oOoon

gobooobooooooooobooooooooon

5.3.1 LDAPDITOOUOOOO

LDAPDITOOOODODOO (ODOODN)DDOOODODOO0ODOOOODODO0ODOOO0OoOoDOoooDog

0000o0ooDNSOO0000000Mde=000000,00000000000000A0

0O dcO O 0O M Domain Componentd O OO0 OO ODOO0O
e [

- 000 DNSOOOOO: example.com
- LDAPDITOO OO DO O : dc=example,dc=com

532 LDAPO O O/OOODOOOOOOO

OpenLDAPOOOOOCOOO0O0O0ODOOOCO LDAPOOOOOOOOCOOOOOOODOOOOOOOO

goboboooboobooobooboobobooobg

gooogon

ggo

LDAPDITOOOOOOO DN

dc=example,dc=com

LDAPOOOOOOOO DN

dc=admin,dc=example,dc=com

LDAPOOOOOOOODOOOO

admin-pass O 1

LDAPOOO0O0O0O0OOOO DN

dc=replica,dc=example,dc=com

LDAPOOO0O00000000000O0

replica-pass O 1

01:0000000000000000000O0O0O0O0O0ODOOO0O
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(6LDAPOODO00000

00DOo00ooOoOoOoOoooOoOo LbAPODOOOODOOOODO

* LDAP(389/TCP)0 0 O O LDAPS(636/TCP) 000 OOODODOO
esyncrepl 00000 LDAPOOOODODO

6.1 OSSO U000

O LDAPOOOOOOOOOOSOOOOOODODOOOOO

6.1.1 0000000

OpenLDAPO 0000000 O0DOOOOODOOOLDAPOOODOOOODOOOO NTPOODODODOODODO
goooobooboo

Red Hat Enterprise Linux (CentOS) D O Ochrony OO OOOntpd D0 0OCOCOCOOCOCOOOCODODOODOOO

6.1.2 00000000000

0000 LbAPOOODOOOOO0ODOOOOOOOLDAPOODOOOOOODOOOOODOODOOOOOOO
LDAP(389/TCP)0 0 0 0 OLDAPS(636/TCP) 000000000 DO0O0O00O0O0O0O0OODO

# firewall-cmd --permanent --add-service=ldap
# firewall-cmd --permanent --add-service=ldaps
# firewall-cmd --reload

6.2 LDAPODOODOODO

0 00O /opt/osstech/etc/openldap/slapd.conf 0 0000000000
slapd.conf 000 00O OpenLDAPO LDAPOOO0O0O0O0O00O slapdOOOOOOOOOCCCOCOCODO

OpenLDAPO 000000000 OOOOO0OOOOODOOOOODOOOOODODOOOOODOOO

* database
* suffix

* rootdn

* roOtpw

¢ database
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* access

* overlay syncprov, syncprov-sessionlog, syncprov-checkpoint
* serverld

* syncrepl

¢ mirrormode

OSSTech O OpenLDAP O 0000000 OOOODODODO DO O /opt/osstech/etc/openldap/slapd.conf 0 0 0 O O
Oo0o0o00o00oOo0oO0oOoU0oO0oOo0OoO0oOOoUOo0oOoUoOOooOoUoOooooo

6.2.1 database 0000 OO

slapdconf 00000 Odatabase 00000000 100 LDAPOOOOODO0O0O0OO0OOO0O0OOOOOOO
0000100 LDAPOOCOODO 100 LDAPOOOOODOOOOOODODODO database 000000000
000 LbAPOOOOOOOOOOOOOOOO

database 00 OO0 00OO0OOCOOCODOOOOODOO0OOODOOOOODOOUODOOOODOOO@E@UODO
0oooooooooooo)

e wt
- 0000 LDAPOOUODOOOCODOOODO WiredTiger 0O O00ODOOODOO O WiredTiger
gdood0ooo0o0ooo0OoDooO0UoooO0UobDoOoUoooOoUoooogoo
-O0O0000ooO0o0oooOoOooobooooo
 slapd0 000 slapcat OO DOOOO LDAPOODOOOODOOOOOOOOOO
«* DNODODOOODOOO MODRDN) DO O0O0DO0O0O0O0O0O0O0OOoOoooooooooooog
ooooOoODNOODOOOODOOObOOOO
* bdb
- 0000 LDAPOOIOOOCOOOODODO Berkeley DBOOODOOOOOODOOOOOOOOO
gopooooooooooooboooooog
* monitor
- LDAPOOOOOOOOODOOOODCOOODOOUOOCOCOOUODOOOODOOOODO
e null

-boooooooooOooOooobobooobooooo

oono

database wt

ggboboooboobboobooboboobobooboo
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6.22 suffix 00O OO0

LDAPO 000000 OODOOODOOOODOOODODNODOOOODOD

suffix "dc=example,dc=com”

00 LDAPODOOOOOOOOODOOO0ODDOO0ODODOOODOOOODOOOOOOOOn

6.23 rootdn O OO D OO

LDAPOOOOOOCOOOODNOOOOOOCOreot00000OOCO LDAPODODOOOOOODODODOOO
OooooDNOUOOOOODODOO0OOO0OO0ODOOODOOODNOOO0OOO0DO0OO0DO0OO0DODOOOsufixO0000
00000000000000DbDNOO000000000000

rootdn "gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth”

rootdn 00000000 0ODOO0ODOOCODOOLDAPODOODOOODOOOOOODOOOUODOUODOUODOO
gogbobooboobobooboobbooboobbooboobboon

6.2.4 rootpw 0 0O OO

rootdn D000 DNOOOOOOOO LDAPOODOODOOODOOOOOOOOOOOODODOODODOO

rootpw root-pass

rootpw 0O 0OOODOOOLDAPOODOOOCOODOOOODOOUOOOOOUODOOOOODOUODOOOO
ggboobooobooboobbooboon

gogboboooboobboobooboobobooboobbooboobobooboobbooboboobo
UO0rcotpw U DO OO O0O0OOO0OODOODOODOODODOOOODOO

6.2.5 access OO0
LDAPDITOOOO0O0O0OOOOOOODODN
00000000000000000000000000000000000000000
- 0000000000000 LDAPOOOOOOOODOO
- 0000000000000 O0D0 LDAPODOODODOOOOOO

00000 LDAPODOOODO
CO0000O00DOOO0O0OO0O LbAPOOOOOOODOOO
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OO00Orootdn 00000000000 “manage” 000000000000O0O0O0OOO

godooodooobooooooooboooooboooooo
access to *
by dn="cn=admin,dc=example,dc=com” manage
by dn="cn=replica,dc=example,dc=com” read
by * break

access to attrs=userPassword
by anonymous auth
by * none

access to *
by * none

userPassword 0 0 O O by anonymous authO 0 000000 (BIND)OOOOOOOOOOOOOOOOO

6.26 000000000 OOO

000D00000o000Dooooolo0 LDAPOO0DOOOODODO0ODOOOOOOOOOOOOn
gooboobobobooooooooboooobobobobooboboobooboobobUoboboboboooo
00Do0oooo 1ooooooooooooon

LDAPOOOOOCOO(@OO)0000CO00000O0COO00O0DOOsyncprovO0 0000000000
oooo

overlay syncprov
syncprov-checkpoint 128 5
syncprov-sessionlog 128

goboboooboobbooboobo

* syncprov-checkpoint [ OO ][O0 (O)]

- 00000000000 contextCSNOOOODOODOOOOOOOOOOOODOODOODOOOO
000000000000 oo @oooooooooooooooooooo
pgooddddoouoooooooo

- 0000000000000 000000oo0ooooo

* syncprov-sessionlog

- LDAPOODOOOOOOCOOODODOOOOOOOOOODOOODOODODOOOOOOOOnOGg

000 LbAPOOOOOOOOOOOOO

LDAPOOOOOOOO(CDO0O0)ODOOOOOODOOO0OO0O0O0 LDAPOOOODOOOOODODO syncrepl O
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goboooooooooOooooboOooooooo

eserverlDOO0O0OOOOOOOODOOODOCOOODOOOOODOOOODODOOODOOOO
e mirrormode 0 0000000000000 0O0O0O0O0O0O0O0O0OOOon0O0O0O0OOOOOO

syncrepl 00 00000O0O0OOCOOCOOOOOOOOOOOOO

gooogo ooo

rid 100 LDAPOCOCOOCOOCOsyncrepl 000 O0OOOOOOOOOO
provider OO0 LDAPODOOOODOCOOO URI

type 0000 (refreshAndPersist)

retry LDAPOODOOOOODOOOOOODODOOOOOOOOOOn
keepalive LDAPOOO0OO0OO0O0O0O0O0O0OOO keepalive 00O

searchbase OOooOoOO0O0O0 LDAPDITOOOODOOODOOOO

scope searchbase 0 0 OO0 OO0 (O OO sub)

schemachecking 000000000000 O00ODOOODOO(MOODO off)

binddn 000o0o0oooooood DN

bindmethod 0000000ooooog (@oo simple)

credentials 000Db00O000ooDoooooo(@ooooo)

LDAP1 0000000000 DOOOODOOOOO

,

\

serverID 1

syncrepl rid=1

provider=ldap://1dap@2.example.com/
type=refreshAndPersist

retry="5 10 30 +"

keepalive=600:5:60
searchbase="dc=example,dc=com”
scope=sub

schemachecking=off
binddn="cn=replica,dc=example, dc=com’
bindmethod=simple
credentials="replica-pass”

'

mirrormode on

LDAP200000000CO0OCOOODOOOOO
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's )

serverlID 2

syncrepl rid=1
provider=ldap://1dap@1.example.com/
type=refreshAndPersist
retry="5 10 30 +"
keepalive=600:5:60
searchbase="dc=example,dc=com”
scope=sub
schemachecking=off
binddn="cn=replica,dc=example, dc=com’
bindmethod=simple
credentials="replica-pass”

'

mirrormode on

. J

Oo0O0OO0OOOOOOCOOCOOOCOLDAPIOO0OO LDAP20000O0O0O0OOOOOOOOODOODOOO

6.2.7 LDAPO OO OOOOOOOOOO

O0000000000000000LDAPOOOOOO0OOOONOOOOO0O00OmIirrormode 0100000
00000 updateref 1000000000000

LDAPOO0O00000000000000000000000000000000000000000000
O0O0000O0O0O0000oo0coO00o0o0 LbAPOOOOOOOOOOCOOOOOCOOO0OOOOO00
O00000Oupdateref0 DO 0O0O0O0O0

updateref 0000000000 0OC0O00OOOO0OOOCO00ODOOO0ODOOOU0ODOOOOOOOODOOOOD

OCO LDAP30OD0O0OCCO LDAPOOODOOOOOOOOOOOODsyncprov0O0000O0O0O0O0OOOO
oobobooooooooobooooboobooooo

's B

serverID 3

syncrepl rid=1
provider=1ldap://1dap@1.example.com/
type=refreshAndPersist
retry="5 10 30 +"
keepalive=600:5:60
searchbase="dc=example,dc=com”
scope=sub
schemachecking=off
binddn="cn=replica,dc=example, dc=com’
bindmethod=simple
credentials="replica-pass”

!

updateref ldap://ldap@1.example.com/

. J
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6.2.8 WiredTiger O OO0OO (wt)oo O

WiredTiger 00 000000000 DOODODOODOOOOOOOOO

database wt

suffix "dc=example,dc=com”

rootdn "gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth”
directory /opt/osstech/var/lib/ldap

wtconfig cache_size=256M

» wtconfig cache_size
- WiredTiger 000 0000000000000 0O00OO0OO0O000O0O0OO0O0O0O 2s6MO0O0O
ooo

6.2.9 BerkeleyDBO OO O OO (bdb) DO DO

Berkeley DBO O OOOODOOOODOOCOODOOOOOOOOODOO
database bdb

suffix "dc=example,dc=com”

rootdn "gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth”
directory /opt/osstech/var/lib/ldap

dbconfig set_data_dir .

dbconfig set_lg_dir .

dbconfig set_cachesize 1 0 1

dbconfig set_lk_max_objects 5000

dbconfig set_lk_max_locks 5000

dbconfig set_lk_max_lockers 5000

dbconfig set_flags DB_LOG_AUTOREMOVE

. J

gobodooboooobooooooon

e set_cachesize [0 OO OO [0DO0O][00O0O0O]
- 0000000000000 000000000000000ooooooooooooooDoOOn
gooodooooooogd
- 0000000000000 D0OoO0 BDBOOOOOOOODOOOOOOslapdOOOOOOOO
Joo00o0DbD 40000000000000D00O000OO
-000dooD o000 1000000000000 o0D00oDD 1oooDo0oooooog
ooo
* set_lk_max_objects [0 O ]
-BDBUOUOOOOOO0OO0OOOOOODOOOOOOOOOOODOOODODODOOO
e set_lk_max_locks [0 O ]
-BDBOOOOOOOOOOOOOOOOOOOOOOOOO
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e set_lk_max_lockers [0 O]
-BDBOOOOODDODOOODOOODODOODODOODOOODOOOO
e set_flags [0 0O OO0O]
-BDBOOOOOOOOOOOOO
- DB_LOG_AUTOREMOVE *BDB OO0 00ODOOOOOOOOOODOOOOOOOOOOO
ooo
* set_lg_regionmax [0 O O ]
- 0000000000000 0000000000000000o0ooooooooooO
e set_lg_ max [0 O O]
- 00000000000000 1 000000000000000000ooooO
e set_lg_bsize [0 O O]
-0o0o0o0OoObOoOoOo000dddddooooooooooobooboobooboobOooooga

6.2.10 monitor 00000000

LDAPOODOCO0OOO0ODOOUODDOO0OOO0ODOOODOOOmonitor 000000000000 0OODOO
gog

monitor U OO0 OO0DOO0OO0OOOODOOOO

database monitor

access to *
by dn="gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth” read
by dn="cn=admin,dc=example,dc=com” read

monitor 10 0000000000000 0000000000000000000000 (DN)0O read00O
ooboooooon

6.211 null OO0 0000000

nllOCO00O00CO LDAPOOOOCODOOOOODOOOOOODOODOODOODOOrootdnDOOOODODO
0000o0ooooooooooooog sufixO00O0O0O0O0OOOOOOCOODOOODOODODOOOO

00000000000 LbAPOOOO0O0O0O0O0O0O0O0O0O0O0O0O0O0OOOOOO

database null

suffix ""

rootdn "cn=Directory Manager"”
rootpw {SSHAJFXXXXXXXXXXXXXXXX
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6.3 LDAPOOOOO TLSOO

LDAPOOOOOO0OOOOO0O0OO0O0O0D0O0O00000000000000LDAPODOODOOODOODO
0000000000 00000O00 LDAP O OO0 TLS(Transport Layer Security) 00 00000000
gooogoooo

LDAPOO0OOOCOODOCOLDAPSO0ODOOCOO LDAP+ StartTLSO OO ODOO 2000000000

LDAPSOOO0OOOOOOO LDAPDO 389/TCPO OO0 636/ TCPOOOOODODOODOOOOODODOOOO
O00SaartTLSOOOODOOOOO0OO0O0O0O0O0O0O0 LDAPQO 389/TCPO0O0O0O0O0O0O0OOOOOOODOOO
000000000 OoOLDAPOOOOO TLSOOOOOOOODOOOOO0ODOOOO0O0O0OO

631 00000000

LDAPOCOCOOCO TLSOOOOOOOOOO0O0O0O000000000000000000000000000
gobooooboooobooooooOoocOoOoOOo0oOobOOoOoOoboOoOoOoboOoOoOoOoOOoOoOOOoOoOoDbboOoOon

0000000000000 00000 openssl 00000 req0000000O-x509000000000
oogd

0000Wdap010000dapO2 0000000 ODOOODODOODODOODODODODODOODOODOODOODOO
O00D0OOOldap01 O 1dap02 OO OOODOOOOOOOODOOOODO

# ( cat /etc/pki/tls/openssl.cnf &&

echo '[v3_cal' &&

echo 'subjectAltName=DNS:1dap@1.example.com,DNS:1dap@2.example.com'

) | openssl req \

-config /dev/stdin \

-new \

-subj '/C=JP/ST=Tokyo/L=Shinagawa-ku/O=Example/OU=development/CN=1dap.
example.com' \

-x509 \

-out ldap.example.com.crt \

-days 7300 \

-sha256 \

-newkey rsa:4096 \

-keyout ldap.example.com.key \

-nodes

00000000000 0oo00oo0o0o0oDo0o0oDo0o00ooooOno ldapexample.com.crtd O O
00000 ldap.example.ccomkey OO OO OOOO

Generating a 4096 bit RSA private key
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0000000000000 1dap010 1dap02 000 O0O0O0O0O0O0OODOO

* /opt/osstech/etc/openldap/certs/Idap.example.com.crt

* /opt/osstech/etc/openldap/private/ldap.example.com.key

openssl0000000OOCOOOOCOCOOOCCOODOO

* req
-0o0odpooooo( CcSRpooooooooooooon
* -x509
-Q0oboobbobobobtboddddoooooooo o
* -newkey rsa:4096
- 0000000000000 0000 (RSA)ODODO @veOoOo)ooo
* -nodes
-000oooooooog
* -keyout ldap.example.com.key
- 0000000000000 0000000000ooooo
e -out ldap.example.com.crt
-0o0o0o0o0bOoOoOo000ddddoooooooooooooon
e -days 7300
-0o0oooooooooooooo @o)
-0oooo3oooooooono
e -subj "...00O.../CN=IdapOl.examplcom
- 0000000000000000 (DN, Ditinguished Name)
- 000 (CN,Common Name) 0000000000 OOOOOOOO
-00000bO0ObOO00000dddoooooooooooDooD

0000000 openssl 00000 x50900000000000000000O00O

000000ooo0oooO0oO0O00C000000Issuer0000000000O00OSubject0000000000O0O0O
000000 ValidityDOODONotBeforeDOOOOOONotAfter0 0000000000 @OOOODOO
0000000o00o00000000o0o000)o

$ openssl x509 -noout -text -in ldap.crt
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
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8f:9b:33:9e:e2:81:ed:9d
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=JP, ST=Tokyo, L=Shinagawa-ku, O=Example, OU=develpment,
CN=1dap.example.com
Validity
Not Before: Oct 29 07:05:09 2018 GMT
Not After : Oct 24 07:05:09 2038 GMT
Subject: C=JP, ST=Tokyo, L=Shinagawa-ku, O=Example, OU=develpment,
CN=1dap.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (4096 bit)

.ooog

gbooooooboooooooooooobooooOooobOOoOoOo0oooOoOobooboboobOooboboOoboooon
goboooboooobooooboooo

000000000 osstech-support 0 0000000 O00OOOCOODOO

[# rpm -ih osstech-support-3.0-xxx.el7.x86_64.rpm ]

openssl-selfcert 0 0 0 000000000000 O0O0O0CDOOO0OO0O0OCOOO0OOOOOOOOOODOOO
subjectAltName 0 00 0000000000000 0OOO0O0OOOOO0OOO0ODOOOUODOOOOODO CN
goobooboboobooo

$ /opt/osstech/bin/openssl-selfcert ldap.example.com ldap@1.example.com ldap@2.example.com
. 00

writing new private key to 'ldap.example.com.key'

e 1 vagrant vagrant 2069 100 29 07:35 ldap.example.com.crt

e 1 vagrant vagrant 3272 100 29 07:35 ldap.example.com.key

. J

632 00000000 OOODODOO

000o00oo000o0o000o0oOo0o00o0o00 LDAPIOOO LDAP20000O0O00O0DOOCOOOOO
ooo0ooooO0o0o0ooo0o00oooOO0o00ooO0o0oboOo0O0D 200000000

goboboooboobobooboobbooboobobooboobboon

* /opt/osstech/etc/openldap/certs/Idap.example.com.crt

* /opt/osstech/etc/openldap/private/ldap.example.com.key

0000000000 00D0Do0o00o0oDodldeap 000000000 0ODOOODOOODOOOODOOO
gogd
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# chmod 640 /opt/osstech/etc/openldap/private/ldap.example.com.key
# chown root:ldap /opt/osstech/etc/openldap/private/ldap.example.com.key

0 O O O /opt/osstech/etc/openldap/slapd.conf 0 O 000 0000000000000 0OOOODOO

TLSCACertificateFile /opt/osstech/etc/openldap/certs/ldap.example.com.crt
TLSCertificateFile /opt/osstech/etc/openldap/certs/ldap.example.com.crt
TLSCertificateKeyFile /opt/osstech/etc/openldap/private/ldap.example.com.key

TLSCACertificateFile 0 0 000 O OO OTLSCertificateFile 0 000 000000000000000000O0
gooboboboboooooobooobogo

633 00000000000 OOOODOOO

LDAPOODOOOOOOOOO syncrepl 000000000 DODOOOCOOODDO LDAP(StartTLS) O LDAPS
goboooobooooooooobOo0oOooboooobooOooOoOooOoOoOoOboOoobOoboOooooooon

0000000 uUpPKIOODODODOOODOO0ODO00OD00000000000000000 LDAPOOOO
O TLSCertificateFile O TLSCertificateKeyFile 00 000 0000000000000 00O0O00O0O0OO0OO

0000000ooooooOoogsyncrepl DOODOODODOODODOODODOOOOOCO LDAPOOODODODOODO
OO0 O0OUOTLSCACertificateFile 1 0 0 00000000000 DOODODOODOOOOOOOOO

O0OOOLDAP1 000 LDAP20 00000000000 O0OOO0OOLDAPIOO0O0DODOOOOOOOOO
0 LDAP 2 O 00O TLSCACertificateFile D O OO OLDAP2 00000000000 OOCOO LDAP1OOO
TLSCACertificateFile OO0 O OO ODOOOOOOO

00000oo0ooooOoooO0000ooO0ooO0OCcOoOoO0O0Osyncrepl 0000000 provider 000 LDAPS
gopboooo

* LDAP 1 000 provider 0O

[ provider=ldaps://1dap@2.example.com/ ]

* LDAP2 000 provider 0O

[ provider=ldaps://1dap@1.example.com/ ]
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6.34 TLSOUOOOOOOO

TLSOOOOOOOOOOOOooOOooooooooooooooooooooossL3.0000goooog
000000000000O0OpenL,DAPOOOCOOOOOOOOOO0O0O0O0O0O0O0O0O0O0O0O00O0O0O

OpenLDAPO TLS 1.0000000000000000C00000OOslapdeconf000000000000O0O

TLSProtocolMin 3.2

oooOooooTLS1.100000000000TLS1.00000000000000000000 TLSOO
goboooooon

gobooobooooooOoooobboOoobooOooooOooOooono

gobooo o000

SSL 3.0 3.0

TLS 1.0 3.1

TLS 1.1 32

TLS 1.2 33

635 000000000000

TLSOOOO0O0O0D0O00OO0000000000000D0000000TLSCipherSuite 1000000000
gobooobooooboooooooooboooobooooooooooooooooooooobooOoon
ooboooboooobooooobooOooobooOooboOoobooOoooon

0O000Oslapd.conf O TLSCipherSuite 0 0000000000000 000000O00OO0O0OOOOO

TLSCipherSuite ALL:!aECDH:!EDH-DSS-DES-CBC3-SHA: !|EDH-RSA-DES-CBC3-SHA:
IDES-CBC3-SHA: |KRB5: !PSK: ! IDEA: ! SEED: !RC4: !MD5: ! EXPORT: 'LOW: 'aNULL : !'eNULL

000D0O00o0ooooo 100ooooooog

64 00000 ODOOODOOO

641 00000000

LDAPO O DOOO0DOOOOOOOOOOOOODOO0OOOONOOONOOODOOODOOoOOoDoooog
OpenLDAPOOOODO 1270000000000 00DOOCO0ODOOOODOOODOOOO
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- J0000DOCO0ODOOOOOOOOODOCOO

index objectClass eq,pres
index entryCSN,entryUUID eq

J0000DOCOODOOOOO

index ou,cn,mail,sn,givenName eq,pres,sub
index uid eq,pres, sub

gobodooboooobooooooboooooOoooobo0ooobooooooooooOoboobOOOoOooboOooon
gobooooboooooooooobooooobooooboooobooooooooooOooobOoDoOoOooboboOoon
goboooobooooooooobodoobooooboooooooooooooobooOooon

LDAPOODOOOO0O slapdeonf 0000000000000 O000O0Oslapindex OO0O0O000D00ODOOO
gooboboboobooooo

0000000000 00slapd0000C0O00OOOslapindex00000000OOOO

# systemctl stop osstech-slapd
# sudo -u ldap /opt/osstech/sbin/slapindex
# systemctl start osstech-slapd

slapindex 0 0 0 0 0 00000 O /opt/osstech/var/lib/ldap D0 0D 0000 0000000000000000O0

0000000000000 0 reot000000OODOOOOslapd0000000O0O0O0OODOOOOOO
slapindex 00000 O0O000D00O chown OO OO O /opt/osstech/var/lib/ldap D OO0 0000000 OO ldap
oooooooooooooo

O00D0OOOLDAP O O0OO Obdb_substring_candidates: (O O O ) not indexedO O 0 bdb_equality_candidates:
(000O)notindexedd DO OOODODODO0OOOODO0ODOO00OOOOO0OOOOOOODOOOOODOOOOOOO
0000000000000 00D000o0000D000o00DO00D000O0DOeq@OOsubO OO0
0000U00oo00U0oo00U0oo0o0oUoooOoUooooOooooo

642 0000000

OpenLDAP O slapd O OLDAPO OO0 O0ODOOOOOOOOOOOOOOOOOOOOOOOODOOOO
gobooooboooooboooooooOooOOoOoOobOOoOoOoOoOoOoOoboOoOooOoOOoOoOOOoOoOoDbboOoOon
ooboooo

gobobooobooooooooobooOooboooobooooooooon
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cachesize 10000
idlcachesize 30000
checkpoint 512 5

e cachesize [0 OO O0O]
-slapd0000000O0CO0O00O0O0ODOOOOO0OODODOOOOOODODODOOODOOOUOOOO
g ooobobbbbbbbobbodddooooooo o
e idlcachesize [0 OO 0O O]
-pgobooboobobobobotooddddtooobbbbobbbbbobbboobooo
0o0oooooooooooooog
e checkpoint [D OO OO][O]
- 00000000000 b oo oo b oo oo boooooog
good0o0ooU0oo0O0oOoU0DOoO0OoU00O0oU0UOoU0U0DOoUOoDoDUDODUO0OOoUOUDOOoDODoOUOOOO
gooddddooooooooooooobobobobobooo

6.5 slapd.conf 0 OO0 OO0 0O0O

O000OCOOOOOO0OO0OOoOOoOooggdslapdeonf0 00 O0O0O0OODOO
include /opt/osstech/etc/openldap/schema/core.schema

include /opt/osstech/etc/openldap/schema/cosine.schema
include /opt/osstech/etc/openldap/schema/nis.schema

include /opt/osstech/etc/openldap/schema/inetorgperson.schema
include /opt/osstech/etc/openldap/schema/ldapns.schema
include /opt/osstech/etc/openldap/schema/ns-mail.schema
include /opt/osstech/etc/openldap/schema/ppolicy.schema

moduleload ppolicy

pidfile /opt/osstech/var/run/openldap/slapd.pid
argsfile /opt/osstech/var/run/openldap/slapd.args

loglevel stats

threads 32
tool-threads 4
timelimit 30
sizelimit unlimited

TLSCACertificateFile /opt/osstech/etc/openldap/cacerts/ca.crt
TLSCertificateFile /opt/osstech/etc/openldap/certs/1dap@1.crt
TLSCertificateKeyFile /opt/osstech/etc/openldap/private/ldap@1.key
TLSProtocolMin 3.2

TLSCipherSuite ALL:!aECDH:!EDH-DSS-DES-CBC3-SHA: !EDH-RSA-DES-CBC3-SHA: ! DES-CBC3-SH
IKRB5: !PSK: ! IDEA: ! SEED: 'RC4: !MD5: !EXPORT: 'LOW: 'aNULL: !'eNULL (10 0)
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password-hash {CRYPT}
password-crypt-salt-format "$6%$%.16s"
access to dn.subtree=""
by * read

database wt

suffix "dc=example,dc=com”

rootdn gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
directory /opt/osstech/var/lib/ldap

wtconfig cache_size=256M

index objectClass eq
index modifyTimestamp eq
index ou eq
index cn eq, sub
index sn eq
index uid eq
index displayName eq
index mail eq
index mailAlternateAddress eq
index uidNumber eq
index gidNumber eq
index memberUID eq
index uniqueMember eq
index member eq
index entryCSN eq
index entryUUID eq

limits dn="gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth”
time=unlimited
size=unlimited

limits dn="cn=admin,dc=example,dc=com”
time=unlimited
size=unlimited

limits dn="cn=replica,dc=example,dc=com”
time=unlimited
size=unlimited

access to *
by dn="cn=replica,dc=example,dc=com” read
by *x break

access to *
by dn="gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth” manage
by dn="cn=admin,dc=example,dc=com” manage
by *x break

access to attrs=userPassword
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by anonymous auth
by * none

access to x
by * read

overlay syncprov
syncprov-checkpoint 128 5
syncprov-sessionlog 128

serverID 1

syncrepl rid=001
provider="1ldaps://1dap02.example.com”
type=refreshAndPersist
retry="5 10 30 +"
keepalive=300:5:10
searchbase="dc=example,dc=com"
scope=sub
schemachecking=off
bindmethod=simple
binddn="cn=replica,dc=example,dc=com"
credentials="replica-pass”

mirrormode on
database monitor
access to *

by dn="gidNumber=@+uidNumber=0,cn=peercred, cn=external,cn=auth” read
by dn="cn=admin,dc=example,dc=com” read

0000 slapdeconf 000000000000 00O0OO0O

oooo oooo 00

root ldap 0640
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(7oooooooo

slapdconf 00000000 OCOOOOOOO LDAPODOOOODOOOOOOOO

ooooOoOoOoOoLbAPOOOOODOOOCOCOCOOOOOOOOOOOOOOOOOODOOOOOOCO ou
OooOoocooouoOooLbAPOOOOOOOOOOOOOOOOOOOOODOODOOOODO

000000 C0OLDIF(LDAP Data Interchange Format) OO0 OO0 O OO0OOO0OOO0OO0OOOOOOOO

O00000000Mmitldif00000000000000000000

dn: dc=example,dc=com
objectClass: dcObject
objectClass: organization
o: Example Corp.

dc: example

dn: cn=admin,dc=example,dc=com

objectClass: simpleSecurityObject

objectClass: organizationalRole

cn: admin

description: LDAP admin

userPassword: {CRYPT}$6$e49HF0/c$zgek.sFAMjpzOyogpjgkEtwMY60geQzG/Ykmwl8@DpH
WLxiz..kFZ77CaU3N6dvzHirulLeQHLMIJYmT69qcORO

dn: cn=replica,dc=example,dc=com

objectClass: simpleSecurityObject

objectClass: organizationalRole

cn: replica

description: LDAP replica

userPassword: {CRYPT}$6$TPngEmepGIn/5TcX$2u@DIAg . HpgzVBGIX5p7EKwTuUO6/ tIMFI47
7Zwk4hQWtI9WktgThF81rrevJJI2MeQF1gMO. k66hngH7 fRWOR®

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

. J

goboobooboooboobooobbooboobbooboobbooboboobo

* LDAP suffix O O
- 0 DNOOOOOOOOOde=example,dc=comO0 000000 suffix000000000
- J0J0J000OU0OODNDO RDNODO
-0 dn: cn=admin,dc=example,dc=com0 0 Ocn: admin0 0000000000000 OCOO0OO
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«J0J00D00DODOO DNO RDNDOO
-0 dn: cn=replica,dc=example,dc=com0 0 Ocn: replical OO0 000000000 O0ODOOOOO

71 00000 (userPassword) DO OO OO

00000000000 0000B wserPassword 00 0000000000000 O0O00O00O0O0OO0O0OOO
goboooobooooboooooooOoooOooOoOobOoOoOobooOoobooOoOoooOOoOoOoOOoOooboboOoon
gopooogo

userPassword 0 0 000000000000 OOOCOOOOOOOCOOO BASEM4DODODOOOOOODOO
gobobooobooooooboon

{(000000O03YyOOoOooOoOoooOooOdBASEe4OODOOOOODO]

0000000000000000000000 slappasswd 00000000000000000

# /opt/osstech/sbin/slappasswd

New password: <OOOOOOOOOOO>

Re-enter new password: <OOOOOOOOOOOO>
{SSHA}rjq7rNnDQCkdcpt/pwmKsg/zIsarHQpP

0000000 SSHA(OOOOO SHA-)OoOoooooooooooooOooooooo

-sgoboogboobooboobuooboobbooobooboob0booboobDbooboobboboo
goobobobobooooooobooboboboooo

# /opt/osstech/sbin/slappasswd -s replica-pass
{SSHA}BIYEBUNC/J4RKWwpi4g7NoEqgensvfYJq

slappasswd D 0 00 0-h 0000000000000 O0C00O0OOOO0OO0OO0O0O0O0OO0O0OOOOOOOO
goboooboooobobooooboooo

gogo goobogo

{PBKDF2} PBKDF2 OO

{CRYPT}  CRYPTOO

{SSHAS512} SaltO00 SHA2512000

{SSHA} Salt 0 0 SHA-1

O00DO0{PBKDR2}000000O00OD0OOOODOOOO
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# /opt/osstech/sbin/slappasswd -h '{PBKDF2}'

New password: <OOOOOOOOOOO>

Re-enter new password: <OOOOOOODOOOOO>
{PBKDF23}10000$mOF 7e 1K jObtNGj@O7F 9WokA$4NM. BawhBgmqUBVKCQiuxCgCCdQ

CRYPTOOOOOODOOOO--OOODOOOOODOOODOOODOOOCOOOOCRYPTODOOOOODO
gogboboooboobooobobuoobooboo

000 CRYPTO OO SHA2S5120000000000O0OOOOOOOCOOOOOOO-cOOOOODOOO
Oo0o000Me000O00O0OSHA25120000000MM.16sOn00000000O0O 160000000
ooboooooon

# /opt/osstech/sbin/slappasswd -h '{CRYPT}' -c '$6%$%.16s' -s replica-pass
{CRYPT}$6%$.16s%$s29MjivUhIuZ2M13ixuE. . ..

O0OO0OPBKDR20O0O0O CRYPTOOOOOODOOODODOOOOOOOODOOODOOODOOODOODOODDODODDDDOO
o000ooOoOO0O0O000000C0CO000000C0O0000O0O00O000 PBKDF20O0 1000000CRYPT O
gseoo00oooOOOOOOO0000O0OoOoDOOOOOO0O000O0OoOoOoDOoOO0OODOO0000OoOoDOO
goooocpUOOODOOOOOOOOOODOOOOODOOODOOOOOOOODOOOOODODODOOOOO
gooooogocpvoOOoOOOOOOOOOOOOOODbODbODBOD

72 LDIFO DO

O00oLDIFOOODOOO 2000000

l.slapedd 00O DO OODOOO
2. ldapadd DO 00OOCOODOO

721 slapadd DO OO 000000 OOOOO
slapadd 100 0000000000000 0000000000000000000O

root 0000000000000 0OCOCOCOOOOOOO0OOO0OOO0OOO0O0O0O0O0O0OLDAPOOOOOO
ooboooboocoobooobooono

OO0O0OLDAPOODOOOO0ODOOOOOOOOOOCOOOOOODOOOOOOOOOOOOOOOOOOO
0000o0oo0LbAPOOOOOOO0OOODOOCOOOOOOOOOOOOCOLDIFOOOOOOOO0O0OOO
ooo

# /opt/osstech/sbin/slapadd -1 init.ldif
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slapadd OO OO0 LDAPOODOOOOODOOCODOOOOCOODODOOO reotD0O0DOOO0OOCOO
slapd00C00O0CCOOCOOOOOO0OO0OO0O0O0O0O0O0O0O0O0O0O0O0O0OOOLDAPOOOOOODOOOOO

# chown -hR ldap:ldap /opt/osstech/var/lib/ldap/*
# systemctl start osstech-slapd

722 ldapadd OO0 000000000000

ldapadd OO OO OOLDAPOOOOODOO LDAPOOOODOOOOODOOOOOODOOOOOOOOOODO
LDAPOO0O000000000000000

000000000000000oooonono LbAPOOOOOOOOOOO

[# systemctl start osstech-slapd ]

ldapadd OO0 OO0 LDIFOOOOOOODOOOOOOOOOOODOOOO

r# /opt/osstech/bin/ldapadd -Y EXTERNAL -H ldapi:/// -f init.ldif
adding new entry "dc=example,dc=com”

adding new entry "cn=admin,dc=example,dc=com”

adding new entry "cn=replica,dc=example,dc=com”

adding new entry "ou=Users,dc=example,dc=com”

adding new entry "ou=Groups,dc=example,dc=com"

. J

73 0000000000

LDAPOOOOODOOODODO ldapsearch D 0000 000000000000 O0O0OOODODOOOcn=admin
0000000 LbAPOOOO0OOO0O0O0O0O

# /opt/osstech/bin/ldapsearch -x -W -D cn=admin,dc=example,dc=com
-b dc=example,dc=com

Enter LDAP Password: **xxxxx (cn=admin 0O 0000 )

extended LDIF

LDAPv3

base <dc=example,dc=com> with scope subtree
filter: (objectclass=%)

requesting: ALL

HoH H O H
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# example.com

dn: dc=example,dc=com
objectClass: organization
objectClass: dcObject

dc: example

o: example

RN

7.3.1 ldapsearch 0 000000000 od

ldapsearch 0O OO0 LDAPO OO OO LDIFOOOOD0OOOODOO“LLL 0000000 O00OOO

-b dc=example,dc=com -LLL

# /opt/osstech/bin/ldapsearch -x -W -D cn=admin,dc=example,dc=com \ ]

OpenLDAPOO0OOCO LDAPOOOOODOOOCOCOOO0OO0O0OODOODOOOOOOODOODOOOO
0000000000000dddldapsearch 000000000000 0+00000000

# /opt/osstech/bin/ldapsearch -x -W -D cn=admin,dc=example,dc=com \
-b dc=example,dc=com +

Idapsearch OO 000 LDAPOOOOOOOOOOOI0O0000000000000O00000O00O0O00O0ODO
LDIFOOO0OCOO0O000000O00O0O0O0OCO00000000D000000O “oldif-wrap=no”00000
goooooo

# /opt/osstech/bin/ldapsearch -x -W -D cn=admin,dc=example,dc=com \
-b dc=example,dc=com -o ldif-wrap=no -LLL

74 LDAPOOOOODOOOO

00000 LDAPODOOOODOOOODOOOO LDIFOOOOOOOOOOO

00 LDIFOOsnO0OUODO0ODO0OO0O0O0O0O0ODO0ODO0OD LDIFOOO

dn: uid=userl,ou=Users,dc=example,dc=com
changetype: modify

replace: sn

sn: 00O

ooboooooooooooobOOm-oooboooo
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dn: uid=user1,ou=Users,dc=example,dc=com
changetype: modify

replace: sn

sn: 00

replace: givenName

givenName: 0O 0O

0000000000000D0add00CCCCO 000 LDIFOOOO descripion00000O00OOOOO
ooo

dn: uid=user1,ou=Users,dc=example, dc=com
changetype: modify

add: description

description: 000000000 O0O0O0DOOO

00000000000 0000 Odelete0 000000

dn: uid=userl,ou=Users,dc=example,dc=com
changetype: modify
delete: description

ldapmodify 0000000000 LDIFOOOO LDAPOOOOOCOO

# /opt/osstech/bin/ldpamodify -x -W -D cn=admin,dc=example,dc=com -f modify.ldif

75 0000

0000 LbAPOODOOOCOODOOOODOOUODOOOODOOOODOUOOODOUODOODDOODOOO
gooo

LDAP1 00000000000 contextCSNOOOOOOOOO

# /opt/osstech/bin/ldapsearch -x -W -D cn=admin,dc=example,dc=com \
-b dc=example,dc=com -s base + | grep contextCSN

Enter LDAP Password: #*xxx*x**

contextCSN: 20190618055623.5912537#000000#001#000000

contextCSN: 20190702045400.3850387#000000#002#000000

LDAP200000000000 contextCSNOOOOOOOOO
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# /opt/osstech/bin/ldapsearch -x -W -D cn=admin,dc=example,dc=com \
-b dc=example,dc=com -s base + | grep contextCSN

Enter LDAP Password: #*xxxxxxx

contextCSN: 20190618055623.5912537#000000#001#000000

contextCSN: 20190702045400.3850387#000000#0021#000000

contextCSNOOODO LDAPODOCOODOOOOODOOOODOOOODOOOOOOOOODDOOO contextCSN
O00oog#00l000#0020 00slapd.conf 000000000000 serverlDOOOOODOO

oooOoO0O0O0O00ODPAPIOOOOCOODOOOO0O0O0O0O0O0COO0DDO?20190618055623.591253Z#000000#001#00000001
00oog20190 60 180 50 560 230 (UTCO) OO0 ODODODODODOOOOOOOO

0000000 LDAP2000 contextCSNOOOOOOOOOO0O0O0OOOLDAP1O0000 LDAP20O0O
gobooooooooooooboooooooo

OO0OLDAP2000000000O00O0OCCOOOODDDOO20190702045400.385038Z#000000#002#0000000
oooOo20190 702040540000 (UTOODOODODOOOOOODOOOOO

00000000 LDAP10OO0ODO contextCSNOOOOOOOOOOOOLDAP20000 LDAP1ODODOO
gobooobooooboooooooooooa

LDAPOODOOCOOOOOLDAP20000000000CO000000O00O0000O0OCOO0OO0OLDAP?2
0000000000000 0LDAP1 000000000000 contextCSNODODODOOODODOOODOO
gooooo

© 2020 Open Source Solution Technology Corporation 38



© 0SSTech

(8LDAPOCOOOO00000 )

8.1 ldap.confO O OO OO0

OSSTech O OpenLDAPO OO OO OO OO O O /opt/osstech/etc/openldap/ldap.conf D0 0000000000

OO0O00C0O00 OSSTechO OpenLDAPO OO OOOOOOO (Idapsearch O ldapadd DO ) 0 DO O OO0
ggbobooboobbooboobboobd

00000000000000D0A0O/opt/osstech/bin/ldapsearch 0 D00 O000-b00O0000-HOOOOO
000000000000000000 “b de=example,dc=com -H Idap://localhost” OO0 O OO OOOOO0O
ooooooooo

BASE dc=example,dc=com
URI ldap://localhost

00000000 man 000000 0O0D0OCOOOdap.conf 000000000 O00OOOCOOOOODOOOO
gogd

[$ /opt/osstech/bin/osstech-man ldap.conf ]

00o0oSO000 OpenLDAP O 00O 0O O OO Ofetc/openldap/ldap.conf O OO OO ODOOODOOOOOODO
00000000000 /usr/bin/ldapsearch 0 0 0 0 0 O /usr/lib64/libldap 0 0 0000000 OODOODOOO

8.2 ListenO oo o

OSSTech O OpenLDAPOOOOOO0OOslapd 0 LISTENO OO OO OO 0.0.0.00Pv4)0::/0(IPv6) O O O O
Jo0d0ooouoooooooooooooooooooooooooo

0000000000000 00000000 slapd0 LISTENOOOOOOOslapd00000-h0O00O0O
OO0 LISTENOOODOODOOOOOOOOOOOOOOOCOOOOOOOOODBOOO

/opt/osstech/etc/openldap/service/slapd/env/SERVICES 0 0 OO O-h OO0 000 O0OO0OOCOOODOOOOOO
gogboooboo

# echo "ldapi:/// ldap://127.0.0.1/ ldaps://127.0.0.1/" > \
/opt/osstech/etc/openldap/service/slapd/env/SERVICES

O0000000000slapd0000000O00O0OOOOOOOOO
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[# systemctl restart osstech-slapd ]

SERVICESOOOOOO0O0ODOOCOOO00O0O0OOCOOO000000LDAPOOODOOOOOO URLOOOO
OO0 URLOOOOOODO@ daps:/// 0000000000000 0O0OO0OODOOOODODONO)

{ldapi:/// ldap:/// ldaps:/// ]

83 IPv6 00D

slapd 000000400000 0000000000IPV6000O00C0ODOOOOO0OOOOSSTech O
OpenLDAPO 000000000000 OO0OOOOOOOOOOOOOOOO

[# echo "-4" > /opt/osstech/etc/openldap/service/slapd/env/OPTIONS ]

O000OslapdO000O00OO0OO0OOOOOO

[# systemctl restart osstech-slapd ]

84rootO00OI0OD0O LDAPOOODOO

LDAPOOODOOODOOOO Idapsearch O ldapadd D0 0 OO0 000000 OCOLDAPOOOOOOODO
0000000DNOO0000000000000000LPAPOODODODOODOODODO

O0000O0OCOLDAPOOCOOOO DNOOOOOOOOOOOOOO reotODO0O0O0O0O0OOOOOOO
goboooooooooboooobboooooooo

root 000 0000000000000 O000 SASLOOO EXTERNALOOOOOOOapiODOOOOO
0000000000 LbAPOOOO0O0O0O0O00O0O0O0

00000000000 reot0000000O0O00ODO0OO0O0OOO0O0OOOOOSslapdconf0000O000O0O
goboooboooooooooboooobooooDo

limits dn="gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth”
time=unlimited
size=unlimited

access to *
by dn="gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth” manage
by * break

© 2020 Open Source Solution Technology Corporation 40



© 0SSTech

0000000000 LDAPOOOOOODOOOOOODOOODDOD root0000O0O ldapsearch O 1dapadd
000000000 mM-YEXTERNALOOO-HIdapi:// OO ODOOOOOOOOOOOODOOODOODOO
OO0 root0000000O0O0OO0DOOOOOOOO

# /opt/osstech/bin/ldapsearch -Y EXTERNAL -H ldapi:/// -b dc=example,dc=com -LLL
# /opt/osstech/bin/ldapmodify -Y EXTERNAL -H ldapi:/// -f modify.ldif
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(ooooooooo

OpenLDAP OO ppolicy OO0 O0O0O0OO0O0O0O0O0OOOO0OOOOOOOCOODOOOOOOOOOODOOOO
goboooooooooooobooooooooooooooooon

« LDAPO OO (BIND) O
- 0000000000000 000000000000

OpenLDAPO0 000000000000 OOOOOOOOOOOOODOOOODOOOOOOODODOODOO
oobboooboooooooooboOooboboooboooooon

0000 OpenL,DAPO 0D O0O0O0O0DOOOOO0DODOOOODOOOOODODOO

91 000000000 OOO

OpenLDAP 0000000000 0OOslapdeconf 00000 ppolicy 0000000000000 0DOOO
gooo

l.Oooooooooooooooooooooo

slapdeconf 0000000000000 0000000O00OO0O0OO0O0O0O0OOO0OO00O0OOOOOOOOOO
gobooobooooboooooon

include /opt/osstech/etc/openldap/schema/ppolicy.schema

2. ppolicy 0100 000000000000

O0000oooOoOooo (ppolicyy DOOO0OOOOO0OOOOODOOOODOOOOODODOOOO

moduleload ppolicy

3. 000000000000000d

slapd.conf 00000 database DO OO ODOOODOODOOODOOOOODO

overlay ppolicy
ppolicy_default "cn=default,ou=policies,dc=example,dc=com”

Oppolicy defautDO0 00 0000000000000 00O00O00O0000O000O00O0O00000O0O00O
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gobooooboooobooooooOooOoOoOOoO0oOobOOoOoOobOOoOoOoboOoOooOoOOoOobOOOOoOoDbboOoOon
gopbooooooooDo

O00000O0slapdOOOOOCOCO

# systemctl restart osstech-slapd

gooooobooboboooboobooobobooboobbooboobbooboobbooboobo
0000 ppolicyschemaOOOO0OO00OD0O LDAPOODOOOOOOOOOOOOOOOOOO ppolicyO OO
gogbobooboobobooboobo

gobbooooboooobooooooOooOoOoOOo0oOoOOo0oO0bOOoOoOoboOoOooOoOOoOoOOOOoODbOboOOon
goboooboooobooooboooo

92 0000000 ODOOODOOOOO

0000000000000000o030000000000000000000000000000

l.ooooooooooooooooooooooooooo
2.00000000000000COCOOCCODOODODODOODOOO
j.ooooooooooO0OO0O0OO0O0O0OC0OOOOOOCOOO @OUoOoOoOoOoOoOoOoOoOoOoboOoOoOooon)

gbooboooooooooboboobooooooooobooooooboobOoboooooooooonoaon
oobooooooo

921 000000000 OOOOOOOO

ooooooooO0oooOoO0oo0oOoo0oODOocOO0O0OC LDIFOOOOO0ODOOOO0OOOOOO0 LDIFOOOO
(00000 default_policyldif 000 0)00000000000000O0O0O0O0CDODOOOOOpenLDAP O
gobooooooooooooboooooooo

dn: ou=policies,dc=example,dc=com
objectClass: organizationalUnit
ou: policies

dn: cn=default,ou=policies,dc=example,dc=com
objectClass: pwdPolicy

objectClass: organizationalRole

cn: default

pwdAttribute: userPassword

pwdMinLength: 8

pwdCheckQuality: 2

pwdMaxAge: 7776000
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pwdMinAge: 180
pwdExpireWarning: 1209600
pwdLockout: TRUE
pwdMaxFailure: 5
pwdLockoutDuration: 90
pwdFailureCountInterval: 180
pwdInHistory: 3
pwdMustChange: TRUE

0000000O0O0O0OO0OoOoD DNOOslapd.conf 0 000 OO ppolicy_default0 0 0000000000 DN
gogoobooobogon

ldapadd OO O OODOOODOOOOOOOOOOO LDAPOOOOOOO

# /opt/osstech/bin/ldapadd -x -W -D "cn=admin,dc=example,dc=com"
-f default_policy.ldif

LDIFOOO0O0O00O0O0OO0OOO0bOO0bOobOoo0oooooDooobobuobooooo

Oo000Oslapdeconf 00000 rootdn DO O0O0O0D0O0OO0OO0O0DOO0OOO0OOO0OOOOOODOOOOODOOO
ooboooooooooon

022 00000000000 0OOOOOOODOO

goboobooobooboboobooboobbooboobbooboobbobooboobbooboboobo
gooboboboooooobobobobobooooooboobobobobooon

0000000000000 00D00 LDIFOODOO0OOO0O0OO0O000O0O000000 subpolicyldifOOO0O
dn: cn=subpolicy,ou=policies,dc=example,dc=com
objectClass: pwdPolicy

objectClass: organizationalRole

cn: DefaultPolicy

pwdAttribute: userPassword

pwdMinLength: 8

pwdCheckQuality: 2

pwdMaxAge: 7776000

pwdMinAge: 180

pwdExpireWarning: 1209600

pwdLockout: TRUE

pwdMaxFailure: 5

pwdLockoutDuration: 90
pwdFailureCountInterval: 180

pwdInHistory: 3

pwdMustChange: TRUE

ldapadd OO DOOODOOOD LDIFOOOOO0O0O0O0O0O0O
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[# /opt/osstech/bin/ldapadd -x -W -D cn=admin,dc=example,dc=com -f subpolicy.ldif ]

goobooboooooobooobbooobbooobbooooobbboooobboobobbooon
LDIF(policy_change ldif) 0 00000000 LDIFO dn 00 0000000000000 O0O0O00O0O0OO
dn0OOQOODOOOOO

dn: uid=username,ou=Users,dc=example,dc=com

changetype: modify

add: pwdPolicySubentry

pwdPolicySubentry: cn=subpolicy,ou=policies,dc=example,dc=com

ldapmodify D00 0000000000000 00OO00OOO

[# /opt/osstech/bin/ldapmodify -x -W -D cn=admin,dc=example,dc=com -f policy_chang%.ldif

O00COsubpolicy OODOOO0OOOOOODOOOODOOOOOOOODODOOOODODOODDOO

0000000000000 ooO00ooO000oO0O0000o0O000000oOoopwdPolicySubentry O
oobooooooono

923 000000 OOOOOOOOOO

gogbboooboobboobooboobobooboobbooboobobooboobbooboboobo
gooogooboooobogd

00o0ooO0o0o0c0oOo0oOdO0Oo0oO00O00ODO00O0ODOOU0DOUT LDIFOOOOOOODOOOOLDIF
00000 dn000000O0OO0O0OO0OO0OO0OOdmOOOOOCOCOOCOO

00 M pwdPolicysubentryD OO0 0000000 O000D0O0O0 dnO0O00O0O0CDOOODODODOOOOOOO
gooboboboooooobobobobobooooooobo

dn: uid=username,ou=Users,dc=example,dc=com

changetype: modify

add: objectClass

objectClass: pwdPolicy

add: pwdPolicySubentry

pwdPolicySubentry: uid=username,ou=Users,dc=example,dc=com

add: pwdAttribute
pwdAttribute: userPassword

add: pwdMinLength
pwdMinLength: 8
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add: pwdCheckQuality
pwdCheckQuality: 2

add: pwdMaxAge
pwdMaxAge: 7776000

add: pwdMinAge
pwdMinAge: 180

add: pwdExpireWarning
pwdExpireWarning: 1209600
add: pwdLockout
pwdLockout: TRUE

add: pwdMaxFailure
pwdMaxFailure: 5

add: pwdLockoutDuration
pwdLockoutDuration: 90

add: pwdFailureCountInterval
pwdFailureCountInterval: 180
add: pwdInHistory
pwdInHistory: 3

. J

0000 LDIFOODODO ldapmodify 00000 LDAPOOODODOOO

# /opt/osstech/bin/ldapmodify -x -W -D "cn=admin,dc=example,dc=com”
-f userpolicy.ldif

gobooooboooobooooooOooOoOoOOoO0oOobOOoOoOobOOoOoOoboOoOooOoOOoOobOOOOoOoDbboOoOon
000000000000000000000pwdPolicySubentryl OO OO0OO0O00O0O0OOOO

ooooooooOooooooO0oooooOoO0oOoooOoO00O0oOoO0 LbAPODOOOOODOOOOOOO
gobooooooooobooobbooooboboooooooooboooooDobOooDo

93 D0UoOooooooon

gobod0oOoOo0oO0oooO0OoDoDoO0UooOoOOoUOLbAPODOOOOODOOOOOOOOODODODOODOOOO
0000000000000 0000oo00oolDIFO0O0ODO0000O Idapmodify 0000000000
oooooooo

gobodooboooobooooooooobooooboooooooooooooooooooooboooon
ooooooooooooosooo0ooooooooo3oooooooooooooooboboOooooon
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gooooo

000000000ogog LDIFOOOO (change_ppolicyldif) 0O Odn OO0 ODOOODOOODOODOOO
000000 dn00O0O0O0OO0OO0OOO dmOOOCOCOOOOOOOO

dn: cn=default,ou=policies,dc=example,dc=com
changetype: modify

replace:pwdlLockout

pwdLockout: TRUE

replace:pwdMaxFailure
pwdMaxFailure: 5

replace: pwdLockoutDuration
pwdLockoutDuration: 1800

ldapmodify 0000 00CO00OO0O0ODOOOOOOOOOOO

# /opt/osstech/bin/ldapmodify -x -W -D cn=admin,dc=example,dc=com
-f change_ppolicy.1ldif

94 D0U0DO0OO0OODOOODOOODOOOOO

ppolicy 0 O0O0000C0COO0O0O0O0OOOCOOO0O0O0OreotdnO000C0O0O0O0O0O0O0OOOOOOOO
gobooooooooooooobooooboooobo0ooooooooooooboooooDOoDOooDbboOooon
gobooooboooobooooooOooOoOoOOoO0oOobOOoOoOobOOoOoOoboOoOooOoOOoOobOOOOoOoDbboOoOon
ooooon

00000000000 0000000 LDIFOO OO (none_policyldif) D00 D0O000dnODO0OOOOO
0o0o0oo0oooddamOO0O0OooooooooO

dn: uid=username,ou=Users,dc=example,dc=com

changetype: modify

add: pwdPolicySubentry

pwdPolicySubentry: cn=none,ou=policies,dc=example,dc=com

0 0 O pwdPolicySubentryd O 0O O O O O O O O cn=none,ou=policies,dc=example,dc=com0 0 0 0 00000
LDAPOOO0DOOOOODOOOODO

ldapmodify O 0000000000000 0O00000O000O00O0O0O0O0OO

# /opt/osstech/bin/ldapmodify -x -W -D "cn=admin,dc=example,dc=com”
-f none_policy.1ldif
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ooooSSoooooooo LbAPOOOODOOCOOCOOOO0OOOOOOOOOOOOOOOOOO0O0O0
gobooooooooooboooboboooboooooooooDbDbo0ooobooOo0oooon

« LDAPODOOOODODOOODOO
-0 cn=admin0 O O
« LDAPOOOODOOOODODOO
- 00000cn=replicad 0 O
- 000000000 0DOD LDAPOOOOOODO

-0 cn=unicornidm0d O O

9.5 OpenLDAP OO 0OO0O0OO0OOOCOCOOOOOOOO

9.51 00000000

gobooobooooooOoooobooobooOooOooooobooOooobooOon

9.5.1.1 pwdLockout

OTRUEODOOOOOOO0OO0O00O0O00O0O00O0O0O0O0O000O0O0O0O0O0O00OOODOOODOOODOOODOOO0
ooboooobooooboooooobooOoooOooOooboOooobooOoobooOoooOooOoOooOOoOoobboOoon
0000000000000 ooooooooOdppolicy_lockontODOOOOOOOOOOOODOODODODO
goooo

O00D0O0O0O0O0OFALSED(OO00ODO0O0DOOOO0OO)OOO

9.5.2 pwdMaxFailure

jooo0o0ooo0o0ooo0Uooo0o0ooo0UooU0UoDooooooooooDomonuDooon
goobobobooooooobooboboboboooo

goooooooooooo
9.5.2.1 pwdFailureCountinterval

0doDooooo0ooooodoDoooooooooooo(@)booooooo

o000oo0o0oo00ooo0o0oO0000O0000O0000O000000000000D pwdFailureTime
0000000000000 000o0oo00000oO0dpwdFailureTime 0000000000 O00O00OO
00000000000000000000 1000000000

00000o0o000o0ooooo0O0000n pwdFailureCountlnterval(d ) OO0 O O O O O pwdFailureTime O O O
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0000000000000 00pwdMaxFailure 0 0000000000000 000O0O00O0OO0O0ODOOO
goboooooboooooboobooobboooooooooDooo

0 0 O pwdFailureCountInterval 0 0 0 000 00000000000 COOO0OO0OOOOOCOOOOOOOO
goboooooooooooobboooooooo

000000000000000000 pwdFailureTime 00 000000000O0O0O0O0OOOOOODOOO

oopooooooooood
9.5.2.2 pwdMaxRecordedFailure

000 OpenL,DAPO 0D O0DO0OOCOO0OOO pwdFailureTime 00000000000 O0DO0OOOOOO
00 pwdFailureTime 0 0 0000000000000 00OO0ODOO00OODO0O0ODOOOOOOOOOOOOO
pwdMaxRecordedFailure 0 00000000001 000000000C0O000000CO pwdFailure 0 000
oooooooooooooooooo

pwdMaxRecordedFailure 0 00 0000000000000 OCOO000O00O00O0SO000000O0O0OpwdMaxFailure
0000000000000 0000pwdMaxFailure 0 O 0 pwdMaxRecordedFailure 0 OO0 00000000

9.5.2.3 pwdLockoutDuration

oooooooO0o0oooo0o0oo0o0oooO000oOo0O000o00000 (0)Do000D0 0 pwdLockout-
Duration OO0 OO0 OOOOOOOCOOOOOCOOOOOOOODOOODOOODOODOODOOOOOO
goboooooooooooobboooooogoo

953 000000000

g ooobobobobobboboboobooboon
9.5.3.1 pwdMaxAge

goobooooooo @)obooobooCoocdboooUoooUooOoUoUooOoDOUobDboooDoooo
ooboooooboooDoOoO

pwdMaxAge O 1000000000000 0DOOOOOOOOODOO0OOOOOOOOOOOOOOOOO
0 pwdChangedTime O 00000000 O pwdChangedTime 0 0000000000 OpwdMaxAge(D ) OO
gobobooboobbooboobboobooboboo

pwdChangedTime 0 0 0000000000000 0O00O0OO0O0OO0OO

e pwdMaxAge 00D 100000000000 OuserPassword 000 000000000000000O
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oo
e pwdMaxAge 000 1 0000000000000 DOO0ODOO0O0ODOOO0OODOOODOOOODOOO
gooooo

pwdMaxAge 0 10000000000 LDAPOOOOOOOOOOOOOOOOOO0DOOOOO0O0O0O0ODO
00000000000 pwdChangedTime 1 0 0000000000000 O0O0O0O0O0O0OOOOOOO

0000000000 OOOOO
« 000000000 pwdChangedTime D 000000

pwdChangedTime 0 00 0000000000000 O0O0O0O0O0O0O0O0OOOOO

pwdChangedTime 0O 000O00000 LDIFOOOOOOOOOOO

dn: uid=username,ou=Users,dc=example,dc=com
changetype: modify

replace: pwdChangedTime

pwdChangedTime: 20190724150133Z

pwdChangedTime O O GeneralizedTime 000000000 UTCOOO (dST-9H)000C0CO00O0OOOOO
00oooO0oozoooooooo

OO000Oldapmodify 00000 LDIFOOOOO0OOOOO

# /opt/osstech/bin/ldapmodify -x -W -D "cn=admin,dc=example,dc=com”
-e relax -f pwdchanged.ldif

g0bDo0o0oooOoOobobo200b0bo0ooooag

* pwdChangedTime 0 0O OpenLDAPO 000000 COO-DOOOOOOOOOOOOOOOODO
manage 000 00000000COO0O00O0Oslapdconf00000 rootdn 00000000000
O00 ACLOOOOmanage0 000000000 DOOOOOOO pwdChangedTime 00000 OO
OMwriteD OO ODOOOOODOOOODOODOODODO

e ldapmodify OO DO OOO-erelaxOOOOOODOCODOOOO

9.5.3.2 pwdMinAge

00ooooooooooo (@ oo0od0moo00o0oDo0oo0Doooooooooooooon
goooboobgoobooobobooobobobooooboboobobooboboooboboboboobOoDLOon
gogbobooboobbooboobboobbooboboo

ooooooooooooo
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oooooooooilooooooOooooooooOoooooOooOOoooooOoOOoOoooDOOOO0On
pwdChangedTime 0 0 000 0O 0 O O pwdChangedTime D 00000 pwdMaxAge DO OO0 OOOOOO
ooooo

9.5.3.3 pwdExpireWarning

gooooooOoOO0oO0OO0OO0O0OoOoO0(@)obooOoO0o0omoOO0O0OooOooooooooooDoOoOO0OO
gooooooooool1ooooooooooo

ooooooooooooo

0000 BINDOOOO LDAPOOOOOOODOOOOOOOOOOODOOOOOOOOOOOOOOO

000000000000000 LbAPOOO0O0O0O0O0O0O0O0O0O0O0OOO

9.5.3.4 pwdGraceAuthnLimit

00oooooooooooo BBIND)ODODODODODOOOOOOmoOQUOODOoOoooooooooooon
00DOoO00DOOCO00DOOO00OO0OOO BINDOOOOOOOODOOOOOBIND OO (Password expired) [
goood

ooooooooooo
954 0000000 OOOOOO
ooo0oooo0o00oo0O00ooo00oooo0oooo0o
9.5.4.1 pwdCheckQuality
ooooooooooooo0oOoooo0O0ooOo0O0ooOoo0ooOoo0ooOoooooo
«0: 00000 @DOOOon)
- :00000000DO0DO0O00ODOO00ODOOO0ODO
«2: 000000000000 DDOO0ODDOODO
gopooo0ooOo0oOoboooooboo 200000000
1. 00000000 QuserPassword 000000000 ldapmodity 000 0000000000000
2. 0000000000 Password modify operationd 0 0 0 00 000000000000 O0ODOOOO

00000 userPassword DO OO OOODOO

oo0oooOooooooDbOoOoOol0oooOoOo0oOo0oooOOoOoO0OooooOoboOoOoooOooOoOoOoOoOooOoDOoboOoooon
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gobooooboooobooooooOooOoOoOOoO0oOobOOoOoOobOOoOoOoboOoOooOoOOoOobOOOOoOoDbboOoOon
ooboooooooo

9.5.4.2 pwdMinLength

gooo0oooOoooOoOoO0OooomocoOoOoOoOOoOoOooOoOooOooOoooOoO0oOOo0DoOpwd-
CheckQualityD 0 OO0 O O O0OO0OD0OOD2000001000000000000D0OO

goooobooooood
9.5.4.3 pwdinHistory

o00o0oooooooooO00oooooooO0oo0oO0O00ooooooo0oob0O000ooo0oo0n pwdHistory O
OO0 pwdlnHistory 00 000000000000 DOOCOO0O0O000OO0OOOOOOOOoOomooogoooon
goboooooooooooooo

oooooooooooono
9.5.4.4 pwdCheckModule

OSSTech O OpenLDAPO 000000000000 OOOOODOOOOOOOOOOOOOO0OO0OOOO
gooboooboboo

1. LDAPDITOOO0OOO0O0OO00ODOOODOO00OO000O0O0OOO00OO0OODODO (pwdCheckModule O pwd-
CheckQuality 0 0 0000000000000 0O00O0O0O00O000)

objectClass: pwdPolicyChecker
pwdCheckModule: ppolicy-pwdcheck.la
pwdCheckQuality: 2

2. ppolicy-pwdcheck 0000000000000 @MDO)

# echo 2 >/opt/osstech/var/lib/sv/slapd/env/PPOLICY_PWDCHECK_COMPLEX
# systemctl restart osstech-slapd

00000000000 000000O0slapd0000000000O0O0OODODOOOOOODOODOOOOO
000000000ooo0oooooooooo/opt/osstech/var/lib/sv/slapd/envd] 00 000000000000
ooooooooOoooooobooooooo

« 000O0OO: PPOLICY_PWDCHECK_INTERNAL
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- 0oool@o)
- 00000000000000000000000000000000 000000000000
000000000000000
- 00000: PPOLICY_ PWDCHECK_LENGTH
-0o0oo6
- 00000000000000000000000000000000000000000000
oooo
« 0000 0:PPOLICY_PWDCHECK_COMPLEX
-0oooo 3
- 00000000000000000000000000000000000000000000
000000000000 00000000000000000000000000000000
- 00000: PPOLICY_PWDCHECK_ALPHABET
- 0oooo
- 00000000000000000000000000000000000000000000
0000000000000000000
00000: PPOLICY_ PWDCHECK_UPPER
- 0o0ooo
- 00000000000000000000000000000000000000000000
000000000000000000000
« 0000 0:PPOLICY_PWDCHECK_LOWER
-00oogo
- 00000000000000000000000000000000000000000000
0000000000000000000000
00000 :PPOLICY_PWDCHECK_DIGIT
-0ooogo
- 00000000000000000000000000000000000000000000
00000000000000000
« 00000: PPOLICY_PWDCHECK_SYMBOL
- 0o0ooo
- 00000000000000000000000000000000000000000000
00000000000000000
« 0000O0: PPOLICY_PWDCHECK_HAS_NO_ID
- 0000
- 00000000000000000000000000000000000000000000
00000000000 DNO RDNOOOOOOOOOOOOO000000O0OO00000000O
0000000000000000000000000000000
« 00000: PPOLICY_PWDCHECK_COMMAND
-000:00
- 00000000000000000000000000000000000000000000
00000000000 0000000000000000000000000000000000
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obooobooooooooobOoOoOoOboOooboOoOoobooOoo
-0o00oooooo
+ 000000000000000 LDAPOOOOO0O0O0O0 (MDN)OOO0O00000O0O0DOO0O0
ooboooooooooo
-b0oooooogo
+ 0000000000000 O0O0OCOoKOOOOOmoK:Ooooooooooooo
gooo
+ J00000000000O0O0C0O00OO0@OOO0O0)oo000ooO0000000O0000a0
gooooooooono

9.55 000

ooboooboooooooooboooo

9.5.5.1 pwdAllowUserChange

goooo0o0ooo0ooo0OooOo0OO0O0O0000000000000O00TRUECOOFALSEDOOODODOODO
OTRUED ODOO0DOOO0OO0OO0OO0O0O0O0O0O0O0DODOO00DODOO00DOO000

00000000TRUEDOOO

9.5.5.2 pwdMustChange

o000oo0oo000OO0O00O00OC0cO000O0 BINDOOODOOOOOOOOOOOOOOOOOOO0O00aO0
O0O0O0O0OO0O0OOO0TRUEDOOFALSEODOODOOODOOMMTRUEDOOOOOOOOODOOODOODOO
goooo

O0D0OO0OOOFALSEOODOO

9.5.5.3 pwdSafeModify

000000 000oDoOOo0o00ooOooO000oDOOo000oO0oDooOOo00O0oDOOoOOo TRUEDDD FALSED
J0000D0O0OmMTRUEDODODOOOOOODODODOODODODOOODOODODOOOOO

O0DOCOOOOFALSEOODOO

96 DO0ODD0DOOOODOOODOOODO

gobbooooboooobooooooOooOoOoOOoOoOobOOoOoOoOoOoOooboOoOooOoOOoOobOOOoOoOoboboOonon
gobooobooooooooooboooobooboOooboooobooooooOoooooooooDoDoOooboboOooon
gobodooboooobooooooboooooOoooobo0ooobooooooooooOoboobOOOoOooboOooon
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gobboooooooooOooooboOooboOoOoOobOooOooOoOobboOoobooOoo

9.6.1 ppolicy_use lockout 00000

slapd.conf 0 0 0 00O pplicy_use_lockout 000000 OonD OO0 O0O00O0OBINDOOOOOOOODOCOO
00o0ooO0d0oo LbAPOCOODOOOOODOOOOODOOUOOOODOOODOOOOOOOODOOODOODOOO
gooo0o0ooO0o0ooDOO00o0ObO0o0O0ODbO0o0o0ObO0o0ODODbOobODbOO0oDbOO0OO0 MN)ODDhOoOooDbOoOoo
o0o0oU0o0oOoUoO0oOoUoUOoOOoULOU0O0OULOU0O00LOUOO0UOUO0OODOUOOOoOUOO
goboboobooobobooboobbooboobbooboobbooboobboboboobbo

goboooobooboooboooboboooOooobobobooobObOooOobOOobobOoobOOooOOoOoooboOooboon
ooo

962 0000000 ODOOOODODOO

slapd.conf 0 0 0 0O 0O O ppolicy_use_lockoutD 0 0 000000000000 0LInux 000000 0O0OOO
0000000000000 U00o0o00U0o00o000DO00000000ooO00UooOOooDUoOoOoOon
pgooddooooooa

00000000ooooooooooo0o0o0O0OO0OO0O0O00OIdapsearch 0000000 00ooooooOoOQ
0000 -eppolicyd 00 O0O0OOO0ODOOOODOOOOOO0ODODDODOOOOODOOODOODODOOOO
00000000Accountlocked0 00O 0OO0O0OOOOOCOODODOO

# /opt/osstech/bin/ldapsearch -x -W -D "cn=user1,ou=Users,dc=example,dc=com”
-e ppolicy

Enter LDAP Password: **xxxxxxx (DO 0O0O0O0O0OO)

ldap_bind: Invalid credentials(49); Account locked

963 0000000000000 DOOOOOOOOOOOOOOOOO

0000DOO00O0C0O0O0C0ODO0000DO pwdMaxFailwvre 0O O0D0OO0OOODOOOOOOOODOOCOOO
gooooobooboooobooboobobooboobboobuoobboooboo

e JO00OO0ODLOODDOODOUOODOLOODOUOODDOLDOODDOODLDODODOODLDODODDOUODLOO
gbooooooboobobobooooooogooo

e Joooooooobobbbbbbbooooooooooobobobbbbbbbbbooooo
gbooooooobobobobooooooogoobgon

9.7 D0UODOOOODOOO

gobbooobooooooooooOooOoOoOoOoOoOobOOoOoO0bOOoOooooOoOooboOoOoOoOooDooo
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00000000000000000000 30000000000

l.oooooooOoOOO0OO0OO0O0OCOOOCOODODOODOOO
2. 000000000000000
3.00000000000000000D0000O0DO0000ODOO0O0

9.71 000000000 OODODODOOODOOOOOOOOO

O pwdLockoutDuration0 0 000 0000000000000 O0ODODOO0ODOO

972 00000000 OOUDOOOO

goboobooobooboboobooboobbooboobbooboobbobooboobbooboboobo
000 ldappasswd 000000000000 Qd

9.73 00000000000 OODODODOOODODOOOOOOOOOOOO

00000000oooooooooooooooonoDOopwdAccountLockedTimeD 00 OO0 OOODODOO
goobooboboboooooooooobobobobooobobooboobDoboboboboboboooo
gobobooobooboobbooboobboobooboobbooboo

0000000 pwdAccountLockedTime 0000 O0O0O0O0OODO LDIFOOOOOOOOOOOdnOO0O0OO
00oo0odddmOO0OoOoOoOoODOO

dn: uid=username,ou=Users,dc=example,dc=com
changetype: modify
delete: pwdAccountLockedTime

ldapmodify OO0 000000 LDIFOOOOOODO

# /opt/osstech/bin/ldapmodify -x -W -D "cn=admin,dc=example,dc=com” -f LDIF O OO
Enter LDAP Password: **xxxx* ~ adminO0 00000

ggbobooboobbooboobboobd

000000000000 pwdAccountLockedTime DO 000000000000 DOO0OOODOOOOOO
000000000000 DODODpwdAccountLockedTime 0 000 000000000000 Generalized-
Time 0 (UTC)OOOODOOO

dn: uid=username,ou=Users,dc=example,dc=com
changetype: modify
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add: pwdAccountlLockedTime
pwdAccontLockedTime: 20190724173701Z

9.74 00U00D0ODOOOOOOOO

pwdAccountLockedTime 0000 0000000000000 0OO0ODOOO0OOOOO0OOOOOOODOOOO
000 pwdFailureTime 0 0000000000 OOODOQOCOOpwdAccountLockedTime 000 OO OODOO
00o0oU00o0o0oU0o0ooOoU0o0ooOo00o0oOo0Oo0o0oUOo0DLOOUO0DODOUODoOOUOOO

gobodoobooooooooooocOooobooooboOoooooooon

1. 000000000000 ooooooooo
2.0000000000000000O0O0000OOOO0OO
3. pwdFailureTime 0 000000

9.741000000000000000OO0OOOO

00000000000000000pwdMaxFailureD OO O0O00O0O0CO0OO0O000000O0O0O0OOOO
0000 M pwdFailureCountInterval ] 0 0 0 00 0000000000000 000O0O0O0OOOOOOO
ooo@)oboooooooooooooooooooboooooooooogoo

e pwdLockoutDuration 0 0 0000000000 OOCOCOOOOOOO
- 0000000000000 0000000000000D00 @M pwdMaxFailured OO O OO0
O0oo0o0oooO0oOoooOoooooOooon
e J0ODOO0DLOODD -0ODbO0OLOODDbO0ObLOODObOo0ObLOOoDbOoObLOODbOoOn
-000000000000000000000 M pwdMaxFailureD OOOODO0O0OO0O0OO0O0OOO
00ooU0oOoooooooooo

9.74200000000000000000O0OUOOOOUDOOO

0000000 DNOOOOOOOOO0OO0O0OO0OD0O0OO0 (BIND)OOOOODOpwdFailureTime 000000
gobooooooooooooboooobooa

9.7.4.3 pwdFailureTime 0O 00000

000000 pwdFailureTime 0 0000000000 DOCO0OOCOO0OODOOCO0ODOOOODOO rootdn O
00000000000 0manage 00 0000000000000 000D0OOO0O0OOOOOO relax rules
control 000 00O0OO0ODOCOODO

relaxrulescontrol D O OO O0OO0OO0OD0OO0ODO0 20000000000
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l.erelax 000000000000

O000O0LDIFOOOOOO0OO0OO00O0OdnOOO0OO0O0O0OO0OO0O0dmOOOO0OOOOOO

dn: uid=username,ou=Users,dc=example,dc=com
changetype: modify
delete: pwdFailureTime

ldapmodify 00000 LDIFOOOO0O0O0O0O0O0O0 DNOO rootdn 000000 Omanage 00000000
ODNOOODODOODOOOO0OO0O-erelaxDOOODOOOO

# /opt/osstech/bin/ldapmodify -e relax -x -W -D cn=admin,dc=example,dc=com
-f LDIFO DO OO

2. LDIF O relax rules control D O OO0 OO0

00000 LWDIFOODDO0D0O0000dn 0000000000 dnODO0OODOOOODODO

dn: uid=username,ou=Users,dc=example,dc=com
control: 1.3.6.1.4.1.4203.666.5.12
changetype: modify

delete: pwdFailureTime

ldapmodify 00 OO0 LDIFOOOOOOOOOO DNOO rootdn 000000 Omanage 1 0000000
ODNOOOOOOoOOd

# /opt/osstech/bin/ldapmodify -x -W -D cn=admin,dc=example,dc=com -f LDIF OO 0O O

9.75 00000000 0O0OUOOOOO

OpenLDAPO 0000000 O0ODOOODOCODOOOOpenLDAPOOODOOOOOOOOOODOOODOO
gooo

OpenLDAP O ppolicy 00 OO OCOOOOO OO LDAP Control Type 0 0 1.3.6.1.4.1.42.2.27.8.5.10 000 0O
000000000 0OoooOo00 BINDOODOUOODOOOOOOOOOODDOO Invalid credentials(49)0
0000000000000 0000000D0000000000 LDAP Control ValueO OO OO O

oooood oooooooo
oooon od
ooooooobooooood od
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googoo gooooooo
Oo0ooooooood error: passwordExpired(0)
Oo0oooooooogd error: accountLocked(1)

O00O0OC0OOOOODOOoOOoOOooooO  error:changeAfterReset(2)

9.7.6 ppolicy_hash_cleartext 0 000 O

0000000 00O0OLDAP O Password modify extended operation(ldappasswd D 0 0) 000000000
O00000O0OLDAPOOODODOO slapd.conf O OO OO password-hash 00000000000 OODOOO
0000000000000 d wserPassword 00000000 O0ODOCOOOO

OUOOLDAPO addd modify 0000000 LDAPOOOOOOOOODO userPassword 00000 OO0O
LDAPOOODOOOOOODODODODODODODODOODOOOOO userPassword 000000 O0OO
0000000000000 0000 addd modify 00000000 O0OLDAPOOOOOODODOOO
00000000000 DO0O0000O0O00DO00b0OoOoOgOn ppolicy_hash_cleartext D OOOOOOODO

ppolicy_hash_cleartext on

0000000000000 00on000000D0D0OD0OD0OD00000O0D00O password-hashODOO0O0O0O0O
00000000000000000000 wserPasswordOOOOOO0O00O0OOOOOCOCOOO

o0ooOooO0000 LbAPOOOOOOOOOOOOOOOOOOCOOOOOOOOOOOOOOOOOO0
userPassword 0 0 0 00 0000000000000 00000O0O0O0O0O0O0O0O0O0O0O0O0O0000000O0
gooooooooobooooboboooobooobooooboo0oooboo0oooOooobDoOo0ooDbOdbenDODOOD
gobboooobooooooooooboocOoOooOobocOooobooOoOoOoOOoOoOoOOoOooDn
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[10 OpenLDAP psync O 0 00O )

psync000O0O0D0OOSSOCOOOOOCOODO OpenLDAP O Active Directory D0 O0ODOOO0OD0OOODOO
0000000000000 00000000000000000OpenLDAPOOODODOOODODOO O Active
Directory 000000000000 00O00OO

00DoO00o0o0o00ooo0oooLbAPOOODOOOODOOODODOODODOODODOODOOOO
oo0bDoOO00oooOoOooD LbAPOOOODOOOOODOOOODOOODOOOO

101 OOOO

00000000000 00D0Active Directory DO 0ODO0O0O0OO0ODOOODOOOOOODOOCOD
Active Directory 0 0D 000 LDAPOOOOOCO LDAPS(636/TCP) 000000 DODOOCOOOOOOOOO
LDAPSOODOOO0OOODODO Active Directory 0000000000000 0DO0OCOOOOODOODOOO
gooboooboboo

10.2 psync O OO0 OO 0O0O

psync 000000 OSSTech O OpenLDAP O rpm 00000000000 O0OOODOOOOOOOOOO
gooog

psync 000000000000 LDAPO userPassword 0000000 0OOOglobal DO0OODOOOOOO
000 password-hash 0000 O0OO00OOD0OOOOOODOpassword-hash OO0 000000 OOOCOOOCOO
000000000 O’{SSHAYSaltO O SHA)OOODODOOOOOoOooooooo

psync000000O000O0OOO0O0OOOOO0OOCOOOOOOOO

* psync-uri
— Active Directory 00000 LDAPURIOOOO0O0O0O0OO ldaps:/0 URIOOOODODOO
* psync-binddn
— Active Directory 0000 00O0O0OO0OC DNOOOODOOO
* psync-credentials
— psync-binddn 00000 DNOOOOOOOOOOOOOOODO
* psync-searchbase
— Active Directory 00 000000000000 DOOO LDAPO searchbase OO0 O OO0
* psync-userkey(0D 0O O 0O)
- OpenLDAPO 0000000 OOOO0OOOOOOCOOOOORDNOOOOOOOOOOO
-0000ooo0owdooOO

oo0o0O0o0o0o0O00C0cO0O0000O00000000D0000 database OO OOODOOOOCDOOOCODO
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slapd.conf 000 0OO0O0OOOOOCOOOOOOODOO
moduleload psync
overlay psync

aééabase bdb

psync-uri ldaps://adl.example.com/

psync-binddn "cn=Administrator,cn=Users,dc=example,dc=com”
psync-credentials "adminpassword”

psync-searchbase "CN=Users,dc=example,dc=com”

psync0 00000 syncprov0 00000000000 ODODOOOOCODODOOOOOoverlay syncprov 0 00O
00000 overlaypsync 0O O OO00000COCOO0O00 overlayJOODOOOOOOODO overlay psync O
ooooooooo

10.3 Active Directory D 0000000000 OOOO

psync 000 OOOO0OOpenLDAP D OO OCOCOCOOODODODODODODODOOActive Directory 0 00O 0O O
LDAPS(636/TCP) D000 LDAPO OO0 00O OOOOOOOODOOOODOOOOODOOOTLSODOODO
O0Active Directory 0 0 000000000000 OOOOO

00000 OActive Directory 0 0000000 OO QOO O /etc/openldap/ldap.conf O TLS_CACERTDIR O
0000000000 0Do0oo0 TLS_CACERTOOODODOODDOOOO0O0DOO0OOOoOoOoooooon
oooooooo

TLS_CACERTDIR /etc/openldap/cacerts

104 0O OO

psyncO000O0O0OCOCOOIoglevel 0 0x100000 0000000 slapd0 0O syslogO0O0O0O0O0O0O0O0OOO

loglevel stats 0x10000
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(11LDAPOOOOOO0

111 0000000000

11.1.1 LDAPOOOOOOOO

root 00000 LDAPODOOO0ODOO0ODOOODOOOOOOOOODOOODDOODODOO

# systemctl start osstech-slapd

0000000 Active D00 Dactive(running)J 000000000000

y

# systemctl status osstech-slapd
e osstech-slapd.service - 0SSTech OpenLDAP Server
Loaded: loaded (/usr/lib/systemd/system/osstech-slapd.service; enabled;
vendor preset: disabled)
Active: active (running) since [0 2019-07-24 15:46:53 JST; 10s ago
Main PID: 12387 (slapd)

\

1112 LDAPOOOOOOOO

root 00000 LDAPOOO0O0000000000000O00O0O0O0O0O0O0O0O0O0OOOOOO

# systemctl stop osstech-slapd

0000000 Active 000 Oinactive(dead)J 000000000000

# systemctl status osstech-slapd
e osstech-slapd.service - 0SSTech OpenLDAP Server

Loaded: loaded (/usr/lib/systemd/system/osstech-slapd.service; enabled;
vendor preset: disabled)

Active: inactive (dead) since [0 2019-07-24 15:49:07 JST; 4s ago

1113 LDAPOOOOOOOOO

root 00000 LDAPODOCOOODOOCOODOOOODOOOOOOOOOOOOODOOODDOO

# systemctl restart osstech-slapd

Active 0 0 O Oactive(running)D 000000000 OCOO
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# systemctl status osstech-slapd
e osstech-slapd.service - 0SSTech OpenLDAP Server

Loaded: loaded (/usr/lib/systemd/system/osstech-slapd.service; enabled;
vendor preset: disabled)

Active: active (running) since [ 2019-07-24 15:50:40 JST; 5s ago

1114 LDAPO OO OOOOOOOOO

root 00000 LDAPODODOO0ODOO0ODOOODOOODOOOOOODOOODODOOOOOO

# systemctl status osstech-slapd

LDAPO 000D OODOOOODOOActive 00 0O0Oactive(running)D 0 0000000000000

y

# systemctl status osstech-slapd
e osstech-slapd.service - 0SSTech OpenLDAP Server
Loaded: loaded (/usr/lib/systemd/system/osstech-slapd.service; enabled;
vendor preset: disabled)
Active: active (running) since [0 2019-07-24 15:46:53 JST; 10s ago
Main PID: 12387 (slapd)

\

O0ODOLDAPOOUOODOOO psOOOOOCOODOOOsSlapdO0O0O0ODOOO0ODODOOODOOOO

# ps -ef |grep slapd |grep -v grep
ldap 12412 1 0 15:50 ? 00:00:00 /opt/osstech/sbin/slapd
-d none -hldapi:/// ldap:/// ldaps:/// -uldap

LDAPO 0000000000000 Active OO Oinactive(dead)DO0O0O0C0O0O0C0O0O0000OO0O

# systemctl status osstech-slapd
e osstech-slapd.service - 0SSTech OpenLDAP Server

Loaded: loaded (/usr/lib/systemd/system/osstech-slapd.service; enabled;
vendor preset: disabled)

Active: inactive (dead) since [0 2019-07-24 15:49:07 JST; 4s ago

1115 LDAPOOOOOOOOOOO

OSO000 LbAPOOIOOOOOOOOOOOOOOOOOOOOOODOOODODO

# systemctl enable osstech-slapd

gogbbooboobbooboobbooboobobooboobboon
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# systemctl is-enabled osstech-slapd
enabled

Jenabledd ... 0O OOO0DOO
e[(disabledd ... OO OOOODO

goboooboooooooooboocOoOoboocOooboooooon

# systemctl disable osstech-slapd

11.2 000000000 COOOOO000

LDAPOOOODOOODOODO/OOODOUODOODOUODOOODOOODDODUODOODDODOODODOOOO
0000000 OIdappasswd D0 000 O0O0OOOO

# /opt/osstech/bin/ldappasswd -S -x -W -D "OOOOOODOO DN
-H 1ldaps://0000 "OOODOOOODOO DN

New password: 00000000000 O0O0O0O0OODOOO

Re-enter new password: OO OOOO0O0OO0OOOOOOOOODODOOO
Enter LDAP Password: 000000 OOOODOOOOOO

000000000 DNMOOOODOOOOO0O0O0O0 LDAPODODOOOOO (O : cn=admin,dc=example,dc=com)
goooooog

ooooooooooDNOOOOOOOOOODODODOODOOO DNOOOOOOO

113 0000

OpenLDAP O Oslapd.conf O loglevel DO OO OOOOOOOOOOOOOOO syslogOOOOOOOOOQ
O00O0OOOloglevel 0D O0O0O0OODOOOODOOOOODOOOOOODOOOOO

goobog bo

trace ooboooooogo
args gooogooo

conns gooboobobooboo
filter gopoooooooooo
config ooboooooogo
ACL oobDoOooooOooooon
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gooog bo

stats ooboooooooooon

stats2 oobooooooobooooooooooon

parse goooobobo

sync gooogoogd

none goboooboooooooooboooobooboooboooo
any oooooooooo

oo0ooOo00o0oo0OC0cO00DOO0O00DOO00000000O00000OO0O00O0O0O00D0CO0OO00OpenLDAP
Ostats0000000CO0O000O0O0OOCOCOOO0OOOCOOO0OO0OOOCOOO0OLDAPOOOOOOO
uobooobooooooooobodoooooooon

OpenLDAP 0O slapd D O 00 0 OO facility O local4d 00 O syslog 00 O0O0O0O0O00ODOOOOSSTech O
OpenLDAP 0 00000 ODO OO DO O /opt/osstech/etc/rsyslog.d/slapd.conf 0 D D 0000000000000
0 0 0 0 O /var/log/osstech/ldap.logD0 D0 0 OO0 O0O0O0O

if $programname == 'slapd' then \
-/var/log/osstech/ldap.log
& stop

00000000000000000O0Orsyslogd000O0O0O0OOOOO

# systemctl restart rsyslog

1131 000000000

OSSTech 0 OpenLDAP D 00 OO OOOOOOOUOOOOODOOosstech-base 10000000 OO/op-
t/osstech/etc/logrotate.d/syslog 0 000 0000OCOOQCOOOOO

gogbooboooboobouoobobooboobobooo

googooo ogno

ooo 10000

ooooooo 0O AM3O00O

/opt/osstech/etc/logrotate.d/syslog 0 0 0 000000000 OCO0O0OOO0ODOOOOOOOOOOOO
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11.3.2 LDAPO O OODO

OpenLDAP O0stats0O 0 000 0000000000000 OLDAPOOO0OOOOOOOOOOOOGOGO
goobooboboboo

d

conn=1002 fd=13 ACCEPT from IP=127.0.0.1:57671 (IP=0.0.0.0:389)
conn=1002 op=0 BIND dn="cn=admin,dc=example,dc=com” method=128
conn=1002 op=0 BIND dn="cn=admin,dc=example,dc=com” mech=SIMPLE ssf=0
conn=1002 op=0 RESULT tag=97 err=0 text=

conn=1002 op=1 ADD dn="cn=user1,dc=example,dc=com”

goboooobooooooog

« LDAPOOOOOO (conn=<ID>)
« LDAPOODOOOODO IPOODOO (ACCEPT from IP=<IPO OO O>:<00000>)
LDAPOOOOO0O00O0O0O0O00OO DN (BIND dn="<DN>")
LDAPODO (0000D0O0O00)0000 (op=<ID>)
« LDAPOOOOO
— OO (ACCEPT)
00 (BIND)
00 (SRCH)
OO (ADD)
00 (MOD)
00 (DEL)
- 0ooo
« LDAPOOOOO0 LDAPOOOODOO (RESULT ... err=<000000>)
- LDAPOOOOCOO 00000O0O0O0O00O
-00000000000000000(SEARCH RESULT ... nentries=<00000>)

gobooobooooooooobodooboooooooooooooooooboooooooooonoa
gobooooo

e connection_read(<O O >): no connection!
- LDAPOODOOODOOODOOODODOOODODOO LDAPOODODOOODOO LDAPOODO
ooooooooooooo
- LDAPOOOOOOODOODODOODOODOODOODOOOODODOOOOOOOOOOODOOOO
-0o0ooooooooo

ggboooboobooobooboobbooboobboobuoobboboboobboobboon
gooobobobobooooobooooboboboboboboooboooobooboboboboo

O

d

d
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e deferring operation: too many executing
- 000 LDAPOODOODOOOODODOOOD LDAPOOODODOOOOODOODOOOOODOO
000000000000 ooooooooooo
-QobooboboobobobobtboddddoooooooDobo Db bboboobo
e deferring operation: awaiting write
- 0000000000000 000000000000000000oOooOoooOoooOoooODOO
gooood
e bdb_equality_candidates: <O 0O 0O> not indexed
- LDAPOODOOODOODOOODOODODOOOOODOODODOODOODOODOOOOOOOn
e =><O000D00O> failed: DB_LOCK_DEADLOCK: Locker killed to resolve a deadlock
— Openl,DAPOOOOD0OODOODOODOOOCOODOO Berkeley DBBDB)OOOODODOOODOOOO
gl oooobobobobobooooooog
- 0000000 LDAPOOOOOO conn=<O0O ID> op=<O 0O ID>: <OOOO> failureO OO
ooo
- 000000 o00UoooooooOU00UoOoooOOo0o0UooooOoOO,0DOO00O00UooO
Jo0o0o00bOOo@oDoDooooooooooooooon)

11.3.3 LDAPOOOODO

OpenLDAPOOCOCOOO0O0O0OOCOO0OOOOCOOODOOOOOOODOOOOOODOOOOODOOOO
gobooooooobooon

O0O0Ologlevel stats(256) 00 0 00 O00O0O0O0O0O0OOOOOOOOOOODOOODOOOOOODOOOOOO
gooooobooboboooboobboobobooboobboobuoobbooboobbooboobo
gooogo

ACCEPT,BIND, SRCH, SEARCH, ADD, MOD, DEL ,MODRDN, RESULT, PASSMOD, STARTTLS, closed

gobobooooooobooooobobodobobooobooooooooooooooboboooooOoooon

1134 00000000 RateLimitOoOOO OO

RHEL70000000D0000DO00OC0ODO0ODO0O0OO0OO0ODO0OO0O0ODOOO0ODOODOO0O0nO RateLimit
gooboobobobooo

LDAPO 0000000000000 00000000000000000000000000000000
0000000000000000000000000 RateLimit00000000000O0O0O0OOOOO

OSSTech O OpenLDAPO0 000 ODODOOODOOOCOCOCRate Limit0 000000 OODOOOOOOOO
gooboobooboo

© 2020 Open Source Solution Technology Corporation 67



© 0SSTech

11.3.4.1 journald O Rate Limit 0 O

00000 OpenLDAP DO OO OOOODOODOOOosstech-base 0 000 00O OO DO O /ete/systemd/jour-
nald.conf.d/osstech.conf 0 0 0 00 Ojournald 0 Rate Limit 00 000000000000 O0OO

[Journal]
RateLimitInterval=0

11.3.5 rsyslog 0 Rate Limit 0 O (RHEL7 0O O)

OO0OC0O0ODO0O OpenL,DAP 0 00 O0O0O0O0OOO0ODODODOosstech-base 0000000 OO O/ete/rsys-
log.d/osstech.conf 0 00O O Orsyslogd 0 RateLimit 0 0000 00000000000O

$SystemLogRateLimitInterval @
$imjournalRatelimitInterval @

114 000000

OSSTech O OpenLDAP O 00000000 OCO0OOOOODOOODOOODOOOODODOODODOODO

oooo
oo ooo
oooooooo LDAPOOOOO DITOOOOOOOOOOOO
ocooooooo /var/opt/osstech/backup/ldap

OO0O0OCOO0OO0OO0OO0OO0OO0  de=example,de=com.ldif.gz (0 00000 LDAPO DITOOODO)

cooooooo OO0 AMS0O 300

coooooooon 3000

OpenLDAPO 00000 O0ODOOCODOOOCOODOOOOOOOODOOODOUODOODOOOODOODOODOO
gooboboboboo

LDAPOOOOOOOCOOOOOO Oosstech-openldap-servers 1 D 00000000000 Ocron000 AM
50 3000000000004 /opt/osstech/etc/cron.d/slapdbbackup OO OO OO COOOOOOOO

gogbobooboobbooboobboobooboooboobbooboobo

SHELL=/bin/sh
30 5 * x *x ldap test -x /opt/osstech/sbin/slapdbbackup &&
/opt/osstech/sbin/slapdbbackup (10 0)
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000C000O0O000O0U0DOODOOQOOd O/ /opt/osstech/etc/openldap/slapdbbackup.conf O O O O O
Obackup_maxageD 000000000 O0ODOO

[backup_maxage=”3®"

11.4.1 WiredTiger 00000000000 oooonQ

WiredTiger O 0OO0O0O000 LDAPOOOOOOOO slapecat 000 00000000000 LDIFOOODO
000000000 OoOoSSTechDOOOOOOO0O0O0ODOOOO0O00OWIredTigerOODOOOOOOOODO
OO0slapcat 000000000 Idapsearch 00 0000000000000 00000O0O0O

0000000000 ldapsearch D0 O0O0O0O0000O00000O00O0dap 0000000 Idapiz/// 000
LbAPOOODOOOODOOOO

00000OWiredTiger 00D 0000000000000 0O0O0O00O0OO0DO0O0O0ODO0O00 IimitO0D0OOO
0000dddslapdeonf 000 0000O0O0OODODOO

( \

limits dn="gidNumber=55+uidNumber=55,cn=peercred, cn=external,cn=auth”
time=unlimited
size=unlimited

access to *
by dn="gidNumber=55+uidNumber=55, cn=peercred, cn=external,cn=auth” read
by * break

00000000 uidNumber O gidNumber DO OO OO0OOSSO000LDAPOOCOOO OSOOOOOO Idap
00000 uidNumber/gidNumber 0 0 0000000000000 0O00C0OO00O0 dOOOOOOOOOO

# id ldap
uid=55(1ldap) gid=55(1dap) groups=55(ldap)

11.5 0000

OpenLDAP O 00 0O O O /opt/osstech/var/lib/ldap 0 DB OO0 O0O000000000O000O00O00OO00O0OO
goboooooooooooobbooooooo

gobbooobooooooooobOocOoOoobocOooboooOoooOooOoooDood
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1151 BDBOOOOOooooOooOoOd

BDBOOOOOOOOOOOOOOOOslapdOOOOOODODOO0O0O0000000O0DDOOODODOOOO
goboooobobooooooooobOoooooOoocOobooOoooobOoOooobOOoOoOoOobOboOooOoboboOoOoon

slapd 00 0000000000000 0000 LDAPOOOOOOOOODOOOOOOOOOOOODOODO
oobooobooooboooooobooooobooo

goboooooooooooobooooood

[# /opt/osstech/sbin/slapd_db_verify /opt/osstech/var/lib/ldap/*.bdb ’

gobbodooboooobooooooooooOooOooboOoobooOooobooooobooooo

[# /opt/osstech/sbin/slapd_db_recover -v -h /opt/osstech/var/lib/1dap ]

goboooooooooooooon

[# sudo -u ldap /opt/osstech/sbin/slapindex -v }

LDAPOO0DOOOOOOOOODOO0ODODOOO dapdOnDooonO

[# chown -hR ldap:ldap /opt/osstech/var/lib/ldap }

OpenLDAPOO0O0O0OOOOOO

[# systemctl start osstech-slapd ]

OpenLDAPOOOOOCCO LDAPOOOOOOOCOCOOOO0OOOOCOOOOO0OOODOOOOOOO0O0
gobboooooooooooobboooooooooobooooDo

1152 00000000 LDAPOOOOOOOO

0000000000000 O00o000 LbAPOOOOOOOOOOOOOOOCOOO LDAPOOOO
obo0o0oooo0o0ooo0oOoOoO0oooooOo0ooooOOocOo0O0oD0 LbAPOOODOOOOOODOOOOOO
gooon

ooooo0O000000000000000000000 LDAPOOOODODOOOOOOOOOO LDAP
goboooboboooboooobooono

000000000000 LbAPOOO0O00000000O0
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[# systemctl stop osstech-slapd

gogbbooboobbooboobbooboo

[# cp -rp /opt/osstech/var/lib/ldap /opt/osstech/var/lib/ldap-‘date +%Y%m%d*

0000000000000ooooooooooooLbAPOOOOOOCOODOO

# rm -rf /opt/osstech/var/lib/ldap/*
# systemctl start osstech-slapd

goboooooooobooboooo

000 LDAPOOODOOOOOOODO LDAPOOOODOOOOOOOOOOOODOOOOOODOOOOOO

oobooooooono

# /opt/osstech/bin/ldapsearch -x -W -D "cn=admin,dc=example,dc=com” \
-b dc=example,dc=com -h ldap@1 > 1ldap@1.1dif

Enter LDAP Password: #*xxxxxxx

# /opt/osstech/bin/ldapsearch -x -W -D "cn=admin,dc=example,dc=com” \
-b dc=example,dc=com -h ldap@2 > 1ldap@2.1dif

Enter LDAP Password: **xxx*x**

# diff -u ldap@1.1dif ldap02.1dif

ldapsearch 00000 0-DODOCO0ODOOOOLDAPODODOOODODOO DNOOOOOOO

goboooooooooodOooo-pOOO0OO0OO0OOOOO0ODOOO0ODOO0OOOOUODOOOOODOOO

LDAPO 00000000000 00000000O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0OOOOO

1153 000000000000000000O0O

gbooboooooooooboboobooooooooobobOooooboooooooooooooonogon

0000000000000 000o0o0o0o0oooon0 LbAPOOOOOOOOOODODOO

000000 LDAPOOOOO LDAPOOOOO0O0O0O0O0O0O

# systemctl stop osstech-slapd

LDAPO OO0 100000000000 LDAPOOOOO0O0O0O0O0O0O00O

00DoO000 LbAPOOOOODODODOOODOOODODOOOD
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# cp -rp /opt/osstech/var/lib/ldap /opt/osstech/var/lib/ldap-‘date +%Y%m%d*
# rm -rf /opt/osstech/var/lib/ldap/*

0000000 LDIFOOOODODOOO0O0O0O0O0OO0OO0O0000000 LDIFOOO0O (/opt/osstech/var/back-
up/ldap/[LDAP suffix].ldif.gz 0000000

# zcat /opt/osstech/var/backup/ldap/dc=example,dc=com.ldif.gz \
| /opt/osstech/sbin/slapadd -vw

# chown -hR ldap: /opt/osstech/var/lib/ldap

# systemctl start osstech-slapd

LDAPOO00OOOOOOOOODOO0ODODOOODOOOODOOOODODOOODO

o000o0OoO0oO000O00OCOLDAPOOOO 2000000000000 LDAPOODOOOOOOOOO
ooboooooooooon

LDAPOOO0O0O0O0O0O0O0O0DOOOOLDAPOOOOOOOOOOODOOMOCCOCOOOOO LDAPOO
goboooboooooooooboooobooooDo

116 D0O0O0O0OOOOOO

000000 0ODO0ODOTLSCertificateFile(d O O O O O O )O TLSCertificateKeyFile( OO O OO O) OO
goooooooobodoobooooboooobooooboooon

TLSCertificateKeyFile /opt/osstech/etc/openldap/private/ldap@1.key

TLSCertificateFile /opt/osstech/etc/openldap/certs/ldap@1.crt ]

00 CAODODOODOOOOOOOOTLSCACertificateFile 0 00O 0D0O0OOOO0O0O0O0OOOOOOODOO
gooogo

[TLSCACertificateFile /opt/osstech/etc/openldap/cacerts/ca.crt ]

0000o0o0oooLbApPOO0O0O0O0OOOOOOODOODOOOOOOOOOOO

[# systemctl restart osstech-slapd ]

gooooooooooooooooooooOoOoOOO0OO0Oo@oo)ooDoOoODOODOOODODODOOO
ooboooooogoo

00ooooooooooooooooooooooooooooooooooooo0oLpbAPODOOODOOO
ooboooooooo
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11.7 00D 000000000000 manOO0000O0O

OSSTech O OpenLDAPO 00000000000 OOOOOOOOOOO manODOOODOOO osstech-man
ggoooobooboo

{$ /opt/osstech/bin/osstech-man <O O00O0O0OO0O0OO> y

OO000Oldapsearch D000 0 man 0000000000000 OOOOOOO

[$ /opt/osstech/bin/osstech-man ldapsearch }

11.8 LDAPO O DOOOOODOOOO

OSSTech O OpenLDAP O O OLDAPO O O0DOO0O0O0DOOOOO0OOOOODODOOO

1difdift

* ldifunwrap
Idifunbase64
* ldifsort
Idifsortattr

11.8.1 Idifdiff D 0O O
Wdifdif O0000O0LDIFOO00000000000000000000200 LDIFOO0O0O0OOOOOO0O

LDIFOOOODO LDIFOOOODOOO0OOOO0DOOO0DO0O00000000000oooooooooooonoo
oooooooOooooooOooooOodifo00o0o0o00ooOO00ooOoO0o0oooo0oo

oo000Mdifdif 00 00000000000LDIFOOO0D0000000000000000O0

# /opt/osstech/bin/ldifdiff 1.1dif 2.1dif

11.8.2 Idifunwrap 00 0 O

Idifunwrap 0 0 0 0 0 Oldapsearch O OO0 LDIFO O OO “-oldif-wrap=no” 00 0000000000000
oooOooooOo LDIFOOOOO0O0OOO0O0O0ODO0O00ODO0O00oOoOO

# /opt/osstech/bin/1difunwrap backup.ldif > backup_new.ldif
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11.8.3 Idifunbase64 0 O 0O O
Idifunbase64 0 0O OO OLDIFOOOOOOOOOO BASE64O OO OODOOD0OD0O000O00OODOON

LDAPO O ASCIIO O OO0COOOO0OO0O0O0O0O0O0 BASE4O OO OO0O0O0O0O0O0OOOOODODOOdapsearch
O000O0O0OBASEM4 O O0O0OOO0O0O0DOOOOODOOOOOOOOOO@OUODOOO =»00000)

00D0000000Osn0O givenName D00 BASE64OD OO OOOODOOOOOO

# /opt/osstech/bin/ldapsearch -x cn=yamada
dn: cn=yamada,ou=Users,dc=example,dc=com
objectClass: top

objectClass: person

objectClass: inetOrgPerson

cn: yamada

sn:: 5bGx55Sw

givenName:: 5aSq6Y00

BASE64 DD OD 00000000000 Obase64 000 00-d0000O00OO000O000000O0O

# echo 5bGx55Sw | base64 -d
oo

OO0 LDIFOOOODOOOO BASE4 DO DO OODOOOOODOOOODOOOODOOCOOOO Idifunbase64
gooboobobobooooobooboobobo

0ooo0o00o000000ooOooOLDIFO0000000oooooooooooD0OOgd Idapmodify
gobpoOoooCo LpblFOo0obDoO0OobooOoooboooooooo

# /opt/osstech/bin/ldapsearch -x cn=yamada | /opt/osstech/bin/ldifunbase64
dn: cn=yamada,ou=Users,dc=example,dc=com

objectClass: top

objectClass: person

objectClass: inetOrgPerson

cn: yamada

sn: OO

givenName: OO

11.8.4 Idifsort 0 0 OO
ldifsort 00000 LDIFOO DNOOOOOOOLDIFOODOOOOOO0OODODOO

LDAPO 00000000 ODODOOOODOOO0OONdapsearch 000000000 LDIFOOOOOOOO
goooooo@ooooooOoOoOoOopboOoOoOOoOOOooOOooOoooooooooooon)

DNODODOOOO LDIFOOODOOOODOOO000O difsot000000000000O0O0O0O
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[# /opt/osstech/bin/1ldifsort allentry.ldif

11.8.5 Idifsortattr 0 O O O
ldifsortattr 0 0000 OLDIFO000DOD0OO0OO0000DDDO00O00DDODONONO00NDDODODONO0n

LDAPOOO1000000000000000D00O0O0000000D0O000O0OIdapsearch0 00000
goboooboooooooooboooobooobbooooboo0oooon

O000OMifsortatr 00 0 0000000000000 00O00000O0O0O0O0OOO0O0OO

# /opt/osstech/bin/ldifsortattr allentry.ldif
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