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(1 Libdeid 4> F L7 7V

Jeid 94 75 VoY I 7 VT,
F 4 L7 b UKERR

o app 7 7 U ARE
* libjeid-full/libjeid-full-release.aar Jeid 4 7 U

1.1 API LARXIJL

* android.nfc.tech.IsoDep
- Jeid 74 77 VDERL NV
— API L)L 10(Android 2.3) 72 5
* android.provider.Settings. ACTION_NFC_SETTINGS
— API LX)V 16(Android 4.1) 72 5
— NFC DM % B < #1200 %
* Webview#evaluateJavascript()
— API LX)V 19(Android 4.4) 70 5
- WFFEDOL VXY v 2 IHIA

DY I 7 7V IiE minSdkVersion: 19 ZH|H U % 323, aAHD ERESS I 2 5HET 3
BE1E API L~UL 10 THBARAIRET T,

(2 ELEFIE

1. Java BIRERBED A VA b —L

Debian/Ubuntu:
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[$ sudo apt install openjdk-8-jre

RHEL/CentOS:

[$ sudo yum install java-1.8.0-openjdk-devel

2. Android Studio(JDK fJ)&) % 7z1% JDK+Android SDK Z4 Y A F =1L L %7,

LUFi& Android SDK DA > X b —JL

$ wget https://dl.google.com/android/repository/sdk-tools-1inux-4333796.zip
# mkdir -p /opt/android/sdk/
# unzip sdk-tools-1inux-4333796.zip -d /opt/android/sdk/

5S4y RIZAE

[$ yes | /opt/android/sdk/tools/bin/sdkmanager --licenses

3. local.properties {Z SDK D% 2 % 7% 5E

[$ echo "sdk.dir=/opt/android/sdk"” > local.properties

4. €L K

[$ ./gradlew build

e 7w Z'EJL K /app/build/outputs/apk/debug/app-debug.apk
e VUY=LV F (KEH) Japp/build/outputs/apk/release/app-release-unsigned.apk



© 0SSTech

21 7))L a—FK

2.1.1 HFEFIAANHHEE) AP HFEFIFEIS

try {
String pin = "XXXX";
JeidReader reader = new JeidReader(nfcTag);
CardInputHelperAP ap = reader.selectCardInputHelperAP();
ap.verifyPin(pin);
String mynumber = ap.getMyNumber();
System.out.println("~-7>/\—: " + mynumber);
CardInputHelperEntries entries = ap.getEntries();
System.out.println(” K% : " + entries.getName());
System.out.println("{¥Fh : " + entries.getAddr());
System.out.println("£EHH : " + entries.getBirth());
System.out.println(” %5 : " + entries.getSexString());
}catch(InvalidPinException e){
if (e.isBlocked()) {
System.out.println("PINA 7OV I INTVET, ");
} else {
System.out.println("PIN HA'RE>TWE T, &RDEIE: " + e.getPinCounter());

+
2
+
7

3
}Ycatch(IOException e){

System.out.println("5&HED TZ—");
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2.1.2 RBYEANEIEE AP

try {
// A—Y —sRAE ARG ES
String authPin = "XXXX";
/] TPRIINEBRBRANIT—R
String signPin = "XXXXXXXX";

JeidReader reader = new JeidReader(nfcTag);
JPKIAP jpki = reader.selectJPKIAP();

// 32— —5REEFEERRE = BViS
X509Certificate authCert = jpki.getAuthCert();

// A—H—REEE#TES

JPKISignature authSignature = jpki.getAuthSignature(”SHATwithRSA");
authSignature.update("hello”.getBytes());

byte[] signed = authSignature.sign(authPin);

/I TTRINELBIRE S
jpki.verifyPassword(signPin);
X509Certificate signCert = jpki.getSignCert();

/I TURINELBRTES

JPKISignature signSignature = jpki.getSignSignature(”SHATwithRSA");
signSignature.update("hello”.getBytes());

signed = signSignature.sign(signPin);

}catch(InvalidPinException e){
if (e.isBlocked()) {
System.out.println("PINDA 7OV I INTWVET, ");
} else {
System.out.println("PIN B'EE > TWE T, FRDEIE: " + e.getPinCounter());
3
}catch(IOException e){
System.out.println("5&#ED TS5 —");
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(3#BIZUTFLUZR

o ZFHFIHZ NG 2
— app/src/main/java/jp/co/osstech/jeidreader/CardInfoActivity.java
— app/src/main/java/jp/co/osstech/jeidreader/CardInfoTask.java
JPKI GEHER 2 MU - RT %
— app/src/main/java/jp/co/osstech/jeidreader/ShowCertActivity.java

— app/src/main/java/jp/co/osstech/jeidreader/ShowCertTask.java
JPKI TEHT 5
— app/src/main/java/jp/co/osstech/jeidreader/SignActivity.java

— app/src/main/java/jp/co/osstech/jeidreader/SignTask.java
PIN 27— X 2 2R3 %
— app/src/main/java/jp/co/osstech/jeidreader/PinStatusActivity.java

— app/src/main/java/jp/co/osstech/jeidreader/PinStatusTask.java

(4 JPKI B 1R3E

MPKI FBREHE R BX U NPKI BHHEBHR ) 2FEITT 2L Tl 4 2D 7 7 L VEHA
MR FLE 5,

e input.txt: FHNE % Base64 =2 a— KLz D

o digest.txt: Ny > 2% Base64 Z>aA—FKL7HD

o cert.txt: JPKI RZFFHEFAAE (DER) % Base64 > a— R L3 D
o signed.txt: B fE% Base6d =22 —FL72HD

ZABD T 7 4 Android 5K % PCIZOBWTULTFD 7 + V&5 5 MTP BT %
EQCIN

[/Android/data/jp. co.osstech. jeidreader/files/ ]

INBHDT7 7 A4 NEHWT OpenSSL a~ > F T BNRBABEATE T,

# BANR%E Base64 71— R
$ base64 -d input.txt > input.dat
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# EEEASE D S RBEREROHL
$ base64 -d cert.txt | openssl x509 -inform der -noout -pubkey > pub.pem

# BR{E%* Base64 71— R
$ base64 -d signed.txt > signed.dat

# NBARIC & 2 ERIREE
$ openssl dgst -shal -verify pub.pem -signature signed.dat input.dat
Verified OK
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